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Executive Summary

Introduction

Cybersecurity is critical in the new digital environment, which is evolving at an unprecedented rate around the world. Protec-
tion from cyberattacks is a new field, where Greece has shown rapid growth and development to meet the needs of organi-
sations, companies, and citizens by providing constantly upgraded security against cyberattacks and other risks with modern
and specialized products.

To comprehensive depict the needs in Cybersecurity roles and skills in Greece, the Federation of Hellenic ICT Enterprises
(SEPE) and a team led by Cybersecurity professor, Mr. Dimitris Gritzalis from Athens University of Economics & Business
(AUEB) teamed up and participate in the CyberHubs project, funded by the Erasmus+. Cybersecurity skills needs analysisre-
port is the first deliverable of the Greek CyberHub.

Objective

The objective of this report is to identify the mismatch between supply (Chapter 3) and demand (Chapter 4) in cybersecurity
skills in Greece and to provide an accurate picture of Greece's cybersecurity skills ecosystem maturity, opportunities, and
peculiarities. Additionally, a 360° overview of the Greek ecosystem is presented in Chapter 2.

Approach

A multi-method approach (quantitative and qualitative) was followed, including: (a) desk research, (b) survey in Greek, (c) job
vacancies scrapping powered by the EIT Digital Skills Academy Platform (SAP), and (d) expert focus groups. With respect to
expert panels, two of them were established. One staffed by experienced cybersecurity professionals from both the private
and the public sector, and the second by academics specialising in cybersecurity or a closely related field.

The mapping of skills and roles followed the European Cybersecurity Skills Framework (ECSF) of ENISA. The responses were
also categorised based on the corresponding high-criticality taxonomy according to the Directive on measures for a high com-

mon level of cybersecurity (NIS 2).

Critical market needs in terms of Cybersecurity skills, and professional roles demand, as well as the training and education
programme gaps, were thus uncovered.

Results

This report consists of four chapters. Chapter 1 explains the general framework of study. Chapter 2 presents the Greek land-
scape providing Information on demographics, education, employment, digital economy, cybersecurity businesses, and cy-
bersecurity institutions. Chapter 3 analyses the supply side, the Cybersecurity education and training programs. Desk research
and surveys conducted with academic institutions have revealed specialized programmes offered by formal and non-formal
education systems. Chapter 4 delves into the demand side, analysing the workforce needs and based on the survey replies
from local (Greek) experts, a typical profile of a cybersecurity specialist is presented.
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Conclusions

Demand assessment

There are no systematic and reliable means in the country with an eye towards addressing and assessing cybersecurity skills
demand, either on a short, or a long-term basis. As a result, this report is unique, and its conclusions are drawn heavily from
the survey, verified by the expert groups and complemented by the job vacancies provided by EIT Digital.

Supply sources

There is no undergraduate academic programme on Cybersecurity skills in the country, however some colleges offer under-
graduate study programmes in Cybersecurity in cooperation with foreign universities.

While there is a good number of postgraduate cyber programs available (both in Greek public universities and in some col-
leges), several student places remain unfilled.

Additionally, (a) Greek universities may grant doctoral degrees to students with dissertation topic related to cybersecurity (b)
relevant professional certifications are provided by international professional associations, (such as, ICS2 kat ISACA) appear
to play a visibly supportive role.

Roles and skills popular and in demand - now and in the future

e In the Research & Academia sector, the greater need is for Cybersecurity Researchers, while the greater increase is for
Auditors (600%).

o In the Digital Infrastructure sector, the greater need is for Cybersecurity Implementers while the greater increase is for
Penetration Testers (68%).

e Inthe ICT Service Management sector, the greater need is for Cyber Incident Responders and Cybersecurity Implement-
ers, while the greater increase is for Cybersecurity Researchers (220%).

e Inthe ICT Service Management sector there is an increase in all ENISA roles, which is not the case in the Digital Infrastruc-
ture sector.

The most needed cybersecurity skills for people in cybersecurity roles appear to be: (a) Cloud Security, (b) Data Privacy, (c)
Information Systems & Network Security / Cyber Resiliency and (d) Incident Management. Furthermore, several respondents
stated that there is no need for Supply Chain Security skills.

The (ECSF-based) roles with the greater future demand appear to be: (a) Cybersecurity Implementer and (b) Cyber Incident
Responder. Additionally, the cybersecurity expert of the future should have the following IT related, organisational and soft
skills: (i) operating systems, (ii) network management, (iii) risk management, (iv) education & training, (v) analytical and (vi)
creative thinking skills.

Add-on educational skills

There appears to be a significant demand for personality (soft/transversal) skills among individuals in cybersecurity roles.

According to the Expert groups, lack of personality skills can lead to reckless business behavior, which is considered unac-
ceptable in cybersecurity roles.

SEPE (GR) & AUEB (GR) 12
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1

CHAPTER 1 - General framework of study

1.1 Objectives

The objective of this study is to enhance the quality and relevance of education and training programmes in the cyber do-

main. This will be achieved by identifying relevant skill mismatches in specific countries and providing innovative methodol-

ogies for forecasting market demands and education supply.

The countries to be studied in this context are the following seven (alphabetically): Belgium, Estonia, Greece, Hungary, Lith-

uania, Slovenia, and Spain. The present study specifically refers to Greece. The specific objectives for these countries include:

S1

S2

S3

Conducting a comprehensive analysis of Cybersecurity skill mismatches for each country, identifying critical gaps be-
tween market needs and education and training supply. The analysis will be conducted using a common skills frame-
work and corresponding research methodology to ensure scalability, quality, and comparability of results within the
European Union (EU).

Creating an innovative skill forecasting model for Cybersecurity that supports the education and training providers and
labor market actors in making informed decisions and reducing the risk of future mismatches and professional shortages
in the field of Cybersecurity.

Developing Cybersecurity skills strategies for specific countries aimed at reducing skill mismatches in the cyber domain
in short, medium, and long term.

To achieve the above objectives, the study will undertake the following individual tasks:

El

E2

E3

Special reports for each country regarding the mismatch between supply and demand in Cybersecurity skills. The
CyberHubs will follow a common research methodology based on a multi-method approach (quantitative and qualita-
tive), including surveys, job vacancies scrapping powered by the EIT Digital Skills Academy Platform (SAP), as well as
expert focus groups. The mapping of skills and roles will follow the European Cybersecurity Skills Framework (ECSF) of
ENISA. The country analysis will uncover critical market needs in terms of Cybersecurity skills, and professional roles
demand, as well as the training and education programme gaps. The reports will provide an accurate picture of each
country’s Cybersecurity skills ecosystem maturity, opportunities, and peculiarities.

Recording Cybersecurity skills and roles for long-term forecasting. The study aims to anticipate future needs for Cyber-
security professionals, identifying the skills and roles required to address the gap between demand and supply in the
labor market. Additionally, it will support education and training providers, as well as labour market stakeholders in
making informed decisions. Data for forecasting Cybersecurity skills demand and supply will be sourced from job va-
cancy trends analysis, CEDEFOP occupational forecasts, other forecasts of market trends and expert groups. The ECSF
integration into the forecasting model will enhance the comprehensiveness of the results and the effectiveness of sub-
sequent actions. The elements of the forecasting model will be verified and evaluated throughout the project. Long
term, the forecasting model can be used by the EU as envisaged in the project's sustainability plan.

Specialized Cybersecurity skills management strategies per country to reduce disparities between market demand and
supply of Cybersecurity skills in the short, medium, and long term. These strategies will build upon the findings of previ-
ous work and existing studies (e.g., the European strategy for Cybersecurity skills, REWIRE plan). Relevant and sustain-
able approaches for each country will be sought through the involvement of key stakeholders in the national Cyberse-
curity ecosystem, aiming to generate effective, innovative, and systemic adaptations in Cybersecurity education and
training in each country. A comparative assessment of country-specific studies will follow, aiming to coordinate Cyber-
security skills development at the EU level. To achieve this, alignment actions with regards to relevant European
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frameworks and tools, such as, the European Cybersecurity Skills Framework (ECSF) of ENISA, ESCO, and Europass will
be proposed.

1.2 Global trends and employment prospects in Cybersecurity

The Cybersecurity Workforce Study (ISC?) (ISC2, 2023) was based on data collected through online research conducted in
collaboration with Forrester Research (April-May 2023) from 14,865 individuals responsible for cybersecurity in workplaces
across North America, Latin America (LATAM), Asia-Pacific (APAC), Europe, Africa, and the Middle East (EMEA) (see Graphs 1-
A/B) (ISC2, 2023).

2023 Global Cybersecurity Workforce

5,452,732 ...

EUROPE
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2023 Global Cyb ity Workforce

5452732 ...

FIGURE 1-B
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Graphs 1A-1B: Global Cybersecurity Workforce (2023) (ISC2, 2023)

The study estimates that the global Cybersecurity workforce amounts to 5.5 million, reflecting an 8.7% increase on an annual
basis and nearly 440,000 new job positions. All regions experienced growth, with particularly high increases in the two new
countries in the Middle East, the Asia-Pacific, and North America. Specifically, Japan is developing rapidly with a 24% increase
on an annual basis) while Latin America is starting to balance out after several years of significant growth.

Despite the continuous increase in the workforce, the study confirmed that demand continues to outpace supply. This gap
has further increased by 12.6%, with the largest increase in the Asia-Pacific region (especially in Japan and India) and North
America. Regions experiencing particularly rapid supply growth, such as, the Middle East and Latin America, are finding that
supply is already narrowing the talent gap (see Graphs 2-A/B) (ISC2, 2023).
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2023 Global Cybersecurity Workforce Gap
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Graphs 2A-2B: Global Cybersecurity Workforce Gap (2023) (ISC2, 2023)

The gap of workforce/skills (45%) was the most significant challenge faced by Cybersecurity professionals (see Graph 3). The
geographical distribution of this shortage is a key differentiating factor, as respondents in North America (55%) felt a more
significant impact from these gaps compared to those in other parts of the world, such as Europe (42%), the Middle East
(42%), Africa (42%), Latin America (32%), and Asia-Pacific (31%). This intensifies the increase in the workforce gap in North
America (~20% (ISC2, 2023))."
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payment/reimbursement for third-party
certification exams

North America Europe @

Asia-Pacific Middle East/Africa m

Latin America m
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Graph 3: Shrinking Cybersecurity skills shortage (ISC2, 2023)

In Greece, according to a study by the ManpowerGroup®, demand for Cybersecurity professionals is expected to increase by
25% over the next three years (2023-25). The study indicates that Greece suffers from a shortage of 10,000 Cybersecurity
professionals. Additionally, Cybersecurity professionals in the country are expected to possess strong skills in technologies,
such as, Cloud Computing, Data Analysis, and Machine Learning.

Finally, it is estimated that companies seeking Cybersecurity professionals should offer competitive salaries and professional
development opportunities to fill vacant positions (ManpowerGroup, 2022)."

1 ManpowerGroup, The State of Cybersecurity Talent, Greece 2022.
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1.3 Trends and prospects: Horizon 2030

With regards to mid-term demand forecasts, ENISA? updated (2024) its Cybersecurity forecast. The analysis of emerging
threats projected for 2030 (see Table 1) includes two significant threats (ranked 2nd and 3rd in the list of top 10) related to
the shortage of trained cybersecurity workforce.

Specifically, the second position in the table refers to the skills shortage in cybersecurity. The study notes that organisations
intend to incorporate personnel with appropriate knowledge and skills into their workforce and bridge the educational gap
that remains a serious problem in cybersecurity. This is linked to the third threat concerning outdated systems (exploitation
of unpatched and out-of-date systems within the overwhelmed cross-sector technological ecosystem). The connection be-
tween these two major threats highlights that the skills shortage hampers workforce familiarity with the available tools used
to update outdated information systems, resulting in these systems progressively becoming more vulnerable to cyberattacks
(ENISA, 2024)0.

# } Threat Impact * Likelihood } Impact Likelihood

1 | Supply Chain Compromise of Software Dependencies 17,71 421 421

2 | Skills Shortage 17,20 4,10 4,20
Human Error and Exploited Legacy Systems within Cyber-Physical

3 16,69 3,96 4,22
Ecosystems

Exploitation of Unpatched and Out-of-date Systems within the
4 . 16,21 4,05 4,00
Overwhelmed Cross-sector Tech Ecosystem [Optional]

5 | Rise of Digital Surveillance Authoritarianism/Loss of Privacy 15,34 3,96 3,88
6 | Cross-border ICT Service Providers as Single Point of Failure 15,12 4,14 3,65
7 | Advanced Disinformation/Influence Operations (I0) Campaigns 14,38 3,42 4,21
8 | Rise of Advanced Hybrid Threats 14,03 3,68 3,81
9 | Abuse of Al 13,22 3,43 3,86

Physical Impact of Natural/Environmental Disruptions on Critical
10] ... . 12,99 3,68 3,53
Digital Infrastructure [Optional]

Table 1: Ranking of projected new threats (2030)

According to ENISA, the European job market must ensure an adequate number of skilled professionals in all areas of Cyber-
security, who should be properly trained to support and lead solutions to the emerging industrial, scientific, social, and polit-
ical challenges in the field of Cybersecurity.

2 ENISA, Foresight Cybersecurity Threats for 2030 (update), March 2024, https://www.enisa.europa.eu/ news/skills-shortage-and-un-
patched-systems-soar-to-high-ranking-2030-cyber-threats
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2 CHAPTER 2 - GREECE (Demographics, Education, Employment, Digital

Economy, Cybersecurity Businesses, Cybersecurity Institutions)

2.1 Overview of the national context

2.1.1 GREECE - Basic demographics

Greece is a Member State of the European Union, located at the southeastern borders of the European Union with Asia. It
has a very extensive coastline (Mediterranean Sea); its terrain is mainly continental, and is surrounded by many inhabited
islands. Its population, which amounts to 10.6 million inhabitants (2022), is stabilizing and aging.

The country's main sources of wealth are tourism and shipping. Secondarily, Services, SMEs, and Agriculture. Its intellectual
capital is considered particularly valuable, and the percentage of graduates from higher education (especially at postgraduate
level) is increasing rapidly. The country's economy is described, in broad terms, in Graph 4. During the current period, the
country is emerging from a serious economic crisis (2008-18) (see Graph 5).

Greece is considered a technologically developed country with a relatively inefficient public sector and an occasionally active
private sector. The number of immigrants is not high, and migration flows are balanced (2023).
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Graph 4: GREECE — Economy (2022)3 (Creative Fabrica, 2024)

3 https://www.creativefabrica.com/product/greece-economy-infographic-presentation/
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The Greek debt crisis is the dangerous
amount of sovereign debt Greece owed
the EU between 2008 and 2018.

In 2010, Greece said it might default on its debt

which would threaten the viability of the eurozone.
To avoid this, the EU lent Greece enough to
continue making payments.

Results are mixed:
2017:

+ Greece ran a budget surplus of 0.8%

+ Economy grew 1.4%

+ Unemployment sat at 22%

+ One-third of Greece’s population lived
below the poverty line

+ Debt-GDP ratio=182%

Graph 5: GREECE — Economic crisis (2008-18)# (The Balancemoney.com, 2011)

Graphs 6-7° quantify some of the above elements.
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Graph 6: GREECE — General characteristics (Hellenic Statistical Authority, 2024)

4 https://www.thebalancemoney.com/what-is-the-greece-debt-crisis-3305525

5 https://www.statistics.gr/en/elstat-infographics
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Graph 7: GREECE — Population characteristics (Hellenic Statistical Authority, 2024)

2.1.2 GREECE - Education

Public education in Greece is free at all levels and for all citizens. The educational system is centralized and regulated by laws,
presidential decrees, and ministerial decisions of the Ministry of Education, Religious Affairs and Sports.

Greece has adopted a three-tiered educational system [Primary: Elementary school, Secondary: Junior high school (Gymna-
sio) and high school (Lyceum) and Tertiary: University (see Graph 8)]. Additionally, there are certain supplementary educa-
tional structures, mainly focusing on training, development, and certification, with a visible but limited presence.

Regarding the educational achievements of the population during the 20-year period from 2000-20, the main characteristics
are as follows (see Graph 2°). The portion of the population that did not complete primary education is very limited (3%)
and is decreasing rapidly (from 8.8% to 3.2%).

a) The part of the population that has completed only primary education is considerable (20.6%) but is decreasing rapidly
(from 33.7% to 20.6%).

b) The part of the population that has completed at least the first part of secondary education is relatively larger (44.2%) and
remains stable (from 40% to 44%).

c) The part of the population with post-secondary vocational training is small (7.7%) but is increasing relatively quickly (from
4.9% to 7.7%).

d) The part of the population with a university degree (undergraduate or postgraduate) is relatively limited (24.3%) but has
doubled over 20 years (from 12.6% to 24.3%, from 2000 to 2020).

e) The part of the population with a postgraduate degree is relatively noteworthy (3.7%), having increased 12-fold (from
28K to 334K) over 20 years (from 0.3% to 3.7%, from 2000 to 2020). Regarding the total expenditures of the General Govern-
ment for education as a percentage of GDP (2016-20), Greece - despite the gradual increase (from 4% to 4.5%) - lags by 10%
compared to the EU average (4.5% compared to 5%) (see Table 3).

6 Hellenic Statistical Authority (ELSTAT), Labor Force Survey, Population, Education, Employment Status 1981-2020, Athens 2023.
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Greece - 2023/2024
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Graph 8: GREECE: Formal Educational System (Eurydice - National Education Systems, 2024)
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Population over 15 years of age 8.839.847 9.332.424 9.246.546 9.078.975
Did not attend school/a few grades of elementary school| 777.061 646.564 392.641 286.580
Primary education 2.982.153 2.757.790 2.183.999 1.871.320
Junior high school (Gymnasio) 1.155.659 1.194.293 1.127.793 1.065.012
High school (Lyceum) 2.373.080 2.728.414 2.950.137 2.952.851
Post-secondary vocational training 436.656 548.827 595.370 695.034
University/Technical College degree 1.087.180 1.381.804 1.820.087 1.873.951
Postgraduate degree (M.Sc., Ph.D.) 28.056 74730 176.516 334.224

Table 2: GREECE — Education (Hellenic Statistical Authority, 2024)

8. EU: Total General Government expenditure on education
as a percentage of GDP, 2018 - 2022

| 2018 ‘ 2019 | 2020 | 2021 [ 2022

EU 27 4.7 4.7 5.0 4.8 47
Euro area

Austria (AT) 4.8 4.8 5.1 4.9 4.8
Belgium (BE) 6.2 6.1 6.6 6.2 *6.3
France (FR) 53 5.2 5.4 *53 *52
Germany (DE) 4.3 4.4 *4.6 *4.5 *4.5
Greece (EL) 4.1 4.0 45 4.1 38
Estonia (EE) 6.2 6.1 6.4 59 58
Ireland (IE) 3.2 3.2 32 29 27
Spain (ES) 4.0 4.0 46 4.6 *4.4
Italy (IT) 349 39 43 4.0 4.1
Croatia (HR) 4.6 4.9 55 5.2 4.8
Cyprus (CY) 50 51 57 53 5.1
Latwvia (LV) 58 57 58 5.7 53
Lithuania (LT} 45 4.6 52 4.7 49
Luxembourg (LU} 4.6 4.8 5.0 4.7 4.7
Malta (MT) 4.9 5.0 56 54 5.0
MNetherlands (ME) 51 5.0 52 5.1 5.1
Portugal (PT) 4.4 4.5 4.7 4.7 *4.3
Slovakia (SK) 39 4.2 4.4 4.3 45
Slovenia (S1) 5.4 5.4 56 5.8 5.6
Finland (F1) 55 56 59 5.7 55

Table 3: GREECE — Expendliture on education (Hellenic Statistical Authority, 2024)
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Regarding employment in the ICT sector, recent Eurostat reports and related publications’ state that “Greece still does not
employ many workers in this sector. It even registers a negative lead compared to other EU countries, as the demands for
digital transformation in both the public and private sectors are increasing dramatically. Meanwhile, businesses are expected
to engage in an even greater talent hunt in the near future, given the rapid spread of Al.” According to Eurostat data, 9.8M
ICT specialists will be employed in the EU in 2023, i.e. 4.8% of the total workforce (2023), an increase of 1.5% since 2013.
Greece's share is half the EU average (4.8%) (see Graph 9).
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Graph 9: GREECE - Employment in the ICT sector 8

Publications referring to a relevant report by Greek universities and the Federation of Hellenic ICT Enterprises (SEPE) (2023)
state that the ICT market needs 7,500 more graduates per year than those currently graduating to meet its workforce needs.
Specifically, the graduation rate from the 37 ICT university departments is 62% (with 5,231 graduates in 2022), and approxi-
mately 15% of ICT students do not graduate, either at all or on time, while many work in the ICT sector before graduating (see

Graph 10).
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Graph 10: GREECE - Graduation rate of ICT students ?
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7 https://www.kathimerini.gr/economy/563046397/ekpaideysi-agora-echoyme-toys-misoys-pliroforikarioys-se-schesi-me-tin-e-e/

8 https://www.kathimerini.gr/economy/563046397/ekpaideysi-agora-echoyme-toys-misoys-pliroforikarioys-se-schesi-me-tin-e-e/

9 https://www.kathimerini.gr/society/562702606/zitoyntai-ptychioychoi-pliroforikis/
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At the same time, a Eurobarometer survey shows that not only is there an increasing skills gap in cyber-security, but there is
also a need for more specialists and an increase in personnel with high cybersecurity awareness in every company across the
EU. The results of the Eurobarometer survey reveal interesting insights concerning cybersecurity awareness, hiring difficulties,
the absence of qualifications and certifications, and a gender gap. Specifically for Greece, we have the following:

(a) Lack of awareness: While there is a consensus that cybersecurity is a high priority (74% of companies), taking action
remains the main challenge. Specifically, 78% of companies have not provided any training or raised awareness among
their employees. Additionally, 55% of companies stated that no training or awareness regarding cybersecurity is required;
25% are unaware of relevant training opportunities, and 20% cite budget constraints as a reason.

(b) Hiring difficulties: Most companies (82%) that sought suitable candidates experienced challenges, such as finding
qualified candidates (62%), lack of candidates (48%), lack of awareness (16%), and budget constraints (22%) (see Graph
11).

(c) Qualifications and certification: 75% of employees in cybersecurity-related roles do not have formal qualifications or
certified training. 35% come from roles unrelated to cybersecurity, while 32% absorbed the cybersecurity responsibilities
into an existing role, and 21% were newly hired graduates (see Graph 12).

Q6 Over the past 12 months, how difficult was it for your company to find and hire staff with the right skills in cyber security?

WVery difficult Slightly difficult WNot difficult at all Not applicable, did not try to hire moon'tknow
2 2 1 4 1 1 4 4 1 7 2 1 1 0 3 0 1 1 3 3 1 2 2 2 1 2 1 2
= i = e ol - —_— = Ll L
T T ame s BT T 2 0T 2 e TR 2ETT ET LT

21

13 15 16

2 16
| . o 5

e . i - - Il s i 18 g 11

5 5 S 10 7 L
7 =y 10 - - > 4+ = 3
S 5 — — ] - o 4
el frslr=Ee_El_mn__
g 8 7 7 7 7 5 & 5 2
4 4 3
I L E T T T T e e e sl e e
SOO0QET IO L@ S20005@9 @ ®S
-
- P =% > - w < - 'S )OSwP e -
W m IE PT EL HR MT DE NL PL  EU27 Y BG SK AT ES R RO BE w | DK SE a Fl EE o HU
Fiasn Euroarometr 547 - Cyverskils [ |
vork: 24.42024-1752024 | (%) Base: n=12 916 - All companies Cammission

Graph 11: GREECE — Cybersecurity workers hiring difficulties

Do any of the employees directly involved in cyber security have, or are they working towards, any formal qualifications or

Qie certified training in any aspects of cyber security?
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Graph 12: GREECE — Cybersecurity professionals lack of qualifications/certifications
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(d) Diversity and inclusion: Most of the respondents (82%) in the survey agree that diversity and inclusion in cybersecurity
are important in their respective companies. At the same time, while most agree (82%) that women are encouraged to

take on roles and responsibilities in cybersecurity, 54% of companies do not have women in these roles.

2.1.3 GREECE - Employment

In Greece, the employment rate during the period 2017-21—when the country was experiencing a severe economic crisis,
and residents were living amidst a pandemic—remained stable, ranging from 40.9-43.3%. Unemployment fluctuated be-
tween 21.5% and 14.7%, showing steady improvement (see Graphs 13-14).
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Graph 13: GREECE — Unemployment rate (1998-2024)9 (TheGlobalEconomy.com, 2024)

Graph 14: GREECE — Employment and unemployment (2019-23) 1 (Hellenic Statistical Authority, 2024)

1. Population aged 15 years and over by employment
status, 2019 - 2023

Thousands
| 2019 | 2020 ‘ 2021 | 2022 | 2023

Employed! 39110 38755 39280 4,406 4,1935
Unemployed™® 818.9 755.0 677.7 5882 521.8
Persons outside the

labour force 43736 44485 44597 43213 43217
Employment rate (%) 43.0 42.7 433 458 46.4
Unemployrment rate (36} 17.3 16.3 4.7 124 11.1

(1) From 2021 onwards, it refers to persons aged 15 - 89 years.
(2) It refers to persons aged 15 - 74 years.
(3) Employment rate represents persens in employment as a percentage of the

total population.
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10 https://www.theglobaleconomy.com/Greece/unemployment rate monthly/

11 Hellenic Statistical Authority (ELSTAT),

GREECE IN FIGURES, January-March 2024.
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2.1.4 GREECE - Digital Economy

The digital technology industry is a strategic sector for the Greek economy. In the global knowledge economy, digital technol-
ogy is reshaping the economy, promoting innovation, and driving structural changes in every aspect of economic activity.

Recent digital performance in Greece has shown a trend of slow decline, both in terms of its digital readiness and its global
competitiveness, as reflected in relevant indices!? 3 (see Graph 15).

Bl Greece - Network Readiness Index, NRI ® Greece - World Competitive Report, IMD
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Graph 15: GREECE — Digital readiness & competitiveness (Council on Competitiveness of Greece, 2024)

Greek digital technology enterprises play a significant role, by undertaking projects and offering products and services to both
large and small businesses, both in the public and private sectors, as well as to consumers and international markets. Accord-
ing to ICAP data, the ICT sector in Greece comprises over 5,300 businesses and employs 260,000 workers, with a turnover of
€13.5 billion per year over the last three years which corresponds to approximately 8% of GDP.

Digital economy in Greece is developing steadily and is undergoing a process of dynamic transformation. Although there has
been a delay compared to other European countries, digital development and the implementation of new technologies have
begun to gain momentum. Specifically:

Infrastructure and Connectivity: Greece has made significant investments in the development of digital infrastructure and
the improvement of connectivity. Very High-Capacity Networks (VHCN) are continuously expanding. In mobile telephony,
with the commercial launch of 5G services already by the end of 2020, Greece was among the top 10 countries in the Euro-
pean Union in terms of population coverage and remains above the European average. At the same time, it continues to rank
very high in quality indices, such as, upload and download speeds. Connectivity is essential for more effective access to the
Internet and digital services.

Digital Transformation: Digital transformation, both in the public sector and businesses, has advanced remarkably, encom-
passing the digitisation of services and processes and the expansion of online services for citizens and businesses. However,
it is crucial to integrate as many businesses as possible into digital transformation efforts, as the difference between the DESI
index in Greece compared to the EU average regarding the integration of Digital Technology into businesses is significant.

12 portulans Institute, Network Readiness Index, https://networkreadinessindex.org/

13 The Council on Competitiveness of Greece, https://competegr.org/
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Skills: Investing in Human Capital, particularly in digital skills, is crucial as a catalyst for the development of all sectors of the
economy. Cultivating a specialized and high level of digital skills in the workforce is essential for creating new jobs with a focus
on women's participation and reducing inequalities in access to the labor market.

The survey* (SEPE - Deloitte, 2024) by the Federation of Hellenic ICT Enterprises (SEPE) assessing the adequacy of specialized
ICT skills in Greece, confirmed that most businesses have vacant positions for ICT specialists. A significant increase in demand
for these specialties is expected in the near future. The estimated demand-supply gap for the period 2023-2030 is between
7,000 and 7,500 individuals annually. SEPE, in collaboration with the Hellenic Authority for Higher Education (HAHE) and the
Presidents of 37 IT Departments at Greek universities, has proposed significant, substantive, and innovative measures to ad-
dress the shortage of specialized human resources in ICT, which is a critical factor for achieving the country's national goal of
Digital Transformation.

Innovation and Entrepreneurship: Digital transformation has the potential to increase innovation and productivity in the
Greek economy, offering new opportunities for citizens and businesses. Support for innovation and entrepreneurship in the
technology and digital economy sector is growing. According to the European Innovation Scoreboard (EIS)* (European Inno-
vation Scoreboard (EIS), 2024). Greece is among the four EU countries showing the highest improvement, with a 22.2% in-
crease. Indicators supporting this improvement include: (a) government support for R&D in businesses, (b) public expenditure
on R&D, (c) mobility of human resources between science and technology jobs, and (d) resource productivity.

Meanwhile, as depicted in Graphs 16 and 172, significant strides have been made regarding the use of ICT by households,
citizens, and businesses.
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Graph 16: GREECE: Use of Information and Communication Technologies (ICT)

From the available data, we note that in 2023:

14 SEPE - Deloitte Survey, Evaluation of the proficiency of ICT Specialists in Greece, https://www.sepe.gr/research-studies/
21142064/m3eleti-sepe-deloitte-apotimisis-eparkeias-eidikon-tpe-stin-ellada/

15 European Innovation Scoreboard (EIS), https://op.europa.eu/en/home

16 https://www.statistics.gr/en/elstat-infographics
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(@) 86.9% of households have internet access in their residence (compared to 56.3% in 2013).

(b)  Among the population aged 16-74 who used the internet from April 2022 to March 2023, 77.8% utilized e-government
services for personal reasons.

(c) 98.6% of businesses with 10 or more employees had internet access for professional purposes.

SURVEY ON THE USE OF INFORMATION AND

COMMUNICATION TECHNOLOGIES AND E-COMMERCE
IN ENTERPRISES, 2023
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354.3
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EvihG  Source: Hellenic Statistical Authority / 11 December 2023 #GreekDataMatter
Graph 17: GREECE: Use of Information and Communication Technologies and E-Commerce

The future of the digital economy is full of new challenges and significant benefits for those who can meet the continuously
increasing demands of international competition. While substantial progress has been made in leveraging the benefits of
digitisation, further advancements are needed in several areas. The role of the State in this endeavor is crucial.

2.1.5 GREECE - Cybersecurity institutions

By recognizing the fundamental importance of Cybersecurity, Greece has undertaken significant initiatives to meet interna-
tional and EU requirements, create a secure environment for digital technologies and increase the trust of citizens and busi-
nesses in digital applications and services. These efforts aim to benefit both the economy and society. In this context, Greece's
initial initiatives included:

(a) Law 4577/2018Y(Ministry of Digital Governance, 2018) on the "Incorporation into Greek legislation of Directive
2016/1148/EU of the European Parliament and of the Council concerning measures for a high common level of security of
network and information systems throughout the EU and other provisions."

(b) Ministerial Decision 1027/2019'8 (Ministry of Digital Governance, 2019) based on which the framework of obligations was
defined for the Operators of Essential Services (OES) and for the Providers of Digital Services (PDS), including the security
requirements they must comply with, etc.

17 https://mindigital.gr/wp-content/uploads/2019/09/N.4577 2018.pdf
18 https://mindigital.gr/wp-content/uploads/2020/01/3739B-19-1.pdf
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2.1.6 National Cybersecurity Authority

The National Cybersecurity Authority (NCSA)® of Greece was transformed and upgraded to an independent Legal Entity of
Public Law in 2024. The differences, in relation to the existing structure and operation, as well as the key institutional and
functional characteristics of the new NCSA are:

® Strengthening and clarification of its capabilities and powers in accordance with international and European best
practices (see Graph 18).

® |nstitutional transformation into an autonomous Legal Entity of Public Law (LEPL), under the aegis of the Ministry of
Digital Governance.

® |ncrease in resources, organisational reinforcement, and a tripling of its personnel positions.

®  Organisational restructuring with two new pillars: (a) General Directorate of Executive Planning and (b) General Di-
rectorate of Operational Planning.

* Common policy and

National Cybersecurity

Strategy

* NCC, Investments

* Education/ capacity
building

* Synergies: Academia,
stakeholders

* International

representation

* Legislative proposal

* Binding measures and
requirements
CS/Recommendations

* Organisationof a
supervisory and control
framework

* Sanctioning function

Strategy

* Monitoring cyberspace * National Contingency Plan
security level * National Risk Assessment
* Prevention and protection, Plan
threat response * NationalIncident and
* Incident management Crisis Management Plan
* SOC/CSIRT/LAB * Audits/Inspections
* Single reference point

Graph 18: National Cybersecurity Authority (2024) (National Cybersecurity Authority, 2024)

2.1.7 National Cybersecurity Strategy

Subsequently, Greece developed the National Cybersecurity Strategy (NCS), which is periodically revised. Additionally, it trans-
formed the National Cybersecurity Authority from a General Directorate of the Ministry of Digital Governance into an inde-
pendent Legal Entity of Public Law. The ultimate strategic objective of these initiatives and reforms is to evolve from a "whole-
of-government" approach to governance into a "whole-of-society" approach (see Graph 19).

The current NCS?° came into effect in 2020 and covers the period from 2020 to 2025 (Hellenic Ministry of Digital Governance
Organisation, 2020) (Ministry of Digital Governance, 2020). The current NCS (see Graph 20):

® Succeeds, specializes, modernizes, revises, and complements the previous NCS (2016-21) functionally.

19 National Cybersecurity Authority (LAW 5086/2024, Official Government Gazette 23/A/14.02.2024,
https://www.kodiko.gr/nomothesia/document/ 945237/nomos-5086-2024).

20 Hellenic Ministry of Digital Governance Organisation (Presidential Decree 40/2020, Official Government Gazette 85/A/15.04. 2020,
https://www.kodiko.gr/nomothesia/document/616684/p.d.-40-2020 ) and National Cybersecurity Strategy 2020-25 (Ministerial Deci-
sion 34368, 07/12/2020, https://mindigital.gr/wp-content/uploads/2020/12/national-cybersecurity-strategy-2020-2025.pdf).
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Graph 19: Strategic transition from a “whole-of-government” to a “whole-of-society”

The key institutional actors/stakeholders within the framework of the new NSCS are: (a) National Cybersecurity Authority, (b)

Data Protection Authority, (c) National Authority for the Protection of Telecommunications, (d) National Committee for Tel-

ecommunications and Posts, (e) Greek Police Cybercrime Unit, and (f) National CERT and Military CSIRT.
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Graph 20: National Cybersecurity Strategy (2020-25): Strategic and other objectives (Ministry of Digital Governance, 2020)
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2.1.8 GREECE - Cybersecurity Market

During Q1/2024, the cybersecurity sector continued to face challenges that emerged in 2023, with a notable increase in cyber-
attacks across various sectors and regions. Specifically, there was a 28% increase in global cyber-attacks compared to the last
quarter of 2023, and a 5% increase from 2022. This indicates a troubling trend of rapidly escalating threats in cyberspace.

The Education/Research sector is the most targeted, with 2,454 attacks on organisations reported weekly, followed by the
Government, Armed Forces, and Health sectors. The Hardware Suppliers sector saw a 37% annual increase in attacks, high-
lighting a concerning strategic shift in targets (NetFaX, 11.04.2024).

As cybercrime risks increase, investments in cybersecurity are rising in what resembles an "arms race". According to a study
by Marketsandmarkets?! (Marketsandmarkets, 2024) the global cybersecurity market is projected to grow from $190.4 billion
in 2023 to $298.5 billion in 2028, if all sectors are included. According to WatchGuard Technologies, "in 2024, emerging threats
targeting companies and individuals will be even more intense, complex, and challenging to manage”.

With the ongoing shortage of skills in the cyber realm, the demand for Managed Service Providers (MSP), unified security,
and automated cybersecurity enhancement platforms to protect businesses from the continually evolving threat landscape,
is higher than ever.

A study by SEPE, in collaboration with Deloitte, evaluating the sufficiency of ICT specialists in Greece, found that cybersecurity
is one of the top three specializations with the highest demand in the whole ICT sector. In a market valued globally in the
hundreds of billions of euros, Greek technology entrepreneurs are vying for the largest possible market share, often partner-
ing with powerful investors. The Greek market continues to invest in cybersecurity. Greek technology conglomerates in this
sector are growing in both quantitative and qualitative terms and investors are supporting related ventures.

Government actions are also significant. In Q4/2023, Greece signed a Grant Agreement with the European Cybersecurity
Competence Centre (ECCC), to fund the development and operation of the Security Operations Centre (SOC). A National SOC
Network is being established, consisting of sectoral SOC, to support the participating organisations in identifying, managing,
responding to, and recovering from cyber-attacks.

Finally, the «digitisation» of the entire economy and public administration continues at an intensive pace, aiming to ade-
quately shield citizens, businesses, and public administration against cyberthreats.

21 Marketsandmarkets Cybersecurity Market to 2028, https://www.marketsandmarkets.com/Market-Reports/cyber-security-market-
505.html
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3 CHAPTER 3 - Supply of education and training in Cyberse-
curity

3.1 GREECE - Formal educational system

Greece’s formal educational system (Eurydice - National Education Systems, 2024) consists of the following levels??: (a) Pri-
mary education (Kindergarten, Elementary school), (b) Secondary education (Junior high school, high school), (c) Second
Chance schools, (d) Post-secondary vocational education and training [Vocational Training Schools, Public Employment Ser-
vice (DYPA) Vocational Schools], (e) Post-secondary vocational training (Institutes of Vocational Training, Post-secondary ap-
prenticeship class), and (f) Higher education (Universities, Polytechnics, The School of Fine Arts, School of Pedagogical and
Technological Education).

The levels of correspondence of the Greek system with the European Qualifications Framework (EQF) (see Graph 21) to be
studied within the framework of the deliverable are as follows:

EQF 4: General upper secondary school certificate, Vocational upper secondary school certificate
EQF 5: Technical & vocational upper secondary school, or Institute of vocational training, certificates
EQF 6: University degree - Technological Educational Institute degree - Bachelor of Science (B.Sc.)
EQF 7: Postgraduate specialization diploma — Master of Science (M.Sc.)

EQF 8: Doctoral degree - Doctor of Philosophy (Ph.D.)

EQF LEVEL 8 DOCTORATE
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MAINTENANCE

MANAGERS AND

EQF LEVEL 7 MASTER

SUPERVISORS,
VOCATIONAL

EQF LEVEL 6 TEACHERS
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LEVEL UPPER SECONDARY DIPLOMA MAINTENANCE

MECHANICS

SECONDARY SECONDARY DIPLOMA
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SECONDARY SCHOOL
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PRIMARY SCHOOL

EQF LEVEL |

Graph 21: EU - European Qualifications Framework (EQF) (European Qualifications Framework, 2024)

22 https://eurydice.eacea.ec.europa.eu/national-education-systems/greece/overview%20
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At EQF levels 4 and 5, certified knowledge in Cybersecurity is not provided. Specifically, in secondary education (Lower sec-
ondary school, Upper secondary school), there are no specialized directions focusing on Cybersecurity. Similarly, such special-
ization is not provided in Vocational Training Schools or Public Employment Service Vocational Schools, nor in Institutes of
Vocational Training (public and private).

As an exception, this study will include graduates from the Centres of Training and Lifelong Learning (KEDIVIM), as well as
individuals certified by local branches of reputable international professional associations (ISC?, ISACA), given their visible
and valued presence at the local level. The ad hoc level of training provided by these organisations could be considered as
EQF4+ or EQF5.

Furthermore, in Greece there are no university institutions that provide a basic degree [EQF level 6, "Bachelor" (B.Sc.)] in
the field of "Cybersecurity - Protection of Digital Infrastructures - Security of Information / Communication / Digital Systems"
(hereinafter, for reasons of brevity, "Cybersecurity" or "Cyber-security and related fields of knowledge").

Regarding EQF levels 7 and 8, Greek universities offer study programmes at both levels. Specifically, they offer Postgraduate
Programmes [EQF 7, "Postgraduate Diploma of Specialization" (M.Sc.) or "Diploma" (Dipl. Eng.)), as well as Doctoral Pro-
grammes (EQF 8, "Doctoral Degree" (Ph.D.)].

3.2 GREECE - Postgraduate studies

3.2.1 Postgraduate programmes

Among Postgraduate Programs offered by Greek universities, there are programmes providing training at EQF level 7 (Post-
graduate Diploma of Specialization, M.Sc.) with a specialization in "Cybersecurity." Specifically, as of February 2024, the M.Sc.
programmes with this specialization (full-time or part-time) are operating in the following five (5) Universities and six (6)
University Departments:

Athens University of Economics and Business (Dept. of Informatics)

University of Piraeus (Dept. of Informatics & Dept. of Digital Systems)

University of the Aegean (Dept. of Information and Communication Systems Engineering)

University of Western Attica (Dept. of Informatics and Computer Engineering)

i A W N

International Hellenic University (School of Science & Technology)

The total number of available positions in these postgraduate programmes amounts to 360 per year. Completion of studies
in each programme requires the accumulation of ninety (90) European Credits System (ECTS). Table 4 depicts their general
academic and operational characteristics.

Postgraduate programmes (Spe- =~ Full-time/ | Diploma The-
cialization, tuition fees, maximum Part-time sis (DT) /In- University (HEI)

Department/ Duration

number of students per year) (FT/PT) ternship (1) School (semesters)

Athens University of]
Information Systems Security & DT/1(FT) ) Y i )
, FT/PT Economics and Busi+ Informatics 3-4
Development (4K€ 1} 5.6K€) (70) or DT (PT)
ness
Cybersecurity & Data Science . . .
FT DT University of Informatics 3

(4.5K€) (60)
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Postgraduate programmes (Spe- | Full-time/  Diploma The-

. . L Department/ Duration
cialization, tuition fees, maximum Part-time sis (DT) /In- University (HEI)
. School (semesters)
number of students per year) (FT/PT) ternship (1)
Digital Systems Security?® (4.5K€) Piraeus .
FT DT Digital Systems 3
(40)
. - L Information & Com-
Information & Communication University of the L
. FT/PT DT munication Sy-stems 3-6
Systems Security (3K€) (30) Aegean . .
Engineering
. University of Informatics & Com-
Cybersecurity (2.9K€) (40) FT DT . . . 3
Western Attica puter Engineering
. International School of Science &
Cybersecurity (2.9K€) (120) FT/PT DT . o 3-5
Hellenic University Technology

Table 4: GREECE — Postgraduate programmes in Cybersecurity

Regarding the number of relevant postgraduate programmes per capita, and compared to other EU Member States, Greece
ranks 10% (see Graph 22).

Austria NG 112
Belgium [l 0.26
Bulgaria NN 0.43
Cyprus I, 3 .35
Czechia N 0.47
Denmark [l 0.34
Estonia |G .75
Finland NN 1.08
France HMO0.15
Germany 010.04
Greece I O0.47
= Hungary WMO0.1
5 Ireland EM0.2
3 ltaly 0.3
Latvia [N 1.58
Lithuania N 1 43
Luxembourg NG 1.58
Netherlands HMO0.17
Norway [MO0.19
Poland 00.05
Portugal N 0.68
Romania 00.05
Spain I 0.49
Sweden [ 0.39
Switzerland NN 0.69
0 1 2 3 4

Number of Programmes per capita (Million)

Graph 22: EE — Cybersecurity postgraduate programmes (ENISA, 2021
Recent (2021-23) annual graduate outflows from these postgraduate programmes are listed in Table 5.

23 Starting from the academic year 2024-25, the specific postgraduate programme is renamed to “M.Sc. in Cybersecurity and Al Technolo-
gies”. The tuition fee per student is set at 4.9K€
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University & postgraduate studies 2021 2022 2023 Total
programme M| W | M| W | M| W]|WM r | M+w
Athens University of Economics & Business
. . 28 10 39 18 34 11 101 39 140
Information Systems Security & Development
University of Piraeus
. . 38 10 35 10 36 11 109 31 140
Cybersecurity & Data Science
University of Piraeus
» . 34 6 25 3 22 3 81 12 93
Digital Systems Security
University of the Aegean
Information & Communication Systems Secu- 19 6 13 5 12 3 44 14 58
rity
University of Western Attica
. 23 5 21 4 31 11 75 20 95
Cybersecurity
International Hellenic University
. 7 1 5 2 10 2 22 5 27
Cybersecurity
Total 38 138 42 145 41 432 121 553

Table 5: GREECE — Cybersecurity postgraduates (by year & gender)

The specific characteristics of the postgraduate programmes (e.g., course names and nature, duration of studies, thesis, in-

ternship, etc.) are provided in Appendix I.

In Greece, graduates from these postgraduate programmes (2020) amount to 4.9 per 1M inhabitants, which ranks the coun-

try 13 among the EU Member States
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Graph 23: EU — Graduates of University Programmes in Cybersecurity (by gender) (ENISA, 2021)

The percentage of female graduates in Greece in 2020 was equal (17% versus 18%) to the corresponding average of the EU

Member States placing the country in 15 place. In addition, in Greece, the percentage of women enrolled in relevant
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postgraduate programmes increased from 17% to 21% compared to the previous year. Despite this increase, the underrepre-

sentation of women persists over time.
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Graph 24: EU — Female graduates & students at Cybersecurity university programmes (2020) (ENISA, 2021)

3.2.2 Ph.D. Programmes

All Greek universities may grant doctoral degrees to students. These Diplomas confirm the completion of education at EQF

level 8 (Ph.D.). Table 6 reports the

Ph.D. degrees awarded by Greek universities during the period 2021-23, by year and gen-

der. In Appendix II, the topics of doctoral dissertations are listed (National Archive of PhD Theses, 2024).

w M w M W M w

11

Table 6: GREECE — Ph.D. in Cybersecurity (by year & gender)
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3.3 GREECE - Non formal education and training

In Greece, general non-formal adult education is provided within an organized educational framework, but not within the
formal education system?4, through: (a) Colleges and (b) Centres for Lifelong Learning (KEAIVM). Additionally, relevant pro-
fessional certifications are provided by international professional associations, such as, ICS? kat ISACA.

It is clarified that although Colleges in Greece award graduates with degrees equivalent to those of public universities, they
do not confer professional rights. Given that the present study focuses on individuals holding professional rights in the field
of Cybersecurity and related areas, we have chosen to include graduates from Colleges among those holding professional
non-formal education titles.

3.3.1 Colleges - Study Programmes

Some colleges offer Undergraduate Study Programmes and/or Postgraduate Programmes in Cybersecurity. Tables 7-8 outline
the general academic and functional characteristics of undergraduate and graduate study programmes respectively. Table 9
depicts the number of graduates from these programmes, by year (2021-23) and gender.

The specific characteristics of these undergraduate programme studies (e.g., course names and nature, duration of studies,
thesis, internship, etc.) are provided in Appendix lIl.

Full-time
Undergraduate study . / Thesis (T) / In- . . Duration
Part-time . College In cooperation with
programmes (specialization) ternship (1) (vears)
(FT/PT)
Metropolitan University of East
B.Sc. Cyber Security & Networks FT T 3
College London (UK)
. University of Bolton
B.Sc. Cybersecurity FT T New York College (UK) 3-4
B.Sc. Web Development & Cyber . University of
. FT T Epsilon College 3
Security Northampton (UK)
. The American Col- . .
B.Sc. Cybersecurity & Networks FT - Open University (UK) 3
lege of Greece

Table 7: GREECE — Undergraduate study programmes in Cybersecurity in Colleges

Full-time/ Diploma The-

Graduate study programmes . . Duration
. Part-time = sis (DT)/ In- College School/Department
(specialization) . (years)
(FT/PT) ternship (1)
. . University of West
M.Sc. Maritime Cybersecurity FT/PT DT BCA College 1-2
London (UK)
. . University of West
M.Sc. Applied Cyber Security FT/PT DT BCA College 1-2
London (UK)

24 With respect to the professional rights currently (not) granted to those graduating.
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Full-time/ Diploma The-

Graduate study programmes . . Duration

o Part-time | sis (DT)/In- College School/Department
(specialization) . (years)

(FT/PT) ternship (1)
. University of Essex

M.Sc. Cyber Security PT DT/l Aegean College (UK) 2
M.Sc. Information Security & - oT Metropolitan University of East Lon- 1
Digital Forensics College don (UK)

Table 8: GREECE - Postgraduate study programmes in Cybersecurity in Colleges

College & Study Programme?® 2021 2022 2023 Total

(undergraduate or postgraduate) M W M w M w M W | M+l

Undergraduate

Metropolitan College
B.Sc. Cyber Security & Networks

New York College
i ) 3 0 7 0 10 0 10
B.Sc. Computing (Cybersecurity)

Epsilon College

B.Sc. Web Development & Cyber Secu- - - 0 0 0
rity
The American College of Greece
. 3 0 3 0 3
B.Sc. Cybersecurity & Networks
Postgraduate
BCA College

M.Sc. Maritime Cybersecurity

BCA College
M.Sc. Applied Cyber Security

Aegean College
M.Sc. Cyber Security

Metropolitan College
M.Sc. Information Security & Digital Fo- 13 6 18 7 19 5 50 18 68

rensics

S e s o

Table 9: GREECE — College graduates in Cybersecurity study programmes (by year & gender)

25 The programmes that were not available for some years are marked in shading.
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3.3.2 GREECE - Centres of Training and Lifelong Learning (KEAIBIM)

Training and Lifelong Learning Centres (KEAIBIM) operate in Greece, mainly under the responsibility of university institu-
tions. They provide various training programmes in Cybersecurity and related fields (see Table 10). KEAIBIM characteristics

are listed in Appendix IV.

Duration
Training & Lifelong Learning Centres - Training programme topic University/Private entity h )
ours
Cisco Certified Network Associate v7 & CyberOps Associate (https://kedi- . .
) o ] University of Macedonia 312
vim.uom.gr/member/mavridis_ioannis/)
Data Security — Cybersecurity (https://kedivim.upatras.gr/cooperated- o
. - University of Patras 200
course/asfaleia-dedomenon-kyvernoasfaleia/)
Cisco Certified CyberOps Associate — Cybersecurity (https://learn- University of Thessaly 176

ing.uth.gr/cybersecurity/)

Data Protection IT Specialist - Cybersecurity (https://kedi-
vim.uowm.gr/course/eidikos-pliroforikis-se-themata-prostasias-dedome- | University of Western Macedonia 80

non-gdpr-kyvernoasfaleia/)

Al Systems in Cybersecurity (https://elearningekpa.gr/courses/sustimata- | National and Kapodistrian Univer-

60
texnitis-noimosunis-stin-kubernoasfaleia) sity of Athens

Cybercrime & Cybersecurity (https://kedivim.auth.gr/programs/kyvernoe-

i Aristotle University of Thessaloniki 45
ima

Table 10: GREECE — Cybersecurity programmes offered by Training & Lifelong Learning Centres

Table 11 depicts the number of graduates from the KEDIVIM Training Programmes, per year and gender.

2021 2022 2023 Total

KEDIVIM - Training Programme?®

M W M w M W M W | M+W

University of Patras
. . 35 20 35 20 55
Data Security — Cybersecurity

University of Macedonia
Cisco Certified Network Associate v7 & 8 0 8 0 8
CyberOps Associate

University of Thessaly
Cisco Certified CyberOps Associate — Cyberse- 10 2 14 2 5 2 29 6 35

curity

University of Western Macedonia
. o . Not responded - - -
Data Protection IT Specialist - Cybersecurity

Aristotle University of Thessaloniki
Cybercrime & Cybersecurity

26 The programmes that were not available in some years are marked in shading.
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https://kedivim.uowm.gr/course/eidikos-pliroforikis-se-themata-prostasias-dedomenon-gdpr-kyvernoasfaleia/)
https://kedivim.uowm.gr/course/eidikos-pliroforikis-se-themata-prostasias-dedomenon-gdpr-kyvernoasfaleia/)
https://elearningekpa.gr/courses/sustimata-texnitis-noimosunis-stin-kubernoasfaleia
https://elearningekpa.gr/courses/sustimata-texnitis-noimosunis-stin-kubernoasfaleia
https://kedivim.auth.gr/programs/kyvernoeglima/)
https://kedivim.auth.gr/programs/kyvernoeglima/)
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2021 2022 2023 Total

KEDIVIM - Training Programme?®
M w M W M w M w M+W

National Kapodistrian University of Athens Al
Systems in Cybersecurity

Total 16 17

Table 11: GREECE — Graduates of Training and Lifelong Learning Centres’ cybersecurity training programmes (by year & gender)

3.3 GREECE - Professional Cybersecurity Certifications

3.3.1 ISC2

ISC? (International Information System Security Certification Consortium) (ISC2 Hellenic Chapter, 2024) was founded in 1989
and is the largest non-profit organisation of certified information security professionals worldwide (>110,000 members in
>160 countries). In Greece, the Hellenic Chapter of ISC? (https://isc2-chapter.gr/) provides its members with a forum to facil-
itate the exchange of knowledge and ideas, the development of leadership and professional skills, and the promotion of In-

formation Systems Security. Additionally, it provides its members access to a range of industry resources and educational
programmes to stay informed about the latest developments in the field.

The Hellenic Chapter focuses on exchanging knowledge and ideas among professionals in Information Systems Security in
Greece. Its purpose is to promote this sector by educating professionals and the public about methods of protection and
defence against cybersecurity threats.

3.3.2 ISACA

As a globally recognized leader in the Information Systems/Information Technology (IS/IT) domain for over 50 years, ISACA
(Information Systems Audit and Control Association) is a professional membership organisation aimed at promoting digital
trust by enabling IS/IT professionals to develop skills and knowledge in auditing, security, and emerging technologies. The
ISACA Athens Chapter was established in 1994 as an association by professionals in the field of Information Systems Audit,
under the name "Institute of Information Systems Control" (https://engage.isaca.org/athenschapter/home). The primary

purpose of the Institute is to promote the education of its members for the improvement and development of their skills in
information systems auditing or related fields.

The specific objectives of ISACA (ISACA Athens Chapter, 2024) are: (a) to promote education and facilitate the dissemination
of know-ledge and skills among members in the auditing, security, and control of information systems, (b) to promote the
free exchange among technical members of techniques, methods, and approaches for solving control and security problems
of information systems, (c) to promote continuous education of members through Continuing Professional Education (CPE)
for current developments in the auditing and security of information systems, (d) to transfer to Public Administration, audi-
tors, universities, and IT professionals the importance of establishing control to ensure the effective organisation and utiliza-
tion of IT, and (e) to identify, accept, promote, and adopt standards in auditing and security issues of information systems.

3.3.3 Total of professional certifications

ISC? and ISACA provide their members and interested individuals with the opportunity to certify in a series of specializations
related to Cybersecurity and Information/Information Systems/Communications Security. Table 12 presents statistical data
on certified professionals in specific fields of Cybersecurity and Information/Information Systems/Communications Security
in Greece (02/2024).
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GREECE: Certifications in (Cyber)Security (02/2024)

ISC? Total M| W
Certified in Cybersecurity (CC) 146
Certified Information Systems Security Professional (CISSP) 71
Certified Cloud Security Professional (CCSP) 42 o
Systems Security Certified Practitioner (SSCP) 13 %
Governance, Risk and Compliance Certification (CGRC) 11 ;‘:’:
Certified Secure Software Lifecycle Professional (CSSLP) 7 %
Total ISC2 | 290 g
ISACA Total &
Certified Information Security Manager (CISM) 190
Total ISACA 190
Total certifications 430

Table 12: GREECE - ISC2 & ISACA: Certified (by certification)

3.4 GREECE - Cybersecurity workforce supply - Conclusions

In the formal educational system of Greece, education in Cybersecurity or related areas is provided by Postgraduate Pro-
grammes (EQF 7) offering Master’s Degrees of Specialization (M.Sc.), as well as by Doctoral Programmes (EQF 8) offering
Doctoral Degrees (Ph.D.). Such specialization is not provided by Undergraduate Programmes (EQF 6) thus no corresponding
degree title (B.Sc.) is awarded.

In non-formal education, such specializations are offered by colleges, at both the undergraduate level (B.Sc.) and postgrad-
uate level (M.Sc.). Additionally, relevant training certifications are provided by the Centres of Training and Lifelong Learning
(KEDIVIM), which operate mainly, but not exclusively, within the framework of universities. Finally, a series of relevant pro-
fessional certifications, widely accepted by the domestic market but not by the Greek Public Administration, are provided by
collective professional bodies/associations with broad international presence (ISC2, ISACA).

Table 13 reports the overall quantitative data of the workforce in Greece that obtained academic degrees and professional
certifications in Cybersecurity (EQF levels 4 to 8 of the European Qualifications Framework) during the triennium 2021-23.
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CyberHub

- 2021-23
v

Greece M w
UNIVERSITIES 456 (78%) 128 (22%) 584 (44%)
Undergraduate Programmes (EQF 6) 0 (0%) 0 (0%) 0 (0%)
Graduate Programmes (M.Sc.) (EQF 7) 432 (78%) 121 (22%) 553 (95%)
Doctoral Theses (Ph.D.) (EQF 8) 24 (77%) 7 (23%) 31 (5%)
COLLEGES?’ 89 (80%) 21 (20%) 110 (8%)
Undergraduate Programmes (EQF 6) 39 (93%) 3 (7%) 42 (38%)
Graduate Programmes (M.Sc.) (EQF 7) 50 (74%) 18 (26%) 68 (62%)

Training and Life-long Learning Centers

(KEAIBIM) 93 (57%) 69 (43%) 162 (12%)
TOTAL (Education, Training) 638 (74%) 218 (26%) 856 (64%)
No gender-related data stored 480 (36%)

TOTAL (Education, Training, Certification)

Table 13: GREECE — Cybersecurity: Degrees/Certifications awarded (totals, 2021-23)

Table 14 presents the corresponding quantitative data.

27

equivalent professional rights.

In Greece, “college” graduates hold a degree recognized by the State as equivalent to those graduated by universities but do not have
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C 2021 2022 2023 2021-23 |

CyberHub
Groess M w M w M W M w
‘ FORMAL EDUCATION SYSTEM

UNIVERSITIES 157 41 198 143 43 186 156 a4 200 456 128 584
Undergraduate Programmes (EQF 6) - - - - - - - - - 0 0 0
Postgraduate Programmes (EQF 7) 149 38 187 138 42 180 145 41 186 432 121 553
Ph.Ds (EQF 8) 8 3 11 5 1 6 11 3 14 24 7 31

NON-FORMAL EDUCATIONAL SYSTEM &

TRAINING
COLLEGES*® 19 6 25 27 9 36 43 6 49 89 21 110
Undergraduate Programmes (EQF 6) 6 0 6 9 2 11 24 1 25 39 3 42
Postgraduate Programmes (EQF 7) 13 6 19 18 7 25 19 5 24 50 18 68
Training and Lifelong Learning Centers
(KEAIBIM) 16 17 33 25 22 47 52 30 82 93 69 162
TOTAL (Education, Training) 173 58 231 171 65 236 218 74 292 638 218 856
PROFESSIONAL CERTIFICATIONS ISC2: 290 and ISACA: 190 (02/2024) Nogenderrelated | g9

data kept

TOTAL (Education, Training, Certification) -

Table 14: GREECE — Cybersecurity: Degrees/Certifications awarded (annually, 2021-23)

28 College graduates hold an undergraduate degree (B.Sc.) or postgraduate degree (M.Sc.) that are recognized by the Greek State as equivalent to those of universities. However, the

recipients are not granted with equivalent professional rights.
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From Table 14 the following key conclusions emerge:

1.

At EQF levels 4 and 5 in Greece (Junior Highschool, Highschool, Vocational Schools, Apprenticeship Schools, Institutes of
Vocational Training), certified knowledge in Cybersecurity or related fields is not provided.

There is no university in Greece that offers a basic degree (EQF level 6, title: "Ptychio," B.Sc). However, there are Colleges
(4) that have provided such degree titles (42, B.Sc).

The majority (553, 65%) of individuals trained/in training in Cybersecurity in Greece come from Postgraduate Pro-
grammes (M.Sc.) of Universities (EQF level 7, title: "Master’s degree of Specialization," M.Sc.) (5 Universities, 6 Pro-
grammes).

Colleges in Greece that offer specialization, at both undergraduate and postgraduate levels, in Cybersecurity or related
fields are sufficient (14) (6 Colleges, 8 Programmes), but the number of their graduates is very limited (107, 13%).

KEDIVIM Centres providing training in Cybersecurity or related fields in Greece are few (7), mainly operating within the
framework of universities, lacking clear integration into the EQF, and have trained a limited number of participants (162,
19%).

Some international and reputable professional organisations (ISC2, ISACA) provide a considerable number of certifica-
tions (480) in various fields of Cybersecurity and related knowledge areas in Greece, following examination.

Graduates of programmes/seminars in Cybersecurity or related knowledge areas in Greece are predominantly male, with
no significant trend towards balancing or reversing this during the period of 2021-23.

In Greece, the quota against women (24-28%) in Cybersecurity or related knowledge areas applies regardless of academic
study programmes. In KEDIVIM seminars, there was a temporarily high representation (43%), mainly due to a legal train-
ing seminar (KEDIVIM). During the period of 2021-23, the following trends were observed:

(a) a stable number of graduates from Master’s programmes per year (205-210),

(b) a significant decrease in the percentage of female graduates from KEDIVIM programmes (from 51.5% to 36.5%),

(c) a limited percentage (23%) of female doctoral graduates,

(d) consistently limited representation (21-24%) of female graduates from postgraduate study programmes, and

e) a minimal percentage (7%) of female graduates from undergraduate study programmes.
(e) p ge (7%) 8 8 y prog
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4 CHAPTER 4 - Demand for cybersecurity workforce

4.1 GREECE - Introduction

In today's increasingly digital world, the demand for cybersecurity professionals has never been greater (in Greece). Cyber
threats are evolving rapidly and organisations across various sectors are striving to enhance their cybersecurity capabilities to
protect data and maintain the integrity of their operations.

EIT Digital and their supplier Abodoo collaborated on job scraping activities to collect data on cybersecurity job vacancies
across Belgium, Estonia, Slovenia, Hungary, Greece, Lithuania, and Spain. This process involves utilizing advanced techniques
to gather comprehensive and accurate information on available cybersecurity positions in various industries and regions. By
scraping job vacancies, we aim to identify trends, patterns, and critical market needs in terms of cybersecurity skills and pro-
fessional roles demand. This data will be instrumental in informing the development of targeted training programmes and
initiatives to bridge the cybersecurity skills gap in Europe.

Based on the job vacancy analysis performed in June 2024, the top 5 most wanted ECSF job titles in Greece are depicted in
the table below. According to the same analysis, companies in Greece seek Cybersecurity personnel with skills across all cat-
egories: IT related, cybersecurity, soft/transversal and organisation skills.

Top 5 Cybersecurity Roles needed (ECSF) ‘ Top 5 Cybersecurity Skills needed

Cybersecurity Implementer Data Analysis

Cyber incident Responder Incident Management
Penetration Tester Communication Skills
Cybersecurity Architect Problem Solving

Chief Information Security Officer (CISO) Project Management

4.2 GREECE - Survey sample

To develop country specific reports on the cybersecurity skills needs analysis in Belgium, Estonia, Slovenia, Hungary, Greece,
Lithuania, and Spain, all CyberHubs implemented a common research methodology. This methodology, crafted by Breyer
Publico, utilized a multi-method approach combining both quantitative and qualitative data collection techniques. The ap-
proach included surveys, job vacancies scrapping [powered by the EIT Digital’s Skills Academy Platform (SAP)], desk research,
and expert focus groups. The mapping of skills and roles from the job vacancies and education and training programmes was
conducted using the ENISA European Cybersecurity Skills Framework (ECSF).

A multi-method approach was used to identify both current and emerging skills needs for various occupational profiles draw-
ing from existing sources and initiatives and by primary data collection through questionnaires and expert panels. The survey
examined both current and future demands using a questionnaire distributed to organisations with cybersecurity skills needs,
while future demand was further explored through expert opinions to forecast trends and skill requirements.

The survey was conducted over a 3-week period, from May 15 to June 6, 2024, using the EUSurvey, a tool for creating, man-
aging, and analyzing online surveys and public consultations, and was distributed via: (a) The Federation of Hellenic ICT Enter-
prises-SEPE’s network (40K list, members, three SEPE Committees, public sector contacts, and social media), (b) Athens Uni-
versity of Economics and Business-AUEB's academic network, (c) expert panels, (d) ISACA Athens Chapter members, (e) ISC2
members, and (f) The National Documentation Centre (website article, social media, and newsletters reaching 5K recipients).
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The survey collected responses from 139 organisations across different categories and sectors. These organisations included
cybersecurity providers, ICT companies, private and public entities with in-house cybersecurity needs, academic institutions,
and others. The insights provided by the survey underscore the dynamic and evolving nature of cybersecurity workforce de-
mand.

Most responses were received from private (non-ICT) organisations with a need for in-house cybersecurity professionals
(20%) and Academia (18%). 48% of respondents belong to organisations, private or public, with a need for in-house cyberse-
curity professionals. 16 respondents (12%) belong to organisations with no need for in-house cybersecurity professionals.

i

GREECE

A.4. To what category does your organisation belong?

Cybersecurity organisation/provider 21

ICT organisation with a need for in-house cybersecurity professionals 21

Private organisation with a need for in-house cybersecurity professionals in another sector 28

Public organisation with a need for in-house cybersecurity professionals 18
Organisation with no need for in-house cybersecurity professionals 16
Academia 25
Other 10
Total 139

Table 15 (Question A.4): Organisation’s category

The next question was replied only by ICT organisations with a need for in-house cybersecurity professionals. Most of them
declare that the organisation’s digital service type is not categorized in the available options and stated that they provide ICT
products and services or advisory services (Table 16).

i

GREECE

A.4.1. What is the main digital service your organisation provides?
Online marketplaces 1
Online search engine 0
Social networking services platform 0
Other digital service/ ICT activities 20
No reply

Table 16 (Question A.4.1): Organisation’s digital service type

The top-3 NIS2 sectors, which accounted for 45% of the responses, are Research & Academia, Digital Infrastructure, and ICT
Service Management (B2B). Fourteen percent of the respondents came from sectors that could not be categorized under the
NIS2 sectors. Thirty six percent of the respondents were from ICT sectors, including Digital infrastructure, ICT service
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management (business-to-business), Space or Digital providers. The Manufacturing, Postal and Courier Services, and Space
sectors were notably underrepresented (0%) in the sample. The “Other” category was selected by 10 out of 139 respondents
(7%). Expert panels noted that, locally, not all sectors fit neatly into the NIS2 taxonomy.

- —
— GREECE A.5: In which sector is your organisation active?
Sector (NIS2 classification) # Sector (NIS2 classification) #
1Energy 8 10 Waste water 14
2 Financial market infrastructures 13 11 Digital infrastructures 2
3 Health 7 12 ICT service management (B2B) 4
4 Manufacturing 19 13 Space 17
5 Public administration 6 14 Postal & courier services 18
6 Transport 10 15 Manufacture, production & chemicals distribution 15
7 Waste Management 16 16 Production, processing & food distribution 9
8 Banking 11 17 Digital providers 5
9 Drinking water 12 18 Research & Academia 1
19 Other 3

Table 17 (Question A.5): Organisation’s sector

A.5. NIS2 sectors distribution

Research & Academia

Digital infrastructure

Other

ICT service management (business-to-
Digital providers

Public administration

Health

Energy

Production, processing and distribution...

Transport

Banking

Drinking water

Financial market infrastructures
Waste water

Manufacture, production and
Waste Management

Space

Postal and courier services
Manufacturing

Regarding the size of organisations, the majority of the respondents (47,5%) were from organisations with a workforce of

more than 250 employees (Table 18).
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A.6: What is the size of the organisation? (per-
sons employed in the country)
Large (>250 people) -
Medium (51-249 people) 34
Small (11-49 people) 25
Micro (< 10 people) 14
Total 139

A.6 What is the size of the organisation? (in
persons employed in the country)

Micro: less than 10
people - 14

Small: less than 50
people

H

Medium: less than 250
people

Large: over 250 people _ 66

-

0 20 40 60 80

Table 18 (Question A.6): Organisation’s size

4.3 GREECE - Survey outcome

Cybersecurity roles

The demand for specific cybersecurity roles, according to the ENISA Framework, appear on Table 19. The rows of the table
represent the roles. The columns represent the employees for four instances (working now, needed now, needed in 2 years,

needed after 5 years).

GREECE B.4.1: Demand for specific cybersecurity roles?
Number of Expected number | Expected number of
Number of people need- .
o of people needed | people needed in this
people ed in this role RN . )
. . ’ in this role in 2 role in the long run
working in now, including . . . .
. years, including (>5 years), including
this role the people " | w | th | King i
Cybersecurity Roles now. working in it ? Pe.op? e work- e peop e working in
ing in it now it now
now
Cybersecurity Risk Manager 141 121 168 196
Cyber Legal, Policy & Compliance Officer 102 102 134 146
Cybersecurity Architect 105 98 144 175
Cyber Threat Intelligence Specialist 60 76 111 149
Cybersecurity Auditor 68 76 123 169
Cybersecurity Educator/Trainer 91 90 129 168
Cybersecurity Researcher 130 93 137 187
Digital Forensics Investigator 41 54 77 109
Penetration Tester 90 119 157 197
Chief Information Security Officer (CISO) 79 80 105 126

29 Green color indicates high values and yellow low ones.
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Cybersecurity Implementer 165 173 236 261

Cyber Incident Responder 168 162 219 267

B.4.1 Demand for specific cybersecurity roles
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B Number of people working in this role now

B Number of people needed in this role now, including the people working in it now

Expected number of people needed in this role in 2 years, including the people working in it now

B Expected number of people needed in this role in the long run (>5 years), including the people working in it

QQ\L

Table 19 (Question B.4.1): Demand for cybersecurity roles

The top cybersecurity roles, according to the ENISA Framework and to the current needs of the organisations, as considered
by the respondents, appear in Table 20.

GREECE - People working today in ENISA Cybersecurity Roles (ECSF)

_ As many as needed More than needed

Penetration Tester Cybersecurity Educator/Trainer Cybersecurity Researcher

Cyber Threat Intelligence Specialist | Cyber Legal, Policy & Compliance Officer | Cybersecurity Risk Manager

Digital Forensics Investigator Chief Information Security Officer (CISO) | Cybersecurity Architect
Cybersecurity Implementer Cyber Incident Responder
Cybersecurity Auditor
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People working in roles now & expected evolution (%)
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Table 20: GREECE - People working today in ENISA Cybersecurity Roles (ECSF)

Today, most people work as Cyber Incident Responders and this trend is expected to continue in the next 5 years (Table 19).
In the near future (2-5 years), the greater need will be for Cyber Incident Responders and Cybersecurity Implementers. Addi-
tionally, the roles expected to see the greatest increase in cybersecurity experts are Digital Forensics Investigator, Cybersecu-
rity Auditor and Cyber Threat Intelligence Specialist.

During the expert panels discussions, the role of Cyber Legal, Policy & Compliance Officer was considered equivalent/similar
to this of a Data Protection Officer (DPO), according to ENISA’s European Cybersecurity Skills Framework (ECSF). Rather sur-
prisingly, a number of respondents reported that no Cybersecurity, Legal, Policy & Compliance Officers are currently working
in this role, or that there is no need for such officers at present.

Organisation’s category No Cyber Legal, Policy & Compliance No Cyber Legal Policy & Compliance
Officers are working in this role now Officers are needed in this role now

Cybersecurity organisation/provider 0 0

ICT organisation with a need for in-house cyber- 5 1

security professionals

Private organisation with a need for in-house cy- 6 4

bersecurity professionals in another sector

Public organisation with a need for in-house cy- : )

bersecurity professionals

Organisation with no need for in-house cyberse- 5 5

curity professionals

Academia 4 0

Other

TOTAL 21 9
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E Working in Cybersecurity Roles vs Organisation’s size°
Organisation’s size Large (>250) Medium (51-249)| Small (11-49) Micro (< 10)
(no. of people)
ol B B B B
Cybersecurity Risk Manager 107 126 18 35 11 27 5 8
Cyber Legal, Policy & Compliance Officer 57 61 24 54 17 23 4 8
Cybersecurity Architect 79 105 17 35 7 31 2 4
Cyber Threat Intelligence Specialist 46 90 6 27 6 24 2 8
Cybersecurity Auditor 37 81 15 50 11 30 5 8
Cybersecurity Educator/ Trainer 59 96 16 36 13 27 3 9
Cybersecurity Researcher 111 136 6 20 11 27 2 4
Digital Forensics Investigator 32 63 5 20 2 20 2 6
Penetration Tester 72 126 8 33 6 25 4 13
Chief Information Security Officer (CISO) 55 79 13 24 8 19 3 4
Cybersecurity Implementer 124 176 28 48 9 29 4 8
Cyber Incident Responder 129 188 27 51 7 21 5 7

Table 21: GREECE - People working in ENISA Cybersecurity Roles vs Organisation’s size

Although in Table 19 we concluded that most people work as Cyber Incident Responders and that in 5 years the greater need
will be for Cyber Incident Responders and Cybersecurity Implementers, this is true only for large and medium size organisa-
tions.

In small size organisations most people work as Cyber Legal, Policy & Compliance Officer and in 5 years the greater need will
be for Architects and Auditors. In terms of increase small size organisations will face the greater increase in personnel (252%
average) while large ones the smallest (55% average).

In 5 years, at small organisations the need for Digital Forensics Investigators increases by 900%. In micro size organisations,
the greatest increase (300%) is for Cyber Threat Intelligence Specialist. In medium organisations the greatest increase (350%)
is for Cyber Threat Intelligence Specialist and for Auditors (119%) in large organisations.

In Table 22, the need for ENISA Cybersecurity Roles in the top-3 NIS2 sectors are depicted.

o In the Research & Academia sector, the greater need is for Cybersecurity Researchers while the greater increase is for
Auditors (600%).

o In the Digital Infrastructure sector, the greater need is for Cybersecurity Implementers while the greater increase is for
Penetration Testers (68%).

e Inthe ICT Service Management sector, the greater need is for Cyber Incident Responders and Cybersecurity Implement-
ers, while the greater increase is for Cybersecurity Researchers (220%).

30 Green color indicates high values
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It is worth noting that in the ICT Service Management sector there is an increase in all ENISA roles, which is not the case in the

Digital Infrastructure sector.

L —
— Working in Cybersecurity Roles vs Organisation’s sector3!
Organisation’s sector Research & Digital ICT Service
Academia Infrastructure Management
Role Now Working Now Working Now Working
working in 5y working in 5y working in 5y
Cybersecurity Risk Manager 30 25 22 31 47 55
Cyber Legal, Policy & Compliance Officer 19 27 23 20 32 41
Cybersecurity Architect 9 20 43 33 42 54
Cyber Threat Intelligence Specialist 14 22 16 12 30 63
Cybersecurity Auditor 4 28 17 24 28 58
Cybersecurity Educator/ Trainer 29 47 12 16 21 43
Cybersecurity Researcher 102 116 38 16 10 32
Digital Forensics Investigator 16 19 19 21 23 33
Penetration Tester 12 43 22 37 45 94
Chief Information Security Officer (CISO) 13 23 12 14 26 46
Cybersecurity Implementer 36 45 62 46 74 102
Cyber Incident Responder 24 27 37 32 81 101

Table 22: GREECE - People working in ENISA Cybersecurity Roles in Top-3 NIS2 sectors

Regarding any additional cybersecurity role, most (91,66%) respondents considered there is no need to describe an additional
role in their organisation other than the 12 profiles suggested by the ENISA’s ECSF). One the other hand, some respondents

did suggest additional roles.

-
i GREECE Additional role ‘ Suggestions ‘
. . IT Manager/Head 4
B.5: Do you have another role in your organisation that re-
quires cybersecurity skills, but cannot be categorised in the Cyber Security Liaison 1
12 roles above?
roles above Al Security Specialist 1
Yes 11 Product Manager 1
No 121 System Engineer 1
Total 132 I&CT Security Officer 1

Table 23 (Question B.5): Other roles requiring cybersecurity skills

31 Green color indicates high values
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Additional comments on cybersecurity roles and their demand within an organisation were also considered by the respond-
ents. In specific, there is a need in the market for (a) Identity & Access Administrators and (b) Cloud Security Administrators.

Also, there is an increasing demand for IT skills in general, with an emphasis on (a) network technicians and engineers, (b)
application development/management, and (c) development/management of network services.

Cybersecurity skills

C.1: What is the need for the cybersecurity skills for peo-
ple in cybersecurity roles in the organisation?3?

Some Substantial V%)X
need need need

GREECE

Cybersecurity Skills

Al Security 12 a4 32 23 16
Cloud Security 15 21 48 a4 3
Communications Security 16 30 46 34 4
Data Privacy 15 26 40 51 3
Data Security & Cryptography 16 33 41 35 6
DevSecOps 14 25 47 32 9
Digital Forensics 26 36 33 15 15
Access Controls / Identity Management 20 31 37 37 3
Incident Management 20 27 40 39 4
Information Systems & Network Security / Cyber

Resiliency 15 27 41 43 3
Intelligence Analysis 22 41 36 20 8
Operating Systems (OS) Security 17 30 45 33 4
Operational Technology Security 17 34 34 27 11
Physical Device Security 22 44 30 22 5
Supply Chain Security 32 30 27 17 17
Threat Analysis 18 30 35 35 8

Table 24 (Question C.1): Need for cybersecurity skills in the organisation

32 Green color indicates high values and yellow low ones.
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C.1. What is the need for the following cybersecurity skills for people in
cybersecurity roles in the organisation?

Supply Chain Security

Operational Technology Security

Intelligence Analysis

Incident Management

Digital Forensics

Data Security & Cryptography

Communications Security

Al Security

o

20 40 60 80 100 120 140 160

H Noneed M Some need Substantial need M A lotof need ™ Not relevant

The top cybersecurity skills needed now, according to the respondents, appear in Table 25.

GREECE - IT security skills needed in the organisation (top-down)

Supply Chain Security Cloud Security Data Privacy
Information Systems & Network
DevSecOps
Security / Cyber Resiliency
Some need Communications Security Access Controls / Identity Management
Al Security Operating Systems (OS) Security Threat Analysis
Physical Device Security Data Security & Cryptography
Intelligence Analysis Incident Management

- . Access Controls / Identity Manage-
Digital Forensics )
men

Operational Technology Security Threat Analysis

Operational Technology Security

Table 25: GREECE — IT security skills needed in the organisation (top-down)

The fact that several respondents stated that there is no need for Supply Chain Security skills was discussed at the expert
panel meetings. The panels concluded that this perception likely stems from the practice of outsourcing procurement, which
places the responsibility for supply chain security to the supplier.

The expert panels also discussed the limited need expressed by respondents for Al Security and Intelligence Analysis skills.
They attributed this to the fact that most local organisations purchase products and solutions developed in other countries.
Additionally, the expert panels noted that while Al can be a highly beneficial tool in cybersecurity, most local organisations
have not yet fully recognized the adequate maturity of this new technology.
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The expert panels said it is imperative to shield critical infrastructures to deal promptly and effectively with security breaches.
It was also noted that Data Privacy skill scores very high due to GDPR requirements.

i

GREECE

C.2: Are there any other typical cybersecurity skills needed or al-
ready used in your organisation that are not in the list above?

Yes 6
No 124
Total 130

Table 26 (Question C.2): Additional cybersecurity skills

The respondents considered that no additional cybersecurity skills are needed in their organisations (Table 26). On the con-
trary, in general (and not in their organisations) they suggested four additional skills (i.e., Malware Analysis, Secure Process
Design, SOC Analysts, IT or Information Security Audit) for people in cybersecurity roles (Table 27).

i

GREECE

C.2.1: What is/are other cybersecurity skill(s) for people in
cybersecurity roles? And how much need is there?
Malware Analysis 1

Secure Process Design 1
SOC Analysts 1

IT or Information Security Audit 1
Total 4

Table 27 (Question C.2.1): Additional cybersecurity skills for people in cybersecurity roles

[T-related skills

Regarding the need for IT-related skills in organisations, respondents identified a substantial need for most cybersecurity skills,
including Data Analysis, Database Administration, Enterprise Architecture & Infrastructure Design, Network Management,
Operating Systems, Software Development & Computer Languages, System Administration & Integration, Testing and Evalu-
ation and Technology Fluency (Table 28). Conversely, there is only some need for skills in Data, Asset and Inventory Manage-
ment, as well as IT Assessment.

The top-3 most needed IT related skills are: (a) Database Administration, (b) Operating Systems, and (c) Enterprise Architec-
ture & Infrastructure Design. The top-3 least needed (or not at all needed) IT related skills are: (a) Data, Asset and Inventory
Management, (b) IT Assessment, and (c) Software Development & Computer Languages.
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—_— GREECE C.3: What is the need for the following IT related skills for
people in cybersecurity roles in the organisation?*3
[T-related Skills No Some | Substantial :Y[ide Not rele-
need need need eed vant
Data Analysis 6 16 25 11 1
Data, Asset and Inventory Management 9 21 20 4 4
Database Administration 7 5 26 6 1
Enterprise Architecture & Infrastructure Design 8 12 20 16 2
IT Assessment 10 19 15 11 2
Network Management 7 14 24 13 1
Operating Systems 6 11 27 12 1
Software Development & Computer Languages 14 14 20 10 1
System Administration & Integration 12 14 24 8 1
Testing and Evaluation 9 16 20 13 1
Technology Fluency 9 17 20 12 1

Table 28 (Question C.3): Need for IT related skills in the organisation

C.3. IT skills needs

Technology Fluency

Testing and Evaluation

System Administration & Integration
Software Development & Computer...

Operating Systems

Network Management

IT Assessment
Enterprise Architecture &...

Database Administration

Data, Asset and Inventory...

i

Data Analysis

o
(6]
[EnY
o
[Eny
(6]
N
o

25 30

H Not relevant B A lot of need = Substantial need B Some need B No need

Organisational skills

The top-4 organisational skills that are suggested by the respondents as a substantial need in their organisation are (a) Process
Control, (b) Risk Management, (c) Project Management, and (d) Business Acumen. It is worth noticing that the respondents
consider that there is only limited need for (a) Supply Chain Management and (b) Strategic Relationship Management (Table
29).

33 Green color indicates high values and yellow low ones.
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- — C.5: What is the need for the following organisation related skills
m GREECE . . . o
for people in cybersecurity roles in the organisation?3*
Organisational Skills No Some S.ubstan- Major need
need need tial need
Business Acumen 14 30 54 27 4
Business Continuity 14 23 51 38 3
Education & Training Delivery & Development 10 24 50 45 2
Knowledge Management 9 29 50 33 2
Law, Policy, Ethics 18 34 47 25 3
Organisational Awareness 11 38 53 23 2
Policy Development 13 34 53 27 3
Process Control 11 24 64 26 2
Project Management 10 36 54 26 3
Risk Management 9 19 58 40 2
Strategic Planning 13 27 52 35 3
Strategic Relationship Management 15 42 42 21 5
Supply Chain Management 29 44 21 15 14
Workforce Management 21 40 43 15 9
C.5. What is the need for the following organisation related skills
for people in cybersecurity roles in the organisation?
Workforce Management S
Supply Chain Management S——
Strategic Relationship Management
Strategic Planning =
Risk Management S
Project Management Sa——————
Process Control Eem——
Policy Development &=
Organisational Awareness S
Law, Policy, Ethics a——
Knowledge Management &=
Education & Training Delivery & Development =
Business Continuity =
Business Acumen ==
0 10 20 30 40 50 60 70
H Not relevant B Major need Substantial need ®Some need M No need

Table 29 (Question C.5): Need for related skills in the organisation

34 Green color indicates high values and yellow low ones.
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All respondents consider that the table above contains all the organisation related skills
needed for people in cyber-security roles in their organisation (Table 30). No additional organi- GREECE
sation related skills should be added.

C.6: Is there a need for other organisation related skills for people in cybersecurity roles in the organisation?

Yes 1
No 129
Total 130

Table 30 (Question C.6): Additional organisational skills

Personality (soft/transversal) skills

The respondents considered that there is a lot of need for most personality (soft/transversal) skills for people in cybersecurity
roles (Table 31). The top-4 most needed skills in respondents’ organisations are: (a) Problem Solving, (b) Act Responsible, (c)
Creative Thinking, (d) Analytical Thinking. It is worth noticing that Leadership is considered the comparatively least needed
skill.

Expert panels consider that the lack of personality skills lead to reckless business behavior which is unacceptable in cyberse-
curity roles. A question was also raised whether there is ethics in cybersecurity does matter or whether some decisions are
made on the basis of only the orders given by the top management.

 — C.7: What is the need for the following
— (cli{ZJe B soft/transversal skills for people in cybersecu-
rity roles in the organisation?3®

Soft/Transversal Skills No need f:::: fil;:):t::(; Ar::::f
Analytical thinking 4 1 17 33 0
Planning and organizing 5 5 20 28 0
Problem solving 5 5 13 35 0
Creative thinking 5 4 16 33 0
Act independently 5 8 19 26 0
Act responsibly 5 4 14 35 0
Deal with uncertainty 5 12 20 21 0
Willingness to learn 5 6 19 28 0
Communicating 5 9 18 26 0
Collaborate in teams 7 6 16 29 0
Leadership 5 15 23 13 1
Ethical behaviour 7 4 16 31 0

Table 31 (Question C.7): Need for soft/transversal skills

35 Green color indicates high values and yellow low ones.
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C.7. What is the need for the following soft/
transversal skills for people in cybersecurity roles in
the organisation?

Leadership
Communicating

Deal with uncertainty
Act independently
Problem solving

Analytical thinking

o
=
o
N
o
w
o

H No need

B Some need

H A |ot of need H Not relevant

B
o
(%2
o

60 70

Substantial need

A few respondents suggested a number of additional soft/transversal skills, i.e., Ability to work under pressure/Stress Man-

agement, Time management, Group management, Ability to present/explain complex topics in simple terms, Empathy,
Adaptability, and Attention to Detail (Table 32).

i

GREECE

C.8: Is there a need for other soft/ transversal skills for
people in cyberecurity roles in the organisation?

Yes 3
No 54
Total 57

Table 32 (Question C.8): Additional soft skills

Professional cybersecurity training

Most respondents (81,3%) believe there is a need for personnel training in cybersecurity roles (Table 33). The main reason
for this need is new (technological) developments require new skills.

o p—

GREECE

D.1: Is there a need for personnel training in cybersecurity roles?

Yes 113
No 26
Total 139

Table 33 (Question D.1): Need for training personnel
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i

security roles?

GREECE

D.2: Is there a backlog in personnel training in cyber-

Yes 34
No 105
Total 139

Table 34 (Question D.2): Training personnel backlog

Most respondents (75,5%) consider that there is no backlog in personnel training in cybersecurity roles (Table 34). The main
reasons for this are that people in cybersecurity roles don’t have time for training, and that training is too expensive.

Expert panels acknowledge the need to train personnel, but currently there is no backlog (Tables 32-34). The training needs

have appeared recently, possibly triggered by Covid. It was also mentioned that training is a complex exercise for companies,

as parameters such as timing, cost, and availability of personnel for on-the-job training should be considered.

The top-3 training strategies that are considered by the respondents as very important in their organisation are Upskill own
ICT personnel, Hire people with already the right skills, and On-the-job coaching and training (Table 35).

Expert panels consider that most organisations prefer to upskill their ICT personnel rather than hire people with the right skills

as they believe it is really difficult.

D.3: How important are the following training strate-
GREECE gies for personnel in cybersecurity roles in your or-
ganisation?3®
Some im- Very im-
Important
portance portant
Upskill own ICT personnel 9 28 93 3
Reskill own non-ICT personnel 27 43 50 10
Hire people with already the right skills 10 38 82 2
Hire people and train them 16 48 60 3
On the job coaching and training 11 39 74 4
In-company training by own staff 17 54 45 9
In-company training by external provider 22 50 52 4
External training 27 47 45 7

Table 35 (Question D.3): Importance of training strategies

36 Green color indicates high values and yellow low ones.
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D.3. How important are the following training strategies for
personnel in cybersecurity roles in your organisation?
-—
External training r
-
In-company training by external provider e —
o —
In-company training by own staff —
. . .. -
On the job coaching and training e

|

Hire people and train them F
n

Hire people with already the right skills [ —
—
Reskill own non-ICT personnel e
|
Upskill own ICT personnel —

0 10 20 30 40 50 60 70 80 90 100

W Not relevant Very important B Important B Some importance

Additional qualifications

The top-3 most wanted kinds of qualification suggested when hiring people in cybersecurity roles are: Formal professional
education relevant for the role, Formal certification relevant for the role, and Bachelor/Master’s degree relevant for the role
(Table 36). It is worth mentioning that almost half of the respondents consider that Bachelor/Master’s degree in any field is
the least important qualification.

Respondents also considered the importance of ongoing training personnel in cybersecurity roles to adjust to the increasing
demand for such training within organizations. It was highlighted that (a) qualifications should be accompanied by con-
firmed professional experience, (b) prior service in a similar position plays a big role in training, and (c) staff should be
trained through seminars to acquire the knowledge to help them cope with today's risks.
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o — D.5: How important are the following kinds of qualifica-

P — GREECE . . . :

e tion when hiring people in cybersecurity roles?3”
Hiring Qualifications Some im- I Not rele-

portance vant

Formal certification relevant for the role 3 14 2
Certificates relevant for the role 7 21 27 2
Formal professional education relevant for the role 4 9 45 1
Formal professional education in any field 18 19 21 1
Bachelor/Master’s degree relevant for the role 6 18 34 1
Bachelor/Master’s degree in any field 24 19 11 2

Table 36 (Question D.5): Importance of hiring qualifications

D.5. How important are the following kinds of
qualification when hiring people in cybersecurity

roles?
Bachelor/ master degree in any field  —
Bachelor/ master degree relevant for... '_
Formal professional education in any... Ee—
Formal professional education... '_
Certificates (e.g. for participation in... ._
Formal certification relevant for the... ._

o

10 20 30 40 50

B Not relevant EVery important Important B Some importance

What the Expert Panels suggested/noted

Analysis of the data was also supported by two Expert Panels (EP). In the first of them experienced cybersecurity professionals
coming from the private and public sector were participated, while in the second participated only academics with a specialty
on Cybersecurity or on a related field.

The main remarks and suggestions of the members of the Expert Panels are briefy referred to in the sequel.

1. Organisations’ sectors (Question A.5)

e EP members noted that not all organization sectors fit adequately with the corresponding NIS2 taxonomy.

2. Cybersecurity roles (Question B.4.1)

e The position of Cyber Legal, Policy & Compliance Officer was deemed equivalent or comparable to that of a Data Protec-
tion Officer (DPO) as per ENISA's European Cybersecurity Skills Framework (ECSF).

EP members reported that there are currently not many Cyber Legal, Policy, and Compliance Officers working in this role,
or that there is no need for such officers at this time.

37 Green color indicates high values and yellow low ones.
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3. Cybersecurity skills (Question C.1)

e EP members thought that the limited need for Supply Chain Security skills was likely a result of the practice of outsourcing
procurement, which assigns the responsibility for supply chain security to the supplier.

e EP members also consider that the limited demand expressed by respondents for Al Security and Intelligence Analysis
abilities is due to the fact that most local organisations buy products and solutions developed in other countries.

e EP members also noted that while Al can be a highly beneficial tool in cybersecurity, most local organisations have not yet
fully appreciated the maturity of this new technology.

e EP members considered imperative to safeguard critical infrastructures, so as to promptly and effectively address security
breaches.

e EP members reported that data privacy skill scores were high mostly due to the demanding GDPR requirements.

IS

. Personality (soft/transversal) skills (Question C.7)

e Expert panel members consider that the lack of personality skills leads to reckless business behavior, which is unaccepta-
ble in cybersecurity roles.

e Aquestion was also raised regarding whether, in practice, ethics in cybersecurity does matter, or whether most decisions
are based on top management wishes only.

(%2}

. Cybersecurity training (Questions D.1-D.3):

e Expert panels acknowledged the necessity of training personnel. However, they stressed the fact that there is currently
no such backlog.

e EP members noted that the considerable training needs that have appeared recently are probably triggered by the Covid
pandemic.

e EP members noted that training is a complex undertaking for companies, as various factors such as timing, expense, and
availability of personnel must be taken into account.

4.4 GREECE - Results with an eye to the future

Cybersecurity professionals’ profiles meeting the demand

A typical profile of a cybersecurity expert that meets the demand of the time appears on Table 37. The profile attributes are
based on the responses to our questionnaire from local (Greek) professionals. The attributes are referred to in the table after
having been prioritized according to the respondents of the questionnaire.
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v
CyberHub

Roles in 2 years (highest first)

Cybersecurity Implementer

Cyber Incident Responder

Cybersecurity Risk Manager

Penetration Tester

1. Cybersecurity roles Cybersecurity Architect

in the future Roles after >5 years (highest first))

Cyber Incident Responder

Cybersecurity Implementer

Penetration Tester

Cybersecurity Risk Manager

Cybersecurity Researcher

GREECE: Demand for cybersecurity professionals in the future -

2. Demand for

Cybersecurity skills

Qualitative attributes

A lot or substantial need (highest first)

Data Privacy

Information Systems & Network Security / Cyber Resiliency

Incident Management

Access Controls / Identity Management

Threat Analysis

Supply Chain Security

Operational Technology Security

Digital Forensics

Intelligence Analysis

Al Security

3. Demand for other skills (A lot or substantial need) (highest first)

IT related skills

Soft skills

Organisational skills

Hiring qualifications

Operating Systems Risk Management Analytical thinking Formal certification relevant for the role
Network Management Education & Training Creative thinking Formal professional education relevant for the role
Data Analysis Process Control Act responsibly Bachelor/Master’s degree relevant for the role

Enterprise Architecture & Infrastructure Design

Business Continuity

Problem solving

Certificates relevant for the role

System Administration & Integration

Strategic Planning

Planning and organizing

Formal professional education in any field

Table 37: Demand for cybersecurity professionals in the future: Qualitative attributes
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5 Conclusions

The objective of this report is to identify the mismatch between supply and demand in cybersecurity skills in Greece
and to provide an accurate picture of Greece's cybersecurity skills ecosystem maturity, opportunities, and peculiari-
ties. Additionally, a 360 overview of the Greek ecosystem is presented.

On the supply side, there is no undergraduate academic programme on Cybersecurity skills in the country, however
some colleges offer undergraduate study programmes in Cybersecurity in cooperation with foreign universities.

While there is a good number of postgraduate cyber programs available (both in Greek public universities and in some
colleges), several student places remain unfilled.

Additionally, (a) Greek universities may grant doctoral degrees to students with dissertation topic related to cyberse-
curity (b) relevant professional certifications are provided by international professional associations, (such as, ICS2
kat ISACA) appear to play a visibly supportive role.

On the demand side, there is no systematic and reliable study that address and assess cybersecurity skills demand,
short or long-term. As a result, this report is unique, and the conclusions, presented below, are drawn heavily from the
survey, verified by the expert groups and complemented by the job vacancies provided by EIT Digital.

Cybersecurity roles

Allthe above analysis can be summarised in the following takeaways, regarding ENISA cybersecurity roles:

Cyber Incident Responders: currently most people work in this role and this trend is expected to continue in the
next 5 years, mainly in medium and large size organisations.

Cybersecurity Implementers: great need in the near future (2-5 years), mainly in medium and large size organi-
sations.

Digital Forensics Investigator, Cybersecurity Auditor and Cyber Threat Intelligence Specialist: are expected to see the
greatest increase. Specifically, in the next 5 years:

Cyber Threat Intelligence Specialist: major increase at micro size (300%) and medium (350%) organisations.
Digital Forensics Investigators: major increase, at small organisations (900%).
Cybersecurity Auditors: major increase in large organisations (119%).

Surprisingly, several respondents reported that no Cyber Legal, Policy & Compliance Officers are currently working in
this role, or that there is no need for such officers at present.

Furthermore, in the top 3 NIS2 sectors, the need for ENISA Cybersecurity Roles is:

Inthe Research & Academia sector, the greater need is for Cybersecurity Researchers while the greater increase
is for Auditors (600%).

In the Digital Infrastructure sector, the greater need is for Cybersecurity Implementers while the greater increase
is for Penetration Testers (68%).

Inthe ICT Service Management sector, the greater need is for Cyber Incident Responders and Cybersecurity Im-
plementers, while the greater increase is for Cybersecurity Researchers (220%).

Itis worth noting thatin the ICT Service Management sector there is anincrease in allENISAroles, which is not the case
in the Digital Infrastructure sector.
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Skills for cybersecurity professionals

The skills for cybersecurity professionals, divided in 4 categories (Cybersecurity, IT related, Organisational, Soft),
that are mostly needed (a lot or substantial need) are presented at the table below:

Cybersecurity skills

Data Privacy

IT related skills

Operating Systems

Organisational skills

Risk Management

Soft skills

Analytical thinking

Information Systems
& Network Security /
Cyber Resiliency

Network Management

Education & Training

Creative thinking

Incident Management

Data Analysis

Process Control

Actresponsibly

Access Controls / Enterprise Architecture . o i
] ] Business Continuity Problem solving
Identity Management & Infrastructure Design
. System Administration ) . . o
Threat Analysis Strategic Planning Planning and organizing

& Integration

Job vacancy analysis (June 2024) has been shown that companies in Greece seek Cybersecurity personnel with skills
across all categories. According to the same analysis, the skills marked in red above, are among the most wanted
skills.

Several responders stated that there is no need for Supply Chain Security skills., leadership is considered the compar-
atively least needed skill, and expert panels consider that the lack of personality skills lead to reckless business behav-
ior which is unacceptable in cybersecurity roles.

Education and training of cybersecurity professionals

It has been demonstrated that personnel should be trained, as new (technological) developments require new skills.
However, that fact that cybersecurity experts don’t have time for training, and that training is too expensive, leads to no
backlog in personnel training.

Companies in order to have cybersecurity experts with the right skills prefer to upskill their own ICT personnel, hire
people with already the right skills, or train them on-the-job. Hiring people with the right skills is considered very difficult
and therefore upskilling is preferred. However, when hiring people in cybersecurity roles, formal professional educa-
tion relevant for the role and formal certification relevant for the role are the most preferred qualifications.

Hiring qualifications

Formal certification relevant for the role

Formal professional education relevant for the role

Bachelor/Master’s degree relevant for the role

Certificates relevant for the role

Formal professional education in any field
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6 Annexes

Annex |: GREECE — Characteristics of Postgraduate Study Programmes

Athens University of Economics & Business

Dept. of Informatics | Postgraduate Study Programme in Information Systems Development and Security
Duration: 3-4 semesters (FT/PT38)

Direction: Cybersecurity & Digital Infrastructure Protection

Course category Course title

Big Data Analysis & Management Sys-
& Y & Y Cybersecurity Management & Technologies

tems
Digital Infrastructure Technologies Technologies & Internet Services
Mandatory & core courses
Software & Network Security Applied Cryptography
Advanced Methods of Software Devel-
opment
Digital Forensics Security Audit
Information Law Information Systems Auditing
. Registration Chains & Intelligent
Electives & & Software Testing, Reliability & Quality Assurance
Contracts
Administration & Management of In- | Seminars: (a) Digital Innovation & E-business, (b)
formation Technology Projects Communication & Business Environment
Internship Yes (only in FT)
Diploma Thesis Yes

Website: http://mscis.cs.aueb.gr/

University of Piraeus

Dept. of Informatics| Postgraduate Study Programme in Cybersecurity & Data Science
Duration: Three (3) semesters

Direction: Information and Communication Systems Security and Infrastructure and Systems Security and Reliability

Course category Course title

Network and Communications Security Security Architecture Design

Information Systems Management Secure Applications for the Internet of Things
Mandatory & core courses

Design of Reliable Systems & Critical Infra-
Embedded Systems Reliability & Y
structures

38 FT: Full-time enrolment, PT: Part-time enrolment.
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Course category Course title
Embedded Systems Penetration Testing
Digital Forensics Analysis Malware Analysis
Software Security Hardware Security
Applied Cryptography Graph and Network Analytics
Electives Special Topics in Security and Privacy ,:jl\;agr::sed Cryptographicand Security Tech-
Time-Series Analytics and Forecasting

Internship No

Diploma Thesis Yes

Website: https://cybersecdatasci.cs.unipi.gr

Depat. of Digital Systems | Postgraduate Study Programme in Digital Systems Security 3°

Duration: Three (3) semesters

Course category Course title

Network and Communications Security | Applied Cryptography

Information Systems Security & ) N o
Risk Assessment & Vulnerability Exploitation

Mandatory 4° Privacy Protection
Digital Forensics & Security on Web Security Institutional & Regulatory Framework
Mobile Internet Security Research Methodology

Internship No

Diploma Thesis Yes

Website: https://masters.ds.unipi.gr/security/

University of the Aegean

Dept. of Information & Communication Systems Engineering | Postgraduate Study Programme in Information and Com-
munication Systems Security

Duration: 3-6 semesters (FT/PT)

Course category Course title

Cryptography Database Systems Security
Mandatory

Information Law Digital Forensics

39 Starting from the academic year 2024-25, this programme is renamed to “M.Sc. in CyberSecurity and Al Technologies".

40 Courses of study provided from the academic year 2024-25: Network Security, Security Assessment and Vulnerability Exploitation, Applied
Cryptography, Information Systems Security and Privacy Protection, Mobile Internet Security, Digital Forensics and Web Security, Legal
and Regulatory Framework of Security, Research Methodology.
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Course category Course title
. . Computer and Communication Networks Se-
Future Internet Security and Privacy .
curity
Information Systems Securi
Y Y Wireless and Mobile Networks Security

Management
Internship No
Diploma Thesis Yes

Website: https://msc.icsd.aegean.gr/masters/security/

University of Western Attica

Dept. of Informatics and Computer Engineering | Postgraduate Study Programme in Cybersecurity

Duration: Three (3) semesters

Course category Course title
Applied Cryptography Hardware Security
Information Systems Security Inf.ormation Security and Array Chain Technol-
Mandatory ogies
Network Security Digital Forensics
Cybersecurity Rules & Protocols Software & Database Security
Internship No
Diploma Thesis Yes

Website:  http://www.ice.uniwa.gr/education/postgraduate/cybersecurity/

Provides: Postgraduate Diploma of Specialisation in Cybersecurity

International Hellenic University

School of Science & Technology | Postgraduate Study Programme in Cybersecurity

Duration: 3-5 semesters (FT/PT)

Course category Course title
. Legal & Ethical Foundations of Privacy & Secu-
Data Protection & Cryptography i+
rity
Mandatory Information Systems Security Cybercrime & Incident Management
Computer networks Digital Forensics
Wireless Communications & Networks Event Detection & Management
Security Audit & Malware Analysis Knowledge Management on Web
Electives
Internet of Things Software development
Internship No
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Yes

Website: https://www.eduguide.gr/grad/prokiryksi/diethnes-panepistimio-msc-communications-cybersecurity,569

Provides: Postgraduate Diploma with Specialisation in Cybersecurity
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# Dissertation topic Awarding Institution Year
1 Cyber security culture framework applied to critical infrastructures National Technical University of Athens
2 Increasing security and resilience in cyber-physical processes of critical infrastructures Athens University of Economics and Business
3 Security and privacy in social software engineering, focusing on digital identity and geolocation
4 Security for offshore oil and gas assets
University of the Aegean
5 Protecting user anonymity in VoIP services
6 Behavioral biometrics for continuous authentication: security and privacy issues
7 Cloud computing forensics 2023
8 Secure resource management in next generation networks (NGNs) University of Western Attica
9 Security and privacy in the internet of things University of Western Macedonia
10 | Mitigation of cyberattacks in wearable devices University of Crete
Utilizing deep learning and natural language processing to recognize chat-based social engineering attacks o .
11 L . University of Macedonia
for cyber security situational awareness
12 | Security of intelligent transportation services: modelling and assessment
13 | Implementing ai-driven methodologies for cyberattack detection University of Piraeus
14 | loT forensics
15 [ Energy infrastructure security Aristotle University of Thessaloniki
2022
16 | Secure multi-user communications: an information-theoretic and coding approach National & Kapodistrian University of Athens
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# Dissertation topic Awarding Institution Year

17 | Mobile ad-hoc networks (MANET): trust management - security mechanisms

18 | Systematic design, deployment and evaluation of gamified cybersecurity learning environments lonian University

19 Nove'l algorith ms, models and architectures for enhanced cyber security and energy efficiency in Internet University of Macedonia 2022
of Things environments

20 | Privacy and security audit methodologies in electronically provided services University of Piraeus

21 | Wireless sensor network monitoring for intruder detection in open areas Democritus University of Thrace

22 | Developing resilience and cyber physical protection capabilities for critical aviation infrastructures Athens University of Economics and Business

23 | Privacy preserving data mining University of the Aegean

24 | Digital circuits and systems to enhance security in smart devices connected to the internet University of Thessaly

55 Efficient and secure algorithms for big data handling, processing, and delivery in cloud computing for In-
ternet of Things networks

University of Macedonia 2021

26 | Next-generation network control and security for the internet of things

27 | Cyber security game-based training

28 | User and infrastructure security and privacy with regard to compliance

29 | Applications of identity-based cryptography (ibc) in maritime and e-governance sectors
University of Piraeus

30 | Cybersecurity Human Factor Maritime

31 | Security and privacy enhancing mechanisms for the android operating system
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Annex lll: Colleges — Characteristics of Undergraduate and Graduate Study Programmes

Metropolitan College

B.Sc. Cyber Security & Networks

Duration: 3 years (FT)

Course title

Software Development

Computing Systems and Networks

Internet Technologies

Mathematics of Informatics

Design and Modelling of Computational

Data Communications & Computer

agement

Systems Networks
Databases Systems Management Project Management
. Information System Strategy and Man- . . .
Cybersecurity Practical Issues in Informatics

Continuous Business Operation

Enterprise Architecture & Cloud

Advanced Cybersecurity and Computer

Planning Programming Networks Topics
Bachelor Thesis Yes
Internship Yes
Website: https://www.mitropolitiko.edu.gr/programmata-spoydon/scholi-pliroforikis/bsc-hons-cyber-security-and-

networks/

New York College

B.Sc. Cybersecurity

Duration: 3-4 years (FT)

Course category

Course title

Compulsory Courses

Academic Language and Skills 1

Academic Language and Skills 2

Linux Essentials

Introduction to Software

Introduction to Networking

Data Structure and Algorithms

Security Fundamentals

Fundamentals of Programming

Object Oriented Programming

Logical Analysis and Problem Solving

Database Design

Networks and Hardware

Agile Methods Development

Introduction to Digital Entertainment
Technology

Elective Courses

Computing Security

Contemporary Problems Analysis

Enterprise Infrastructure

Ethical Hacking and Digital Forensics

Advanced Linux

Cloud and Network Security

Secure Application Development

Server App. Configuration &
Management
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Course category Course title
Internship Yes
Bachelor Thesis Yes
Website:  https://www.nyc.gr/tmimata-spoudon-nyc/spoudes-kyvernoasfaleias/bsc-hons-computing-application-

development#undefinedl

The American College of Greece

B.Sc. Cybersecurity & Networks

Duration: 3 years (FT)

Course category Course title
Business Information Systems Mathematics for Computing
Computer Networks & Cybersecurity Fun- | Cybersecurity & Networks Capstone Pro-
damentals ject
Introduction to Programming Fundamentals of RDBMS
Principles of Wireless, loT & Mobile Net- Computer Networks, Modeling & Ana-ly-
works sis
Computer System Architecture Network Administration
Mandatory Operating Systems Concepts Cryptography & Network Security

Object Oriented Programming Techni-
ques

Security of Wireless, loT & Mobile Net-
works

Methods in ICT Project Research &

Management

Intrusion Detection & Incident

Response

Internet Programming

Secure Software Development

Digital Forensics

Ethical Hacking & Penetration Testing

Distributed Systems

Privacy, Policy, Law & Technology

Elective Courses

Information Systems Security & Control

Web Science & Social Media Platform An-
alytics

Data Mining & Big Data Edge Computing
Bachelor Thesis Yes
Internship Yes
Website: https://www.acg.edu/undergraduate/undergraduate-programs/school-of-liberal-arts-sciences/liberal-arts-

sciences-majors/cybersecurity-and-networks/

Epsilon College

B.Sc. Web Development & Cyber Security

Duration: 3 years (FT)
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Course title

Problem Solving & Programming

Software Engineering Fundamentals

Object Relational-Databases

Database Design and Development

Ethical Hacking and Penetration Testing

Cybersecurity Management

Computer Systems

Server Administration and Security

Modern Databases

Computer Communications

Web Programming

Mobile Computing

Web Development

Mobile Application Development

Cybersecurity and Applied
Cryptography

Bachelor Thesis

Yes

Internship

Yes

Website: https://epsiloncollege.gr/spoudes/bachelors/bsc-hons-in-web-development-cyber-security/

BCA College
M.Sc. Maritime Cybersecurity

Duration: 1-2 years (FT/PT)

Course title

Introduction to Cybersecurity Principles & Concepts

Maritime Cybersecurity Management Systems

Maritime Cybersecurity Regulations & Best Practices

Maritime Cybersecurity Reviews, Assessments, Audits

Digitalisation of Shipping

Advanced Topics in Applied Cybersecurity

Yes

Diploma Thesis

Website:

https://www.bca.edu.gr/master-degrees/shipping-transport-logistics-department/msc-maritime-cybersecurity/

BCA College
MSc Applied Cyber Security

Duration: 1-2 years (FT/PT)

Course title

Systems Security & Defence

Principles of IT Law & Legislation

Network Security & Defence

Applied Digital Forensics

Security Management & Standards

Advanced Topics in Applied Cybersecurity

Diploma Thesis Yes

Website:

https://www.bca.edu.gr/master-degrees/business-department/msc-applied-cybersecurity/

Aegean College

M.Sc. Cyber Security
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Duration: 2 years (PT)

Computer & Wireless Networks Security Information Law
Security Governance Cryptography
Mandatory
Database Systems Security & Big Data i . i .
Penetration Testing — Ethical Hacking
Management
Digital Forensics Applied Cryptography
Core course
Malware Analysis Blockchain Technology & Applications
Yes
Yes

Website: https://aegeancollege.gr/programma/msc-cybersecurity/

Metropolitan College

M.Sc. Information Security & Digital Forensics

Duration: 1-year (FT) j 1-2 years (FT/PT)

Information Systems Security Management Information Technology & Internet Law
Computer Security Digital Forensics

Yes

Yes

Website: https://www.mitropolitiko.edu.gr/programmata-spoydon/scholi-pliroforikis/msc-information-security-and-

digital-forensics/
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Annex IV: Centres of Training and Lifelong Learning — Characteristics

University of Macedonia

Cisco Certified Network Associate v7 & CyberOps Associate (Cisco Certified Network Associate v7 & CyberOps Associate,
2019)

Duration (hours): 312

Educational Programme Thematic Units

Enterprise Networking, Security, and Automation // 80
Introduction to Networks // 80 hours h P & y I
ours

Switching, Routing, and Wireless Essentials // 80 hours Cyber Operations Associate // 72 hours

Website: https://kedivim.uom.gr/member/mavridis_ioannis/

University of Patras

Data Security— Cybersecurity (Data Security — Cybersecurity, 2024)

Duration (hours): 200

Educational Programme Thematic Units

Unit 1: Introductory Concepts of Security Unit 5: Secure Use of Web

Unit 2: Malicious Software Unit 6: Communications

Unit 3: Network Security Unit 7: Secure Data Management

Unit 4: Access control Unit 8: Legal Framework for Cybersecurity

Website: https://kedivim.upatras.gr/cooperatedcourse/asfaleia-dedomenon-kyvernoasfaleia/

University of Thessaly

Cisco Certified CyberOps Associate — Cybersecurity (Cisco Certified CyberOps Associate — Cybersecurity, 2024)

Duration (hours): 176

Educational Programme Thematic Units

Threat Actors and Defenders Threats and Attacks

Operating System Overview Network Defence

Network Fundamentals Cryptography and Endpoint Protection
Network Infrastructure Security Protocols and Log Files

Analyzing Security Data

Website: https://learning.uth.gr/cybersecurity/
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University of Western Macedonia

Data Protection IT Specialist — Cybersecurity (Data Protection IT Specialist - Cybersecurity, 2023)

Duration (hours): 80

Educational Programme Thematic Units

Personal Data Protection - Cybersecurity // Teaching
Hours: 60

Personal Data Protection and Privacy in the Electronic
Communications Sector // Teaching Hours: 20

Website:

https://kedivim.uowm.gr/course/eidikos-pliroforikis-se-themata-prostasias-dedomenon-gdpr-kyvernoasfaleia/

Aristotle University of Thessaloniki

Cybercrime & Cybersecurity

Duration (hours): 45

Educational Programme Thematic Units

Unit 1: Introduction and technical description

Unit 6: Procedural Criminal Law

Unit 2: Genuine Cybercrimes

Unit 7: Special Investigative Acts and Cybersecurity

Unit 3: Crimes against sexual freedom and offences against
minors committed via the Internet

Unit 8: Cybersecurity Policies

Unit 4: Crimes involving personal data and Internet

Unit 9: Privacy and Cybersecurity

Unit 5: Judicial and police cooperation and assistance

Website: https://kedivim.auth.gr/programs/kyvernoeglima/

National and Kapodistrian University of Athens

Al Systems in Cybersecurity

Duration (hours): 60

Educational Programme Thematic Units

Introduction to Cybersecurity and Artificial Intelligence Sys-
tems

Artificial Intelligence Systems in Intrusion Detection and
Prevention

Intelligent Techniques in Cybersecurity and Cyber Intelli-
gence Analysis - Processing

Advanced Al topics and practical application

Website:

https://elearningekpa.gr/courses/sustimata-texnitis-noimosunis-stin-kubernoasfaleia
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Annex V: GREECE - Cybersecurity skills demand survey outcome

Part 1: Survey sample characteristics

-
— GREECE
A.4. To what category does your organisation belong?
Cybersecurity organisation/provider 21
ICT organisation with a need for in-house cybersecurity professionals 21
Private organisation with a need for in-house cybersecurity professionals in another sector 28
Public organisation with a need for in-house cybersecurity professionals 18
Organisation with no need for in-house cybersecurity professionals 16
Academia 25
Other 10
Total 139

Table 15 (Question A.4): Organisation’s category

- —
41— GREECE
A.4.1. What is the main digital service your organisation pro-
vides?
Online marketplaces 1
Online search engine 0
Social networking services platform 0
Other digital service/ ICT activities 20
No reply -
Total 139

Table 16 (Question A.4.1): Organisation’s digital service type
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-r—
— GREECE A.5: In which sector is your organisation active?
Sector (NIS2 classification) # | Sector (NIS2 classification) #
1 Energy 8 10 Waste water 14
2 Financial market infrastructures 13 | 11 Digital infrastructure 2
3 Health 7 12 ICT service management (B2B) 4
4 Manufacturing 19 | 13 Space 17
5 Public administration 6 14 Postal & courier services 18
6 Transport 10 | 15 Manufacture, production & chemicals distribution 15
7 Waste Management 16 | 16 Production, processing & food distribution 9
8 Banking 11 | 17 Digital providers 5
9 Drinking water 12 | 18 Research & Academia 1
19 Other 3
Table 17 (Question A.5): Organisation’s sector
A.5. NIS2 sectors distribution
Research & Academia 17%

Digital infrastructure

Other

ICT service management (business-to-business)

Digital providers

Public administration

Health

Energy

Production, processing and distribution of food

Transport

Banking

Drinking water

Financial market infrastructures

Waste water

Manufacture, production and distribution of...

Waste Management

Space

Postal and courier services

Manufacturing

0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%
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H=
— GREECE ‘ A.6. What is the size of the organisation? (in persons

. . : employed in the country)
A.6: What is the size of the organiza-

Micro: less than 10 people
tion? (persons employed in the country)

Large (>250 people) -I Small: less than 50 people

-
I

Medium: less than 250 people — 34
I ¢

Medium (51-249 people) 34

Small (11-49 people) 25

Micro (< 10 people) 14 Large: over 250 people

Total 139 0 10 20 30 40 50 60 70

Table 18 (Question A.6): Organisation’s size

Part 2: Survey outcome

GREECE B.4.1: Demand for cybersecurity roles*!

Number of

Number of people need-
people ed in this role

el (WA  now, including
this role the people

Cybersecurity Roles now working in it
now

Cybersecurity Risk Manager 141 121 168 196
Cyber Legal, Policy & Compliance Officer 102 102 134 146
Cybersecurity Architect 105 98 144 175
Cyber Threat Intelligence Specialist 60 76 111 149
Cybersecurity Auditor 68 76 123 169
Cybersecurity Educator/Trainer 91 90 129 168
Cybersecurity Researcher 130 93 137 187
Digital Forensics Investigator 41 54 77 109
Penetration Tester 90 119 157 197
Chief Information Security Officer (CISO) 79 80 105 126
Cybersecurity Implementer 165 173 236 261
Cyber Incident Responder 168 162 219 267

Table 19 (Question B.4.1): Demand for cybersecurity roles

41 Green color indicates high values and yellow low ones.
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B.4.1 Demand for cybersecurity roles

3 ¢

300

250

200

15

o

10

5

o o o
-
1
1
|
I
]
I

X '3 \ L
e $ S <O . & o X & & &
A R O A S °6
G Q © " o < ° & Q L
@ (/0((\ \\V“ Q,%Q ‘,\&A o\\ qgf’ (\\\Q/ <O “\\,* Q\e &
Q) & & A > A <& X
& Y RN N o &» Q 5 $ ¢ N
Q' N < < 3 <
oi\c\ © k"g’g e§\% & & z&« & Q¢ © S 0“\6 oob
O o ) x§ QA S £ > © N
L N A & ¢ ¢ ¢ & ¢
& & & & o N & O )
Q,A g\’ «\(\ Q} Q\% \Q (I
N & & &
C N &

B Number of people working in this role now
B Number of people needed in this role now, including the people working in it now
B Expected number of people needed in this role in 2 years, including the people working in it now

B Expected number of people needed in this role in the long run (>5 years), including the people working in it now

— GREECE

B.5: Do you have another role in your
organisation that requires cybersecurity
skills, but cannot be categorised in the
12 roles above?

Yes 11
No 121
Total 132

Table 21 (Question B.5): Other roles requiring cybersecurity skills
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. C.1: What is the need for the following cybersecurity
1T— GREECE skills for people in cybersecurity roles in the organisa-
tion?*2
. ] No Some | Substantial | Alotof | Notrele-
Cybersecurity Skills
need need need need vant

Al Security 12 44 32 23 16
Cloud Security 15 21 48 44 3
Communications Security 16 30 46 34 4
Data Privacy 15 26 40 51 3
Data Security & Cryptography 16 33 41 35 6
DevSecOps 14 25 47 32 9
Digital Forensics 26 36 33 15 15
Access Controls / Identity Management 20 31 37 37 3
Incident Management 20 27 40 39 4
Information Systems & Network Security / Cyber

. 15 27 41 43 3
Resiliency
Intelligence Analysis 22 41 36 20 8
Operating Systems (OS) Security 17 30 45 33 4
Operational Technology Security 17 34 34 27 11
Physical Device Security 22 44 30 22 5
Supply Chain Security 32 30 27 17 17
Threat Analysis 18 30 35 35 8

Table 23 (Question C.1): Need for cybersecurity skills in the organisation

42 Green color indicates high values and yellow low ones.
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C.1. What is the need for the following cybersecurity skills for people
in cybersecurity roles in the organisation?

I I
Supply Chain Security —=—————— —
I I
Operational Technology Security — m— —
I I
Intelligence Analysis — n—— —
I L |
Incident Management —e— ——
I L]
Digital Forensics —m— —
I I
Data Security & Cryptography ——
I
Communications Security — n— ——
I I
Al Security — — —
0 20 40 60 80 100 120 140 160
B No need Some need Substantial need ®A lot of need Not relevant

i

GREECE

C.2: Are there any other typical cybersecurity skills needed or
already used in your organisation that are not in the list
above?

Yes 6

No 124

Total 130

Table 26 (Question C.2): Additional cybersecurity skills

il

GREECE

C.2.1: What is/are other cybersecurity skill(s) for people in cy-
bersecurity roles? And how much need is there?

Malware Analysis 1

Secure Process Design 1

SOC Analysts 1

IT or Information Security Audit 1

Total 4

Table 27 (Question C.2.1): Additional cybersecurity skills for people in cybersecurity roles
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L — C.3: What is the need for the following IT related skills for
— GREECE . . . o
people in cybersecurity roles in the organisation?*?
. No Some | Substantial | Alotof | Not rele-
IT-related Skills
need need need need vant
Data Analysis 6 16 25 11 1
Data, Asset and Inventory Management 9 21 20 4 4
Database Administration 7 5 26 6 1
Enterprise Architecture & Infrastructure Design 8 12 20 16 2
IT Assessment 10 19 15 11 2
Network Management 7 14 24 13 1
Operating Systems 6 11 27 12 1
Software Development & Computer Languages 14 14 20 10 1
System Administration & Integration 12 14 24 8 1
Testing and Evaluation 9 16 20 13 1
Technology Fluency 9 17 20 12 1
Table 28 (Question C.3): Need for IT related skills in the organisation
C.3. IT skills needs
Technology Fluency
I
Testing and Evaluation
I
System Administration & Integration [ E—"88
Software Development & Computer Languages
Operating Systems
I
Network Management
I
|TASSeSSment [
N
Enterprise Architecture & Infrastructure Design
I
Database Administration =i
I
Data, Asset and Inventory Management S
I
I
0 5 10 15 20 25 30
Not relevant W A lot of need Substantial need Some need M No need

43 Green color indicates high values and yellow low ones.
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- —] C.5: What is the need for the following organisation related skills
~ GREECE . . . o
for people in cybersecurity roles in the organisation?**
L. . No Some Substan- .
Organisational Skills . Major need | Not relevant
need need tial need
Business Acumen 14 30 54 27 4
Business Continuity 14 23 51 38 3
Education & Training Delivery & Development 10 24 50 45 2
Knowledge Management 9 29 50 33 2
Law, Policy, Ethics 18 34 47 25 3
Organisational Awareness 11 38 53 23 2
Policy Development 13 34 53 27 3
Process Control 11 24 64 26 2
Project Management 10 36 54 26 3
Risk Management 9 19 58 40 2
Strategic Planning 13 27 52 35 3
Strategic Relationship Management 15 42 42 21 5
Supply Chain Management 29 44 21 15 14
Workforce Management 21 40 43 15 9
C.5. What is the need for the following organisation related skills for
people in cybersecurity roles in the organisation?
Workforce Management
Supply Chain Management
Strategic Relationship Management
Strategic Planning
Risk Management
Project Management
Process Control
Policy Development
Organisational Awareness
Law, Policy, Ethics
Knowledge Management
Education & Training Delivery & Development
Business Continuity
Business Acumen
0 10 20 30 40 50 60 70
Not relevant B Major need Substantial need Some need M No need
Table 29 (Question C.5): Need for related skills in the organisation
44 Green color indicates high values and yellow low ones.
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-—
— GREECE
C.6: Is there a need for other organisation related skills for
people in cybersecurity roles in the organisation?
Yes 1
No 129
Total 130
Table 30 (Question C.6): Additional organisational skills
 — C.7: What is the need for the following soft/transversal
-— skills for people in cybersecurity roles in the organisa-
tion?%
Soft/Transversal Skills No heed Some Substantial Alot of Not rele-
need need need vant
Analytical thinking 4 1 17 33 0
Planning and organizing 5 5 20 28 0
Problem solving 5 5 13 35 0
Creative thinking 5 4 16 33 0
Act independently 5 8 19 26 0
Act responsibly 5 4 14 35 0
Deal with uncertainty 5 12 20 21 0
Willingness to learn 5 6 19 28 0
Communicating 5 9 18 26 0
Collaborate in teams 7 6 16 29 0
Leadership 5 15 23 13 1
Ethical behaviour 7 4 16 31 0

Table 31 (Question C.7): Need for soft/transversal skills

45 Green color indicates high values and yellow low ones.
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C.7. What is the need for the following soft/ transversal skills for
people in cybersecurity roles in the organisation?

Ethical behaviour
Leadership
Collaborate in teams
Communicating
Willingness to learn
Deal with uncertainty
Act responsibly

Act independently
Creative thinking
Problem solving
Planning and organising

Analytical thinking

=
o

20

w
o
o
o
Ul
o

60 70

W No need Some need Substantial need  m® A lot of need Not relevant

[

GREECE

C.8: Is there a need for other soft/ transversal skills for people

in cyberecurity roles in the organisation?

Yes 3
No 54
Total 57

Table 32 (Question C.8): Additional soft skills

=
D.1: Is there a need for training personnel in cybersecurity
roles?

Yes 113

No 26

Total 139

Table 33 (Question D.1): Need for training personnel
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N —
|

GREECE

D.2: Is there a backlog in training personnel in cybersecurity
roles?
Yes 34
No 105
Total 139
Table 34 (Question D.2): Training personnel backlog
= D.3: How important are the following training strategies for
i GREECE 1L _ M SUAEEE
personnel in cybersecurity roles in your organisation?4®
. . Some im- Very im-
Training strategies Important Not relevant
portance portant
Upskill own ICT personnel 9 28 93 3
Reskill own non-ICT personnel 27 43 50 10
Hire people with already the right skills 10 38 82 2
Hire people and train them 16 48 60 3
On the job coaching and training 11 39 74 4
In-company training by own staff 17 54 45 9
In-company training by external provider 22 50 52 4
External training 27 47 45 7
Table 35 (Question D.3) Importance of training strategies
D.3. How important are the following training strategies
for personnel in cybersecurity roles in your organisation?
External training
In-company training by external provider
In-company training by own staff
On the job coaching and training
Hire people and train them
Hire people with already the right skills
Reskill own non-ICT personnel
Upskill own ICT personnel
0 20 40 60 80 100

Not relevant B Very important Important Some importance

46 Green color indicates high values and yellow low ones.
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] — D.5: How important are the following kinds of quali-
e GREECE . P . . 8 . q
fication when hiring people in cybersecurity roles?*’
.. L Some im- Veryim- | Not rele-
Hiring Qualifications Important
portance portant vant
Formal certification relevant for the role 3 14 40 2
Certificates (e.g. for participation in courses) relevant for the
7 21 27 2
role
Formal professional education relevant for the role 4 9 45 1
Formal professional education in any field 18 19 21 1
Bachelor / Master’s degree relevant for the role 6 18 34 1
Bachelor / Master’s degree in any field 24 19 11 2

Table 36 (Question D.5): Importance of hiring qualifications

D.5. How important are the following kinds of qualification
when hiring people in cybersecurity roles?

Bachelor/ master degree in any field —EE—

Bachelor/ master degree relevant for the role

Formal professional education in any field

Formal professional education relevant for
the role

Certificates (e.g. for participation in courses)
relevant for the role

Formal certification relevant for the role

o

5 10 15 20 25 30 35 40 45 50

Not relevant  ® Very important Important Some importance

47 Green color indicates high values and yellow low ones.
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Annex VI: GREECE — CyberHubs Cybersecurity Roles and Skills Survey 2024

The CyberHubs cybersecurity roles and skills survey 2024 targeted organisations across different categories and sectors. These
included cybersecurity providers, ICT companies, private and public entities with in-house cybersecurity needs, academic in-
stitutions, and others. The survey results will be a critical source of information for the development of strategies and educa-
tional programs, as well as for the cybersecurity protection of Greece.

The questionnaire was comprised of four parts:

A. General questions about the organization

The purpose of this part was to gather information about the organisation's cybersecurity skills requirements and ensure
unique responses. Questions included the organization’s identifier, category information, main digital services, sector activ-
ity and size.

B. Questions on roles

This part targeted the various roles within an organisation that required substantial cybersecurity skills. The focus was on 12
key role profiles as defined by the European Cybersecurity Skills Framework (ECSF). For these roles, the questionnaire sought
to determine the current employment numbers, the current need for employees in these roles, the expected need and the
long-term expected need.

This section aimed to provide a comprehensive overview of the current and future demand for various cybersecurity roles
within organisations to better understand and address skill needs in this critical field.

C: Skills for Cybersecurity Roles in the Organisation

This section addressed the essential skills required for individuals in cybersecurity roles within an organisation. It covered
cybersecurity-specific skills, general IT skills, organisational skills, and soft skills, evaluating the current and future need for
these skills among cybersecurity professionals to address skill gaps and enhance their cybersecurity capabilities.

D: Questions on Training and Education

The final part covered the essential aspects of training and education requirements, backlogs, strategies, reasons, and qual-
ifications pertinent to cybersecurity roles within an organization.

Please refer to this link for a translated version of the original Greek version of the full questionnaire.
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