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Executive Summary

Introduction

This report analyses the current cybersecurity roles and skills landscape in Hungary, identifying gaps between
the capabilities taught in educational institutions and the actual demands of employers. It provides a
comprehensive overview of the current state, challenges, and opportunities in the Hungarian cybersecurity
workforce. Through the CyberHubs project, which aims to strengthen Europe's cybersecurity workforce, efforts
are underway to bridge these gaps. The project, coordinated by DIGITALEUROPE fosters collaboration between
education and industry to enhance cybersecurity skills in seven EU countries, including Hungary.

Objective

The Needs Analysis report aims to uncover the critical needs for cybersecurity skills and professional roles in
Hungary, considering the country’s cybersecurity ecosystem status and its opportunities and peculiarities. This
report aims to analyse the cybersecurity skills landscape in Hungary by examining mismatches between the
supply of training and education programs and the demand from employers. Using data from desk research, job
vacancy analysis, questionnaires, and expert panels, the study identifies critical gaps in cybersecurity roles and
skills within the country. It will also feed the development of a country-specific Cybersecurity Skills Strategy with
the information on the current and future demand for cybersecurity skills and roles and on the current supply
of cybersecurity learning offering.

Approach

This study adopts a multi-method approach whereby both primary and secondary data collection is used as input
for the analysis. This approach includes: i) a (demand) desk research to gain insight on potentially relevant
cybersecurity roles and skills with a study of the existing literature (scientific papers, labour market reports, and
labour market databases) and a job vacancy analysis, ii) a questionnaire to collect data from industry and other
relevant actors on the current and future needs for cybersecurity professional roles and skills, iii) a (supply) desk
research to get an overview of the current cybersecurity learning offering, and iv) an expert panel to explore
future situations and validate the results from the quantitative data collection. This methodological approach
uses European frameworks, like the European Cybersecurity Skills Framework (ECSF) and other relevant
frameworks, as a foundation to specify the main cybersecurity missions, tasks and skills needed in a professional
cybersecurity context, making it a valuable reference for profiling skills and knowledge needed by cybersecurity
professionals.

Results

A comprehensive, multi-method analysis presented the cybersecurity landscape in Hungary and highlighted
critical roles and skills in cybersecurity.

Desk Research - Demand
The most in-demand roles include Chief Information Security Officer (CISO), Incident Response Handler, and
Security Engineer. Essential skills are software security, privacy protection, risk management and compliance.

Questionnaire
According to the results of the questionnaire, top roles are CISO, Cybersecurity Risk Manager, and Cyber Incident
Responder. Critical skills needed include cloud security, Al security, communication, and problem-solving.
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Job Vacancy
High demand exists for roles like Cybersecurity Implementer, Cybersecurity Architect, with strong skills in data
analysis, communication, and incident management.

Desk Research - Supply

In Hungary a range of cybersecurity educational programs are offered, from certificates (EQF level 4/5) to post-
master and doctoral degrees (EQF level 8), mostly provided by public institutions. Current postgraduate
programs include Data Security Law, ICT Security, and EU Data Protection, with Cybersecurity Law starting in
2024.

Expert Panel
Key roles and skills vary by company size, with increasing demand for Al expertise and communication skills.
Cybersecurity education is vital for future workforce preparation.

Conclusions

This study highlights the critical need for cybersecurity professionals in Hungary, with roles such as Chief
Information Security Officer (CISO), Incident Response Handler, and Cybersecurity Implementer being in high
demand. The identified skills gap underscores the importance of advanced technical competencies like software
security and risk management, as well as emerging skills in Al and cloud security. To address these gaps, stronger
collaboration between educational institutions and industry is essential, particularly through initiatives like the
Hungarian CyberHub. Integrating cybersecurity into public education and enhancing industry-aligned training
programs will be key to building a skilled cybersecurity workforce for the future.
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1 Introduction

1.1 Cybersecurity skills in Hungary

Cybersecurity in Hungary has gained increasing importance as the country continues to modernize its digital
infrastructure and engage in global networks. As a member of the European Union, Hungary is aligned with the
EU's broader cybersecurity framework.

The importance of cybersecurity in Hungary is evolving rapidly, driven by increasing digitalization across various
sectors. The country faces growing challenges, such as rising cyber threats targeting both public and private
organizations. The government is investing in strengthening national cybersecurity capabilities, as seen in
several initiatives. The Hungarian government has also established dedicated cybersecurity institutions and
agencies to oversee national cybersecurity policies and strategies.

According to Global Cybersecurity Index 2024, Hungary is classified as a Tier 2 country in cybersecurity. Tier 2
(T2) — Advancing includes nations that have scored at least 85/100, demonstrating a robust commitment to
cybersecurity through coordinated, government-led actions. These actions focus on evaluating, establishing, or
implementing widely accepted cybersecurity measures across up to four pillars or a significant number of
indicators.

Leaflet | EC-Gisco

Figure 1: Global Cybersecurity Index performance by countries (Source: European Commission, based on the Global
Cybersecurity Index report)

The map shows that Hungary is roughly at the level of the Central European average, lagging behind the Western
and Baltic countries.

Overall, Hungary performs well in Legal Measures (20/20 points), Technical Measures (19,4/20 points),
Organizational Measures (18,96/20 points) and Cooperation Measures (17,74/20 points), surpassing the
European regional average in these areas. However, it lags somewhat in Capacity Development (12,63/20),
where there is room for improvement to match or exceed the regional average. This indicates that Hungary's
strengths lie in legal, technical, and organizational measures, while there is room for improvement in capacity
development and cooperation. (ITU, 2024)

10
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1.2 Research approach

This chapter describes in short, the methods that are used in this analysis. It starts with a description of the
multi-method approach followed by a brief description of each method.

Desk research (demand side)

Initial general . )
desk research R P i —

Job vacancy analysis

Desk research (supply side)

Figure 2: Research methodology

Desk research on current and future demand

This involved studying scientific articles and job market reports on cybersecurity roles, skills, and competencies,
focusing on current and future needs. The primary focus was on national data from Hungary.

Job vacancy analysis

A job scraping was conducted by EIT Digital and their supplier, Abodoo, to collect data on cybersecurity vacancies
in the CyberHubs countries. Using advanced techniques, they gathered detailed information on available
positions across various industries and regions. This data helped identify trends, patterns and market needs in
cybersecurity skills and roles, guiding the development of targeted training programs to bridge the cybersecurity
skills gap in Europe.

Questionnaire

A questionnaire was distributed to organizations with cybersecurity skills needs to gather information on their
current and future demand for cybersecurity roles, competencies, and skills.

Expert panels

An expert panel is a qualitative research method designed to gather expert opinions and forecasts on future
developments within a particular field. It brings together selected specialists who discuss key trends and
challenges, often working towards consensus, although various possible outcomes may also be considered.
Expert panels are an efficient way to gather in-depth, high-quality data, promoting detailed discussions about
emerging issues. Facilitated by moderators, these discussions focus on exploring future needs through open-
ended questions. Well-organized expert panels can also help build professional networks, enhancing national
collaboration.

11
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Desk research on current supply

The current supply consists of a large number of different learning programmes on different levels (EQF 4 to 8)
and by different kind of providers (public and private HE institutes, public and private VET providers, in-company
providers like corporate academies, vendors of cybersecurity solutions etc.). This desk research is used to get an
overview of the supply in Hungary. In some cases, it will not become clear from openly available sources what
for example the intendent learning outcomes are of the learning programme, in which case the provider should
be contacted for further information. The same goes for example when talking about information on the number
of graduates now and the expectations for the future, which in most cases will not be openly available.

1.3 Reading guide

This report provides an analysis of the cybersecurity skills landscape, focusing on demand and supply within
Hungary. It begins with an overview of cybersecurity skills and describes the research approach. The following
sections cover desk research on demand for cybersecurity roles and skills, labour market data, and related
literature.

Subsequent chapters analyse the findings from a questionnaire and job vacancy data, offering insights into the
roles, skills, and training requirements for cybersecurity professionals. The report also presents an expert panel's
input, discussing key roles, skills, and education in the cybersecurity domain.

Finally, conclusions summarize the key findings on cybersecurity roles, skills, and educational needs.

12
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2 Desk research (demand)

This chapter focuses on desk research into the demand for cybersecurity roles and skills needed by organizations
in Hungary. It aims to provide a comprehensive overview of the key factors influencing the cybersecurity
workforce in Hungary.

2.1 Data collection

Data collection in numbers

Literature 4 papers/ articles included in analysis
Labour market desk research 7 labour market reports

Databases 3 labour market databases

Online sources 2

Other 1

Table 1: Data collection in numbers

2.2 Overview of the national context

According to the Digital Decade Hungary 2024 report, as digital technologies become more integral to
businesses, the risk of cybersecurity incidents is rising, with 13.4% of Hungarian enterprises experiencing ICT
security issues in 2022, lower than the EU average of 22.2%. However, Hungarian companies are less prepared
than their EU counterparts, with only 5.3% insured against such incidents (EU average 25%) and 79% using ICT
security measures (EU average 91.8%). Despite this, 82% of Hungarian respondents in a Eurobarometer survey
said improvements in cybersecurity would enhance their use of digital technologies, above the EU average of
79%.

Hungary emphasizes cybersecurity awareness, with the National Cybersecurity Centre (NCSC) identifying 400
vulnerabilities in state systems in 2023. The NCSC also distributed educational content, organized cybersecurity
exercises, and collaborated with financial institutions to boost online financial security. Initiatives like the Early
Warning System and the HoneyPot project are expanding protection, and EU-funded EDIH training programs are
raising awareness through free courses. (European Commission, 2024)

According to DESI 2022, Hungary has strengthened its cybersecurity governance by establishing the National
Cybersecurity Coordination Council, which consists of state secretaries from various ministries and is supported
by three working groups: the National Cyber Space Working Group, the International and EU Cyber Space
Working Group, and the Working Group for Developing a New National Cyber Strategy. Additionally, the
Cybersecurity Forum was created as a collaborative platform for industry, academia, research institutions, and
other non-governmental stakeholders. In 2021, Act L of 2013, which addresses electronic information security
for state and municipal bodies, was expanded to include rules for a national cybersecurity certification authority,
implementing with EU Regulation 2019/881. To address future challenges posed by quantum computing, the
act introduced mandatory post-quantum cryptography standards for critical service providers like financial and
governmental institutions, with the law coming into effect in July 2022.

13
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Hungary has introduced a legal requirement mandating the use of post-quantum cryptography standards to
address future quantum communication and computing security challenges. This law, passed in late 2021,
obliges critical service providers, such as financial institutions and government agencies, to implement certified
post-quantum cryptography solutions for securing their networks. (European Commission, 2022)

National Cyber Security Strategy of Hungary was first introduced in 2013 and updated in 2020, this document
outlines the national framework for cybersecurity, emphasizing the protection of critical infrastructures,
improving cyber resilience, and fostering cooperation among government entities, private sector stakeholders,
and international partners. The strategy is designed to address evolving cyber threats and promote a secure
digital environment. (NKI)

2.2.1 Politics and agencies

The following sub-sections explore the organizational structure of cybersecurity at the national level in Hungary,
highlighting the government's actions, national strategies, and key public organizations involved. It will also
examine the major initiatives, campaigns, and funding opportunities available to companies and individuals to
enhance cybersecurity awareness and resilience.

Governmental Actors and Institutions:

e National Cybersecurity Center (NKI): NCSC Hungary, operating under the Special Service for National
Security, is the cybersecurity authority for governmental institutions, including municipalities.
Responsibilities include auditing the security of electronic information systems of governmental bodies
and certain additional entities. NCSC appointed the Hungarian Liaison Officer to ENISA and operates
the Hungarian member of the EU CSIRTs Network.

e  Prime Minister’s Office: The Minister heading the Prime Minister’s Office plays a crucial role in shaping
cybersecurity policies and setting strategic directions. He is responsible for the civil national security
and intelligence agencies, including the Special Services for National Security which hosts the NCSC. The
Prime Minister’s Office also directs several institutions and initiatives relevant for cybersecurity,
including the Digital Citizenship Program, and the Digital Hungary Agency.

e Supervisory Authority for Regulated Activities (SZTFH): Assumed responsibility for overseeing
cybersecurity in 2022 as a new addition to its multi-industry regulatory portfolio. Its Cybersecurity
Directorate is a key authority in implementing NIS2 and EU Cybersecurity Act. SZTFH advocated for and
drove an overhaul of the Hungarian cybersecurity regulatory landscape, which coincides with the
adoption of NIS2 and DORA but goes deeper than these EU initiatives. In addition to its regulatory
responsibilities, SZTFH also runs awareness campaigns for cybersecurity. By legal status, SZTFH is
outside of the executive branch, reporting to the Parliament.

e National Authority for Data Protection and Freedom of Information (NAIH): NAIH is the Hungarian
data protection authority. In this capacity NAIH bears the respective responsibilities as stipulated in the
GDPR and related European regulations. In addition to GDPR, it assumed responsibilities for the Data
Governance Act.

e National Bank of Hungary (MNB): As the financial services regulator for Hungary, MNB is a key actor in
DORA implementation.

e Ministry of Defence: The Hungarian Defense Forces formally established a separate leadership
structure for cyber defense recently.

Educational and Research Institutions:

e National University of Public Service (NKE): NKE addresses cybersecurity from governmental and
national security perspectives and plays a key role in training cybersecurity professionals.

14
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Budapest University of Technology and Economics (BME): BME conducts cybersecurity research and
offers educational programs focusing on technical aspects such as cryptography, network security, and
information security.

E6tvos Lorand University (ELTE) Faculty of Informatics: ELTE provides cybersecurity education and
research, particularly in IT and mathematical disciplines.

Obuda University: Obuda University is actively involved in cybersecurity through its Hungarian
Cybersecurity Cluster initiative, emphasizing research and development in cybersecurity technologies.
The university offers training and education programs.

Professional Organizations and Associations:

ISACA Hungary: ISACA’s Hungarian chapter supports cybersecurity, IT audit, and information security
professionals with education and networking opportunities.

Hungarian Cybersecurity Cluster: established by the University of Obuda and several companies,
focuses on advancing modern and effective cybersecurity through research, innovation, education, and
collaboration with national and international partners, with the aim of enhancing Hungary's
cybersecurity capabilities and contributing to both domestic and European cybersecurity solutions.
WITSEC (Women in IT Security): A Hungarian organization that promotes and supports women in
cybersecurity and IT security. WIiTSEC focuses on career development, mentorship, and increasing
female representation in the cybersecurity sector. Through workshops, conferences, and networking
opportunities, WiTSEC aims to close the gender gap in this field.

Womend4Cyber Hungary: Part of the Women4Cyber Foundation, this initiative seeks to promote female
participation in cybersecurity across Europe. Women4Cyber Hungary works on raising awareness,
providing training, and building a network for women in cybersecurity. It encourages diversity and
inclusion, helping women gain the skills needed to thrive in the cybersecurity industry.

Hétpecsét Information Security Association: The association was founded with the aim of increasing
the security of the information society, promoting the culture and knowledge of information security
and raising awareness of information security. We also aim to create a professional workshop where
information security professionals can meet regularly and exchange experiences.

Telecommunication Science Association (HTE): One of the most active cybersecurity communities,
EIVOK is operating as the cybersecurity committee of HTE. It is an important organizing force for the
cybersec profession.

Hungarian CISM and CISSP Communities: These communities, built around certifications like CISM
(Certified Information Security Manager) and CISSP (Certified Information Systems Security
Professional), play an important role in ongoing professional development and knowledge sharing.
Telecommunication Science Association (HTE): One of the most active cybersecurity communities
EIVOK is operating as the cybersecurity committee of HTE.

IVSZ - Alliance for the Digital Economy of Hungary: IVSZ represents the interests of Hungary's IT and
telecommunications ecosystems.

European and International Cooperation:

ENISA (European Union Agency for Cybersecurity): Hungary participates in ENISA’s activities, which
supports EU member states, including Hungary, in developing cybersecurity capabilities and handling
incidents.

HunCERT: The Computer Emergency Response Team (CERT-Hungary) is part of a global CERT network,
helping respond to cyber incidents and defend against cyber threats.

15
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Law Enforcement and Intelligence Agencies:

e National Police Headquarters (ORFK): The ORFK’s Cybercrime Unit is responsible for investigating
cybercrime and advancing digital law enforcement. 2023 marked a favorable change in the resourcing
of cyber capabilities, which is showing up in the results.

e Constitution Protection Office (AH): AH focuses on protecting the Hungarian state from threats,
including those originating in cyberspace.

e Special Service for National Security (Nemzetbiztonsagi Szakszolgalat): Operates under the
supervision of the Prime Minister’s Office, hosts NCSC (NKI).

e Information Office (IH): Civil intelligence agency. Operates under the supervision of the Prime
Minister’s Office.

e Defence National Security Service (KNBSZ): Key institution for cybersecurity on the defence side of the
government.

2.2.2 Laws and regulations

European legislations:

NIS2 directive (Directive ‘UE’ 2022/2555)

The NIS Directive was the first EU-wide cybersecurity legislation aimed at enhancing cybersecurity across
Member States. To address growing digital threats and cyber-attacks, the European Commission proposed
replacing it with NIS2, which strengthens security requirements, addresses supply chain security, streamlines
reporting, and introduces stricter supervision and enforcement measures, including harmonized sanctions. The
directive expands the scope of cybersecurity regulations to include new sectors and entities, aiming to
strengthen public and private organizations' defence. It mandates that Member States are properly equipped,
with requirements for a Computer Security Incident Response Team (CSIRT) and a national authority for network
and information systems (NIS). Additionally, it fosters cooperation between EU Member States through a
Cooperation Group, enabling strategic collaboration and information sharing. The directive also promotes a
culture of security in critical sectors like energy, transport, finance, healthcare, and digital infrastructure, all of
which heavily rely on ICT systems. After provisional agreements in 2022, the legislation entered into force in
January 2023, with Member States given until October 2024 to incorporate it into national law. (European
Parliament, 2023)

DORA (Digital Operational Resilience Act)

The Digital Operational Resilience Act (DORA) is an EU regulation that came into force on January 16, 2023 and
will be fully applicable by January 17, 2025. It aims to enhance the IT security of financial entities, including
banks, insurance companies, and investment firms, ensuring that the European financial sector remains resilient
during severe operational disruptions. DORA introduces harmonized rules for operational resilience across 20
different types of financial entities and also applies to ICT third-party service providers, fostering a unified
approach to managing digital risks in the financial sector. (EIOPA, 2024)

In addition to the key cybersecurity regulations discussed above, a range of other digital regulations are relevant
to cybersecurity. The Cyber Resilience Act (CRA) complements the network and service focus of NIS2 by
addressing cybersecurity risks related to devices. Legislation driven by the European Strategy for Data, most
notably the Data Act, Data Governance Act and Al Act, sets out rules to maximize the economic and societal
benefits of data. These laws are interrelated with cybersecurity regulations, as they either rely on a secure cyber
environment or contribute to establishing one. The Resilience of Critical Entities (CER) Directive shares similar
goals with NIS2—namely, enhancing resilience—but extends its focus beyond the digital sphere.
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National legislations:

Hungarian cybersecurity regulatory environment is undergoing a fundamental overhaul in 2024. Changes cut
deeper into the existing structures that NIS2, DORA and other EU legislation would require.

Act L of 2013 on the information security of state and municipal bodies (due to be repealed in 2025)

With the repeal of L/2013, government information security regulations are undergoing significant
modernization and alignment with the more recent, NIS2-compliant provisions of XXI11/2023.

Act L of 2013 on the information security of state and municipal bodies established a legal framework
to protect electronic information systems within Hungarian public institutions. It mandated risk
management, incident reporting, and compliance with national and EU standards. Amendments in
2021 introduced a national cybersecurity certification authority and requirements for critical service
providers to adopt post-quantum cryptography, aligning Hungary with evolving cybersecurity standards
and EU regulations.

Act XXIIl of 2023 on cybersecurity certification and cybersecurity supervision (due to be repealed in 2025)

Although set to be formally repealed to make way for a unified law, provisions of XXIII/2023 are
expected to largely remain in place.

It is a short-lived but very important law to set the country on path for compliance with cyber related
EU legislation: NIS2 and provisions of the EU Cybersecurity Act (881/2019). The Act has conferred
cybersecurity supervisory powers on the Supervisory Authority for Regulated Activities of Hungary
(SZTFH) with regard to companies and organisations that provide certain services but not controlled by
the government. With empowerment by the Act, SZTFH campaigned very visibly for cybersecurity in
general and preparations for NIS2 compliance.

Act on Cybersecurity is expected to be enacted in the autumn parliamentary session of 2024. The law should
repeal Act XXI11/2023 on Cyber Certification and Supervision and the ageing Act L/2013 on information security
of state and local governments, in order to establish a sector agnostic cybersecurity law. First public draft of the
proposed Act was published on 15 October 2024. Roles of key players discussed in 2.2.1 Politics and Agencies
appear to be reconfirmed without significant changes. The Act is a key component of the transposition of NIS2
and the implementation of the Cybersecurity Act (881/2019). Among other aspects, it regulates IT audit and
conformity assessment bodies and assigns their oversight to SZTFH.

Decree MK 7/2024 is a key implementing regulation for NIS2 and related national cybersecurity laws. Issued
by the Minister responsible for the Prime Minister’s Office, The Decree sets out rules for the classification of
electronic information systems run by organisations that are subject to cybersecurity laws. Currently these laws
are L/2013 for governmental organizations and XX111/2023 for non-governmental organisations that are in scope
for NIS2. MK 7/2024 also stipulates detailed technical measures that the organisation must implement for the
protection of their electronic information systems classified into any of the three classes. Measures are based
on NIST 800-53 rev5.

SZTFH Decree 7/2024 regulates the requirements for, and registration of cybersecurity auditors. Auditors are
a small yet significant segment of the cybersecurity job market. Requirements include minimum expert staff.

2.2.3 Market

The Hungarian cybersecurity market is expected to experience significant growth over the coming years. It is
forecasted to expand at a compound annual growth rate (CAGR) of approximately 6.5% between 2023 and 2028.
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This growth is driven by increasing cybersecurity threats such as ransomware and distributed denial-of-service
(DDoS) attacks. Hungary's reliance on digital infrastructure and the rising number of cyber threats, particularly
targeting sectors like retail, finance, manufacturing, and government, have propelled this market's expansion.
(Mordor Intelligence)

The Hungarian cybersecurity market is composed of a mix of both large international players and smaller local
providers, leading to a moderately competitive landscape. Large multinational companies like Cisco, Microsoft,
IBM, and Oracle have a significant presence, often collaborating with Hungarian businesses and the government
to provide comprehensive cybersecurity solutions. These companies typically offer a broad range of services,
including network security, cloud protection, and advanced threat detection.

However, the market also features several local players have carved out niches by providing specialized services
such as penetration testing, incident response, and security audits. Many of these domestic companies tend to
be smaller, focusing on more tailored or industry-specific solutions, particularly in areas like data recovery or
privileged access management.

2.2.4 Society

In 2024, Hungary's population is 9,584,627, with a slight majority of women, who make up 52% (4,961,000) of
the population, while men represent 48% (4,623,000). The age distribution is reflected in a population pyramid
(Figure 3), which illustrates this gender balance across various age groups.

Population number of Hungary by sex and age, 1 January
years
Yook

125 100 100 125
thousand parsans thousang persons.

Figure 3: Population pyramid in Hungary, 2024 (Source: KSH)

In terms of educational attainment, by 2023, a significant portion of the population had achieved different levels
of education. Around 91,690 people had completed the 8th grade, while 58,526 passed vocational exams, and
70,004 successfully passed their high school graduation exams. Additionally, 64,031 individuals obtained higher
education degrees, either at the bachelor's or master's level.

When looking at education distribution by gender, 12.2% of men completed only primary education, 87.8%
achieved secondary education, and 24.9% held higher education degrees. For women, 13.1% finished only
primary education, 86.9% completed secondary education, and 34.7% had obtained higher education
qualifications. This data suggests that women in Hungary tend to attain higher levels of education than men.

Indicator, All individuals EU average (% of EU Hungary average (% of Hungary

(aged 16-74) individuals) ranking individuals) ranking
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Internet use 90.27 17th 90.63 16th
At least basic digital skills 55.56 17th 58.89 15th
Above basic digital skills 27.32 16th 28.13 14th

E-Government users (last

75.01 22nd 82.39 23rd
12 months)

Table 2: DESI 2024 index for digital skills in Hungary

Hungary shows a mixed performance in digital skills and internet use compared to the EU average. With 90.63%
of individuals using the internet, Hungary slightly surpasses the EU average of 90.27%, ranking 16th among EU
Member States. In terms of digital skills, 58.89% of Hungarians have at least basic digital skills, placing the
country 15th, above the EU average of 55.56%. Additionally, 28.13% of the population possesses above basic
digital skills, securing Hungary the 14th position, again exceeding the EU average of 27.32%. However, in e-
government usage, Hungary lags behind, with 82.39% of individuals engaging in e-government activities, ranking
23rd, slightly below the EU average of 75.01%.

| Hungary | EU
rank | score score
DESI 2022 | 22 | 438 | s23

Digital Economy and Society Index (DESI) 2022 ranking

m 1 Human capital m 2 Connectivity 3 Integration of digital technology m 4 Digital public services

FI DK NL SE IE MT ES LU EE AT 51 FR DE LT EU PT BE Lv IT CZ CY HR|HU|SK PL EL BG RO

Figure 4 Digital Economy and Society Index (DESI) in Hungary, 2022

Hungary ranks 22nd among the 27 EU Member States in the 2022 Digital Economy and Society Index (DESI). In
recent years, its progress has been consistent with the EU average. In terms of human capital, Hungary stands
at 23rd place with a score of 38, compared to the EU average of 46.
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DESI 2022 - relative performance by dimension

Countrywith
highest score

Countrywith
lowest score

DESI 1Human 2 Connectivity 3 Integration of 4 Digital public
capital digital sErvices
technology
B Hungary s

Figure 5 Digital Economy and Society Index (DESI) by dimension in Hungary, 2022

Hungary lags behind in human capital, with only 49% of the population having basic digital skills, and ICT
specialists are underrepresented in the workforce. While Hungary excels in broadband connectivity, leading in
gigabit broadband adoption, its businesses are slow to adopt digital technologies like Al, cloud and big data. In
digital public services, e-government use has increased, but service quality, especially for cross-border needs,
remains low. Hungary's National Digitalization Strategy aims to surpass the EU average by mid-decade and rank
among the top 10 in digitalization by 2030.

2.2.5 Technology

Hungary allocates significant funds to research and development across various scientific fields. The largest
investments are directed towards electrical, electronic, and computer engineering (150 billion HUF), the
pharmaceutical industry (145 billion HUF), and computer science (132 billion HUF). These fields represent some
of the most rapidly growing sectors in Hungary (Figure 6).
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Computer Science I | 32
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Mechanical Engineering IS S S S 3
Medical Sciences GGG [ (
Physical sciences - 43
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Other engineering sciences I 39
Social sciences mE— 38
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Biological sciences mm— 25
Medical-technical sciences n— 23
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Figure 6 R&D expenditure across different scientific fields in Hungary 2023 (billion HUF) (Source: KSH)

Hungary’s ICT sector, and more broadly the digital economy, plays a critical role in driving domestic economic
growth. The digital transformation is reshaping the internal processes and operations of various sectors, pushing
many businesses to enhance their digital capabilities and form dedicated organizational units. As a result, the
digital economy has expanded significantly, transcending traditional ICT boundaries.

According to Szazadvég, research and development (R&D) activities, especially in ICT services, have seen
significant growth, with R&D spending in the ICT services sector rising to 11.3% of the economy-wide R&D by
2021 before slightly decreasing to 10.8% in 2022. This highlights a focus on technological development and
innovation within the sector. There is a continuous growth of both ICT manufacturing (6.2% annually) and
services (6.4% annually) from 2001-2023. (Szazadvég, 2024)

In terms of economic impact, the ICT sector directly contributed HUF 3.78 thousand billion in 2022, with an
additional HUF 6.32 thousand billion from spill over effects, meaning the total contribution of the digital
economy was HUF 10.1 thousand billion, or 18% of Hungary's total GVA. Additionally, employment in the ICT
sector has grown, with 256,000 people employed in 2023, up from 170,000 in 2009, making up nearly 20% of
the Hungarian workforce when including indirect jobs.

2.3 Literature

5 articles were reviewed and after reviewing them, 4 was included in the analysis. Additionally, we included
information from relevant websites, such as the official ENISA and NICCS websites.

2.3.1 Roles

There is a significant shortage of skilled cybersecurity professionals globally, which increases risks for
organizations and adds pressure to the existing workforce. This shortage results in poor execution of critical
tasks and leaves organizations more vulnerable to cyber-attacks. The growing demand for cybersecurity
expertise requires more effective training programs. However, current training often excludes individuals
without basic IT knowledge, further limiting the talent pool. To address this, specialized training should be
developed for both technical and non-technical professionals, particularly those in the public sector, to improve
overall cyber defence capabilities. (Debreceniné Deak, 2023)

In response to growing cyber threats, the security of national electronic data assets and critical information
systems is a top priority, as outlined in Act L of 2013 on the Electronic Information Security of State and Local
Government Bodies. The law assigns specific tasks to both the head of an organization and the person
responsible for the security of electronic information systems (Information Security Officer in Hungarian:
Informacidbiztonsagért Felel§s Személy (IBF)).

The tasks of the IBF:

Ensuring compliance with legislation
Regulation/Consultation

Awareness raising

Risk management

Security incident management

Control/Audit

Information/Reporting (management, stakeholders)
Contact

WX NOU R WNR

Other tasks and related skills, knowledge, competences
10. Other general skills
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However, while the act defines the responsibilities of the security officer, it does not specify the knowledge,
skills, or competencies required to fulfil these tasks. (Legard, 2022)

International frameworks

The European Cybersecurity Skills Framework (ECSF) is a crucial tool for defining and assessing the skills,
competencies, and knowledge required for cybersecurity roles in Europe. It categorizes cybersecurity-related
roles into 12 profiles and provides detailed insights into their associated responsibilities and necessary skills. The
ECSF helps create a common understanding between cybersecurity professionals and the organizations that hire
them, making it easier to design effective training programs and bridge the growing skills gap in the field.

The ECSF plays an important role in Hungary's cybersecurity landscape as well, given the increasing importance
of addressing the talent gap and improving cybersecurity education and workforce development. This
framework is integral to supporting Hungary's cybersecurity goals by ensuring professionals are equipped with
the right skills to safeguard national electronic data and critical information systems. (ENISA, n.d)

In Hungary, 23% of respondents has heard about the European Cyber Security Skills Framework (ECSF), which is
slightly higher than the EU average (18%).

The ECSF roles:

e  Chief Information Security Officer (CISO)
e  Cyber Incident Responder

e  Cyber Legal, Policy & Compliance Officer
e Cyber Threat Intelligence Specialist

e  Cybersecurity Architect

e  Cybersecurity Auditor

e  Cybersecurity Educator

e Cybersecurity Implementer

e  Cybersecurity Researcher

e  Cybersecurity Risk Manager

e Digital Forensics Investigator

e  Penetration Tester

The National Initiative for Cybersecurity Education (NICE) Workforce Framework for Cybersecurity serves as a
key reference for describing and organizing cybersecurity work. It defines cybersecurity roles through task
statements and outlines the knowledge and skills needed for students, job seekers, and employees to develop
or demonstrate competencies and complete tasks. By offering a standardized, consistent terminology, the
framework improves communication around identifying, recruiting, developing, and retaining cybersecurity
talent. It can also be adapted by organizations or sectors to create tools or guidance for cybersecurity education,
training, and workforce development. (NICCS, 2024)

Key components include:

e Work Role Categories (7): High-level groupings of common cybersecurity functions.

e  Work Roles (52): Specific responsibilities or areas of accountability, distinct from job titles.

e TKS Statements (Task, Knowledge and Skill) (2,200+): Discrete building blocks outlining the tasks,
knowledge, and skills required to perform specific cybersecurity work.

e Competency Areas (11): Clusters of related knowledge and skill statements that indicate one's ability
to perform tasks within a specific cybersecurity domain.
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2.3.2 Skills

Act L of 2013 on the information security of state and municipal bodies (Ibtv.) and BM Decree 41/2015 (VII. 15)
on its implementation define a specific list of tasks for the person responsible for the security of the electronic
information system (in Hungarian: Informatikai Biztonsagi Felel6s személy IBF), but do not provide any
information on the knowledge, skills and competences required to perform these tasks. Légard in her study
entitled The role profile of the person responsible for the security of the electronic information system, using the
elements of the international frameworks identified in the previous study entitled The comparison of
international frameworks and identification of good practices to define the IBF role profile, Légard developed a
role profile for the person responsible for the security of the electronic information system, which defines the
knowledge, skills and competences required to perform the tasks set out in the legislation. (Légard, 2023)

In the following, the key skills identified in the study are categorised according to the scope of the project into
Cybersecurity (hard) skills, IT (profession related) skills, Organizational skills and Soft skills.

Cybersecurity (hard) skills:

e Review and improve security documents, reports, SLAs.

e Defining and implementing a maturity model for information security governance.

e Integrating cybersecurity solutions into the organizational infrastructure, evaluating solutions based on
their security and performance.

e  Monitoring technological challenges and developments in cybersecurity.

e Analysing and complying with laws, regulations and other legislation related to cybersecurity,
monitoring changes in legislation.

e Analysis and implementation of cybersecurity policies, certifications, standards, methodologies and
frameworks.

e Implementing cybersecurity recommendations and best practices.

e Developing, implementing, monitoring, and reviewing an Information Security Information Governance
Framework (IBIR) through direct management or outsourcing.

e Developing a cybersecurity plan.

e Developing cyber security exercises, including simulations using the wider cyberspace environment.

e  Use existing cyber security training resources.

e Implementing cybersecurity risk assessment frameworks, methodologies and guidelines, and ensuring
compliance with relevant regulations and standards.

e  Planning and managing risk-sharing opportunities.

e  Gathering, analysing, and contextualising information on cyber threats from multiple sources.

e  Managing and analysing log files.

e Applying auditing tools and techniques.

e Collecting, assessing, preserving, and protecting audit information.

e  Conduct audits in an integrated, impartial and independent manner.

e Analysing business processes, assessing and reviewing software or hardware security, performing
technical and organizational audits.

e  Breakdown and analysis of systems to identify weaknesses.

IT (profession-related) skills:

e Comprehensive understanding of business strategy, models, and products.

e Understanding business needs and legal requirements, developing or leading the development of
appropriate cybersecurity policies and procedures.

e Planning and managing cybersecurity resources.

e Designing, developing, and implementing learning programs to cover cybersecurity needs.
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Developing evaluation programs for awareness-raising, training, and education activities.
Anticipating cybersecurity threats, needs, and upcoming challenges.

Organizational skills:

Communicate, coordinate and collaborate with internal and external stakeholders.

Developing cybersecurity strategy, policy, and IT Security Policy and managing its implementation.
Developing or leading the development of cybersecurity policies and procedures to meet business
needs and legal requirements.

Motivating and encouraging staff.

Assessing and improving the cybersecurity situation in the organisation.

Empower managers and other stakeholders to provide information on risks to manage and mitigate
risks.

Analysis and strengthening of the organisation's quality management system practices.

Soft skills:

Communicate, explain, and adapt legal and other regulatory requirements and business needs related
to cybersecurity to ensure security objectives are met.

Communicate, present, and report to relevant stakeholders.

Formulating new ideas and putting theory into practice.

Working under pressure.

Collaborating with other teams and colleagues.

Influencing the cybersecurity culture of the organisation.

Identifying cybersecurity awareness, training, and education needs.

Identifying and solving cybersecurity problems.

Motivating and encouraging staff.

2.4 Labour market reports and databases

Two labour market studies present salaries in cybersecurity fields, which help to highlight which cybersecurity

jobs are the highest paying. In addition, we used data from the Hungarian Central Statistical Office.

2.4.1 Roles

According to the Hungarian Central Statistical Office here are currently 7144 people working under the FEOR
number for information security professionals. According to FEOR'08, the number of full-time employees in the
occupation 2159 Other database and network analyst, operator in 2022 was 7144 (5432 males and 1712
females).

These are the typical jobs roles under this FEOR number:

Information Security Officer

Data Security Engineer

Data Protection and Security Officer

Security Analyst, Data Processing and Information Technology
Access Auditor, Data Processing and Information Technology
Information technology auditor
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Hungary EU
Chief Information Security Officer 28 30
Incident Response Handler 20 16
Emergency and Crisis Management Expert | 14 15
Legal Compliance Expert 11 14
Procurement Expert 7 10
Security Training Expert 6 17
Security Inspector Auditor 6 11

Table 3: Top roles in Hungary (Source: Eurobarometer survey, Ipsos European Public Affairs, 2024)

According to the Eurobarometer survey, in Hungary, the most prominent roles are:

e  Chief Information Security Officer (CISO) — Found in 28% of companies in Hungary, close to the EU
average of 30%. This suggests the CISO role is well-established in both Hungary and the EU.

e Incident Response Handler — 20% of Hungarian companies have this role, slightly higher than the EU
average of 16%. This indicates a strong focus on incident response in Hungary.

e Emergency and Crisis Management Expert — Present in 14% of companies in Hungary, similar to the EU
average of 15%, showing comparable attention to crisis management across the board.

Other roles, such as Legal Compliance Expert (11% vs. 14% in the EU), and Procurement Expert (7% vs. 10% in
the EU), are slightly less common in Hungary. However, there are significant gaps in roles like Security Training
Expert (6% in Hungary vs. 17% in the EU) and Security Inspector Auditor (6% in Hungary vs. 11% in the EU),
indicating a lower emphasis on these areas in Hungarian companies compared to the EU average. (lpsos
European Public Affairs, 2024).

Average gross monthly salaries across different cybersecurity professions

According to Hays Salary Guide 2024, in Hungary's cybersecurity sector, the highest-paid roles vary depending

on the level of experience, but certain trends stand out.

. . Medior Senior .
" Junior Engineer (0O- ) . Architect/Team
Position Engineer (3-5 Engineer (5+
3 years) Lead/Management
years) years)

Security Engineer 900 000 1250 000 1250 000 2 300 000
Cyber Security Consultant 900 000 1250 000 1250 000 2 300 000
SOC Analyst 850 000 1100 000 1100 000 1 600 000
Penetration Tester 1200 000 1500 000 1500 000 2 200 000
IAM Engineer 800 000 1100 000 1100 000 1 600 000
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Vulnerability Specialist 800 000 1200 000 1200000 1600 000

Table 4: Gross monthly salaries in HUF for full-time positions without bonuses and other benefits (Hays Hungary,
2024)

Among junior engineers (0-3 years of experience), the Penetration Tester position offers the highest average
gross monthly salary, with wages reaching 1,200,000 HUF. This is followed by Security Engineers and Cyber
Security Consultants, both of whom earn an average of 900,000 HUF.

At the medior level (3-5 years of experience), Penetration Testers continue to command the highest wages, with
an average of 1,500,000 HUF. Security Engineers and Cyber Security Consultants trail behind with an average
salary of 1,250,000 HUF.

For senior engineers (5+ years of experience), Penetration Testers maintain their lead, earning an average of
1,500,000 HUF. Security Engineers and Cyber Security Consultants again follow closely, each with 1,250,000 HUF.

At the management level or positions such as architects and team lead, Security Engineers and Cyber Security
Consultants earn the highest wages, with average salaries reaching 2,300,000 HUF. Penetration Testers are not
far behind, earning 2,200,000 HUF on average.

Depending on seniority level, Penetration Tester, Security Engineer and Cybersecurity Consultant positions offer
the highest average gross monthly salaries, indicating the highest demand. In comparison, roles like SOC
Analysts, IAM Engineers, and Vulnerability Specialists typically offer lower wages across all experience levels,
indicating a slightly lower demand or specialization in these particular areas. (Hays Hungary, 2024)

Total annual revenue by different cybersecurity fields

Total annual Total annual Number of
Domain revenue 2022 revenue 2020 Deviation %

Median Median EEPEEES
Risk and control Data analysis 28 000 000 Ft n/a 1 n/a
Secure software development 23 200 000 Ft n/a 2 n/a
SOC operations / incident management 19 200 000 Ft 14 620 000 Ft 5 31%
o 18 500 000 Ft n/a 2 n/a
Research and development 17280000 Ft | 10770000 Ft 5 60%
Enterprise / Security Architect 16 826 436 Ft 16 610 000 Ft 10 1%
Risk Management 16290000 Ft | 18400 000 Ft 7 11%
Security Management 16000000 Ft | 11625000 Ft 25 38%
ciso 15123400 Ft | 15000 000 Ft 25 1%
Consulting 14700000 Ft | 12155000 Ft 18 21%
Internal IT Audit / Compliance / GRC 14 400 000 Ft 11 870 000 Ft a4 21%
External IT audit 14400000 Ft | 10040 000 Ft 17 43%
Project Management 13 650 000 Ft n/a 8 n/a
Training / Awareness 12800000 Ft | 11780000 Ft 2 9%
Management (CEO) 12000000 Ft | 12 000 000 Ft 1 0%
Security Operations / Administration 11 750 000 Ft 9580 000 Ft 8 23%
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Business continuity management 9500 000 Ft 12 900 000 Ft 1 -26%

Ethical hacking / intrusion detection

9 000 000 Ft n/a 3 n/a

Table 5: Total annual revenue by different cybersecurity fields (ISACA Hungary, 2023)

The data highlights the highest-paying roles in Hungary's cybersecurity sector in 2022. Based on the median of
the total annual income of respondents, the lower represented fields of work are in the lead, and it is also clear
that some fields are expected to have a high income growth between 2020 and 2022, such as R&D (60%) or
external IT audit (43%).

The highest-paying roles in Hungary’s cybersecurity sector in 2022 were Risk and Control Data Analysis with 28
million HUF, followed by Secure Software Development at 23.2 million HUF, and SOC Operations/Incident
Management, which increased by 31% to 19.2 million HUF. The CIO role also earned a high salary of 18.5 million
HUF, while Research and Development saw a significant 60% increase, reaching 17.28 million HUF.

Other well-paying positions included Enterprise/Security Architect at 16.83 million HUF, Security Management
(up 38%) at 16 million HUF, and CISO roles, which remained steady at 15.12 million HUF. Lower-paying but
notable roles included Consulting at 14.7 million HUF and Internal IT Audit/Compliance/GRC at 14.4 million HUF.

The top earners were Risk and Control Data Analysis, Secure Software Development, and SOC
Operations/Incident Management. (ISACA Budapest Chapter, 2023)

Total annual income by qualification

The most popular professional certifications in order are CISA (Certified Information Systems Auditor), CISM
(Certified Information Security Manager), ISO 27001LA7 (Lead Auditor certification), CRISC (Certified in Risk and
Information Systems Control), CEH (Certified Ethical Hacker), CISSP (Certified Information Systems Security
Professional) and CDPSE (Certified Data Privacy Solutions Engineer), however the proportion of respondents
with no certification at all has decreased minimally from 13 to 12% by 2022. Some of the certifications in the list
also attract higher salaries, with CRISC, CEH, CISSP and CDPSE holders targeting a median annual income of
around £20 million. The average number of qualifications held by respondents is 1.73. When examining whether
the number of qualifications determines the level of pay, the data suggest that, there is a small increase in total
annual earnings for respondents with at least one qualification, but not a significant increase, nor is the trend
unbroken, as, for example, respondents with more than four qualifications do not earn more than those with
one to four qualifications.

The most financially valued qualifications are CISA and CISM, as median earnings growth is above 30% for both.
The situation is somewhat nuanced by the fact that we also see a median income increase of 38% for colleagues
without a certification. Among the non-ISACA certified, the CEH and ISO 27001 families show a median income
increase of 21%. (ISACA Budapest Chapter, 2023)

2.4.2 Skills

Across all Member States, Hungary had the highest share of companies responding they did not try to hire staff
with the right skills in cybersecurity, which is a considerably higher proportion than the EU average. 2% of
companies reported they found it slightly difficult to hire staff with the right skills, while 2% did not found it
difficult at all.

In Hungary, companies prioritize specific cybersecurity skills that reflect their needs for both technical expertise
and compliance with security standards. According to the Eurobarometer Cyberskills survey the top skills
identified as most important in Hungarian companies are as shown in Table 6.

27



¢ — nungary & CYbErHUbS

Cybersecurity Skills Needs Analysis repor

% of companies selecting a skill to the question “Which of the following

Skills cyber security skills are most important in your company?”

Analyse, assess and review software

. 28 21
security
Develo securit and rivac

. p y p % 26 17
requirements
Identify and solve cyber security related
. 24 20
issues
Carry out working-life practices of the

20 25

data protection and privacy issues

Implement cyber  security risk
management and ensure compliance 17 19
with regulations and standards

Table 6: Top cybersecurity skills in Hungary (Ipsos European Public Affairs, 2024)

Analysing, assessing, and reviewing software security is the most critical skill for companies in Hungary, with
nearly a third of businesses highlighting the importance of regularly evaluating software security. Developing
security and privacy requirements is a high priority in Hungary. Businesses emphasize the need for clearly
defined standards to ensure both security and privacy concerns are addressed from the outset. The ability to
identify and solve cybersecurity-related issues problems is highly valued by Hungarian businesses. Although
slightly lower on the list, carrying out working-life practices for data protection and privacy issues remain
important for Hungarian companies. While the emphasis on this skill is slightly less than the EU average, it still
plays a significant role in Hungary, too. Implementing cybersecurity risk management and ensure compliance
with regulations and standards recognized as essential, though not as heavily emphasized as technical skills like
software security assessments. Hungarian companies view risk management as a necessary skill to maintain
long-term security but give more weight to direct cybersecurity tasks.

Both Hungary and the EU place significant emphasis on software security assessments, cybersecurity issue
resolution, and developing security and privacy frameworks. Hungarian companies focus more on software
security assessments and developing security requirements, suggesting a more technical and preventive
approach. In contrast, the broader EU gives slightly more attention to data protection practices and regulatory
compliance, indicating a stronger emphasis on adhering to legal frameworks.

Overall, while the top cybersecurity priorities are similar, Hungary tends to lean more towards technical skills
and preparedness, whereas the EU places a stronger emphasis on data protection and regulatory management.

In the last 12 months, 80% of the Hungarian companies have not provided employees with any training or
awareness raising about cybersecurity, which is lower than the EU average (74%). Across all EU countries, ‘No
training was needed’ is the most-mentioned reason for not providing any training or awareness raising about
cyber security. While in the EU, 68% selected this respond, this proportion was 85% in Hungary, which was the
second highest in the EU, right after Romania (86%).

Not knowing what kind of training is relevant (8%), the cost of training (6%), not knowing where to find relevant
training (5%).
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2.5 Conclusions

The global shortage of cybersecurity professionals has become a critical challenge, increasing the risk exposure
of organizations worldwide. The demand for cybersecurity expertise is growing rapidly, yet many organizations,
especially in Hungary, struggle to find qualified professionals to fill key roles. National laws, such as Act L of 2013
on the Electronic Information Security of State and Local Government Bodies, emphasize the importance of roles
like Information Security Officers. However, a major gap exists in defining the specific skills and competencies
needed for these roles, leaving organizations vulnerable.

International frameworks such as the European Cybersecurity Skills Framework (ECSF) and the NICE Workforce
Framework provide comprehensive guidance on the roles and responsibilities essential to the cybersecurity
field. In Hungary, the most in-demand roles include Chief Information Security Officers (CISOs), found in 28% of
companies, and Incident Response Handlers, present in 20% of organizations, both reflecting the urgent need
for leadership in cybersecurity and quick responses to breaches. Other prominent roles include Emergency and
Crisis Management Experts, Legal Compliance Experts, and Security Analysts, all critical for ensuring
organizations not only prevent but also adequately respond to incidents.

Interestingly, roles such as Penetration Testers, who identify and exploit vulnerabilities, and Cybersecurity Risk
Managers, who oversee organizational risk mitigation strategies, are also highly sought after, given the
increasing complexity of cyber threats. However, certain roles, like Security Training Experts and Security
Auditors, remain less prevalent in Hungary compared to the EU average, indicating potential areas for future
growth in demand as organizations recognize the need for continuous training and regulatory compliance.

Ultimately, the cybersecurity landscape in Hungary—and globally—places a premium on technical and
leadership roles, such as CISOs, Penetration Testers, and Incident Responders, reflecting the need for both
strategic oversight and hands-on technical expertise. Addressing these gaps through targeted training programs
based on international frameworks will be crucial for building a resilient cybersecurity workforce capable of
safeguarding critical information systems.
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3 Questionnaire

3.1 Data collection

In the data collection phase of this study, we leveraged a Hungarian survey conducted by the National University
of Public Service (NKE), which ran concurrently with the CyberHubs survey. Recognizing the potential for a higher
number of responses from the Hungarian audience, we strategically integrated parts of the CyberHubs
questionnaire into the NKE survey. This approach allowed us to enrich the dataset with a broader range of
responses, ensuring more comprehensive insights into the cybersecurity landscape in Hungary while maintaining
alighment with the objectives of the CyberHubs survey. The data collection period took place from the 13t of
May 2 to 27™ of May 2024. The questionnaire was promoted in various channels by IVSZ and NKE, such as
newsletter, social media posts on Facebook and LinkedIn channels and in relevant groups, direct mails and
contacting personally relevant contacts.

3.2 Results

278 responses were collected in the Hungarian questionnaire and 6 in the central CyberHubs questionnaire. The
data presents the distribution of respondents in various industries (Figure 7). The Information and
communication; media sector is the largest, with 29 individuals, followed by Public administration and defence
(21). Other significant sectors in the sample include Production (15), Finance and insurance (14), and Energy
(13). Education and Administrative and support services each account for 10 respondents, indicating their
importance. At the lower end, industries such as Agriculture, forestry and fishing and Real estate have no
representation, while sectors like Accommodation and catering, Mining,

Information and communication; media S O
Public administration and defence = ————————
Not listed S ————————— |7
Production m—sss————— 15
Finance and insurance m——— |/
Energy m—— 3
Other service activities e —————— 12
Education m——— 10
Administrative and support services m————— 10
Professional, scientific and technical activities m— X O
Health and social work m— 6
Wholesale and retail trade m=m 3
Water supply; sewerage, waste management... s 3
Chemical industry —mmmm 3
Transport and storage; postal and courier... mm 2
Mining mm 2
Accommodation and catering mm 2
Construction m 1
Arts, entertainment and recreation m 1
Not yet working ' 0
Real estate 0
Agriculture, forestry and fishing | 0

0 5 10 15 20 25 30 35

B Number of respondents
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Figure 7: Distribution of respondents across different industries (n=173)

and Transport show minimal engagement. This suggests a concentration of cybersecurity personnel in
technology, public service, and finance, with less emphasis on sectors like agriculture and real estate.

The chart (Figure 8) shows the distribution of respondents based on their experience and role in the
cybersecurity field. The largest group comprises experienced experts (38 respondents), who have at least five
years of experience but are not involved in decision-making processes. This is followed by decision preparers (22
respondents) and experts with 2-5 years of experience (17 respondents). There are also 12 decision makers,
while beginners in the field account for 6 respondents. Additionally, 7 respondents are still learning the
profession with no work experience. This distribution highlights that most respondents are seasoned
professionals, with a significant portion involved in decision-making or preparation. The average number of
years respondents have been involved in information security and/or cybersecurity is 11,3 years.

| am an experienced expert, but not a decision

. IEt

maker or decision preparer, with at least 5...

I am a decision preparer || EGTGTcTczcNNGNIN5E ::

| am an expert (medior) with 2-5 years of

I 7

experience

I am a decision maker | ENENENGGENE 12

Still learning the profession, no work .
experience
| am a beginner (junior), but already working in

the field

N -

0 5 10 15 20 25 30 35 40

B Number of respondents

Figure 8: Distribution based on their experience and role (n=102)

The data reflects (Figure 9) the organizational size of respondents' workplaces. The majority, 62 respondents,
work in large organizations with over 250 employees. 16 respondents are employed in medium-sized
organizations with fewer than 250 people, while 13 respondents are from micro organizations with fewer than
10 employees. No respondents are currently unemployed or not yet working. This indicates that a significant
portion of cybersecurity personnel are employed in larger organizations, with fewer working in smaller or micro-
sized companies.
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= Micro: less than 10 people
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m Large: over 250 people

= Not yet working

Figure 9: Organizational sizes of the respondents (n=91)

3.2.1 Cybersecurity roles

The distribution of professionals across various ECSF roles reveals significant variation in workforce
concentration. The most common role is that of Chief Information Security Officer (CISO), with 47 individuals
holding this position. Roles related to governance and oversight, such as Cyber Legal, Policy and Compliance
Officer, and Cybersecurity Educator, also have a substantial presence, with 33 and 30 individuals respectively.
On the other end of the spectrum, specialized technical roles like Digital Forensics Investigator and Penetration
Tester are less populated, with only 4 and 9 professionals respectively. This distribution highlights a stronger
focus on strategic and governance roles within the cybersecurity field, while highly specialized technical
positions are less common.

Chief Information Security Officer (CISO) S /] /
Cyber Legal, Policy and Compliance Officer ~mu—— ———————————————————— 3 3
Cybersecurity Educator m— —s—s—s———————— 3
Cybersecurity Risk Manager m—-————————— )3
Cyber Incident Responder ma————————— 26
Cybersecurity Auditor T ————— 3
Cybersecurity Implementer —— ——————— ??
Cybersecurity Architect m— —————— ?(
Cyber Threat Intelligence Specialist  E— 11
Cybersecurity Researcher —m—— 10
Penetration Tester m— O
Digital Forensics Investigator mmm 4

0 5 10 15 20 25 30 35 40 45 50

®m Number of people working or planning to work in the role

Figure 10: Number of people working or planning to work in the cybersecurity roles (n=263)

In addition to the specific cybersecurity roles listed in the previous analysis, respondents identified several other
positions within their organizations that require cybersecurity competencies. These roles encompass a wide
range of functions, underscoring the interdisciplinary nature of cybersecurity demands across various
departments. The roles mentioned include Data Protection and Data Security Experts, Data Protection Officers
(DPOs), Security Managers, Al Cybersecurity Specialists, ASPICE Coaches, Security Software Developers, IT
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Directors, IT Specialists, IT Security Officers in Development Laboratories, IT Security Consultants, Cyber
Investigators, and Product Cybersecurity Officers. This diversity of roles illustrates the expanding need for
cybersecurity skills beyond traditional cybersecurity positions, reflecting the growing integration of
cybersecurity into broader organizational functions.

In response to the question regarding additional relevant information on cybersecurity roles and demand within
organizations, a gap was highlighted in the current European Cybersecurity Skills Framework (ECSF).
Respondents noted the absence of a preventive cybersecurity role focused on secure coding, which is essential
for all software developers, engineers, and testers. The importance of training these professionals in application
security and secure coding practices is highlighted, as it would shift the focus from reacting to cybersecurity
incidents to proactively preventing vulnerabilities. The lack of such a horizontal role suggests that organizational
leaders may have a false sense of security, believing they are compliant with the framework without addressing
the foundational security issues at the code level. Without embedding security into the development process,
organizations remain vulnerable to hacker attacks, regardless of other cybersecurity measures in place.

3.2.2 Skills for cybersecurity professionals

Given the small sample size of this assessment, the findings cannot be generalized across the broader
cybersecurity industry. Instead, they should be viewed as supplementary insights that complement the more
extensive data collected through the Hungarian survey. This additional data offers a nuanced perspective but
should be interpreted with caution when drawing broader conclusions.

Need for cybersecurity skills

Cloud Security

Operational Technology (OT) Security I I I I |
Access Controls/ Identity Management I
DevSecOps I I |

Supply Chain Security I ————— ! [ —

Threat Analysis I —————— \ | | | —

Information Systems & Network Security/... HE— | | | I
Incident Management m———— | | | !
Communications Security IE—— | I —

Al Security I I

Physical Device Security —nmmm—— | | | —

Operating Systems (OS) Security n— | | [
Intelligence Analysis  —— I

Digital Forensics  mmmmm—m— | | ]

Data Security & Cryptography | I

Data Privacy | I —

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%100%

m Lot of need m Substantial need Some need No need m Not relevant

Figure 11: Need for cybersecurity skills (n=6)

The chart presents an assessment of the organizational need for various cybersecurity competencies across
different categories. The data indicates that certain areas such as Cloud Security, Operational Technology (OT)
Security, Access Controls/Identity Management and DevSecOps have higher demand, with the highest number
of respondents indicating a "Lot of need" or "Substantial need" for these skills. Information Systems & Network
Security/ Cyber Resiliency and Al Security also show notable demand. Conversely, areas like Digital Forensics
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and Physical Device Security are less frequently identified as high-need areas, with several respondents
considering them "Not relevant" or indicating "No need" for these competencies.

Need for IT skills

Technology Fluency

Software Development & Computer...
Testing and Evaluation
IT Assessment

Enterprise Architecture & Infrastructure...
Database Administration
Data, Asset and Inventory Management
Operating Systems
Network Management
Data Analysis
System Administration & Integration

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m Lot of need m Substantial need Some need mNoneed mNotrelevant

Figure 12: Need for IT skills (n=6)

For most skills, such as System Administration & Integration, Data Analysis, and Network Management, the
demand is moderate, with a blend of "Some need" and "No need" responses. Interestingly, roles like Database
Administration and Testing and Evaluation have a higher incidence of "No need," suggesting that these areas
might be less prioritized or covered by existing staff in some organizations. On the other hand, Technology
Fluency and Enterprise Architecture & Infrastructure Design show a notable presence of "Substantial need”
indicating their critical importance in certain organizational contexts.

Need for organisation related skills

Organisational Awareness
Education and Training Delivery &...

Supply Chain Management

Strategic Relationship Management

Strategic Planning

Risk Management

Project Management

Knowledge Management

Business Acumen

Process Control

Policy Development
Law, Policy, and Ethics
Business Continuity

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

W Lot of need m Substantial need Some need ®No need ™ Notrelevant

Figure 13: Need for organisational skills (n=6)
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Notably, "Business Continuity" is seen as having a moderate need, with four respondents indicating "Some need"
and only one indicating "No need." Similarly, "Policy Development" and "Law, Policy, and Ethics" show a
balanced distribution between "Some need" and "No need," suggesting these areas are important but not
universally critical. "Education and Training Delivery & Development" and "Organisational Awareness" stand out,
with a mix of "Lot of need" and "Substantial need," indicating their perceived importance in the development
and awareness of cybersecurity personnel.

Transversal skills

Communicating
Collaborate in teams
Willingness to learn
Act responsibly
Analytical thinking
Leadership

Deal with uncertainty
Problem solving
Ethical behaviour
Act independently
Creative thinking
Planning and organising

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
m Lot of need m Substantial need Some need No need m Not relevant

Figure 14: Need for transversal skills (n=6)

The data from the survey provides insights into the perceived need for various soft or transversal skills within
cybersecurity roles. "Communicating" emerges as a critical skill, with four respondents marking it as a
"Substantial need" and none deeming it irrelevant. Similarly, "Analytical thinking" and "Collaborate in teams"
also show a high demand, with three respondents indicating a substantial need for these skills. "Willingness to
learn" stands out with two respondents indicating a "Lot of need," highlighting the importance of adaptability
and continuous learning in cybersecurity roles. Other skills such as "Problem solving," "Leadership," and "Deal
with uncertainty" are also considered important, with mixed responses across categories, indicating varying
degrees of relevance depending on the organization's specific needs.

Certificates (e.g. for participation in... I
Formal certification relevant for the role IS
Formal professional education relevant for... I
Bachelor/ master degree relevant for the role NN
I
I

Formal professional education in any field

Bachelor/ master degree in any field

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%100%

Hm Very important B Important Some importance  ® Not relevant

Figure 15: Importance of qualifications when hiring people in cybersecurity roles (n=6)
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The data highlights how various educational backgrounds and certifications are valued in cybersecurity roles
within the organization. Formal certification relevant to the role and certificates for course participation are
considered highly important, with one respondent marking them as "very important" and four considering them
"important." Formal professional education relevant to the role is also emphasized, with two respondents
deeming it "very important." On the other hand, a bachelor’s or master’s degree in any field and general
professional education are seen with less importance, as most respondents rate them as having "some
importance" or being "not relevant." This indicates a clear preference for role-specific certifications and
education over more general qualifications in cybersecurity roles.

3.2.3 Training of cybersecurity professionals
Need for cybersecurity trainings

All respondents indicated a clear and unanimous need for training of personnel in cybersecurity roles. This
underscores the critical importance of ongoing education and skill development in the field of cybersecurity. The
reasons for this need are largely driven by technological changes, business process updates, client demands, and
organizational infrastructure shifts.

The most common reason cited is that new technological developments require new skills, with five occurrences.
Client requests for specific skills and new business processes both appear three times. Additionally,
infrastructure changes, such as switching to cloud or open-source solutions, are mentioned twice. This shows
that evolving technologies and processes are the primary drivers for upskilling in cybersecurity roles.

Most responses indicate that there is no backlog in providing cybersecurity training. However, one organization
highlighted that training is too expensive, which has led to a backlog in their training initiatives. This suggests
that while demand for training exists, cost constraints may hinder progress in some cases.

Figure 16: Importance of training strategies for personnel in cybersecurity roles

External training

In-company training by external provider
In-company training by own staff

Upskill own ICT personnel

On the job coaching and training

Hire people and train them

Hire people with already the right skills

Reskill own non-ICT personnel
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%100%

m Very important B Important Some importance  ® Not relevant

The data outlines the most valued strategies are in-company training by external providers and external training,
with three respondents rating them as "very important." Upskilling existing ICT personnel also holds significant
importance, with two respondents marking it as "very important." Meanwhile, strategies such as hiring people
with the right skills and on-the-job coaching are generally viewed as "important." On the other hand, reskilling
non-ICT personnel is considered less relevant, with three respondents deeming it "not relevant." This suggests
that external expertise and upskilling internal ICT staff are prioritized in cybersecurity training approaches.
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Figure 17: Rating of Hungary’s cyber defence capabilities on a scale 1 to 5 (n=272)

The data shows how respondents rate Hungary's cyber defence capabilities on a scale of 1 to 5, where 1
represents the lowest rating and 5 the highest. The majority, 120 respondents, gave a rating of 3, indicating a
moderate or average perception of Hungary's cyber defence. 60 respondents rated it as 2, suggesting room for
improvement, while 76 respondents rated it as 4, reflecting a more positive assessment. Only 11 respondents
gave the lowest rating of 1, and 5 respondents rated it as 5, indicating strong confidence in Hungary's cyber
defence. Overall, the data suggests that while there is a fair level of satisfaction, many believe there is potential
for growth and enhancement.

In the questionnaire when asked to name the three most important cybersecurity trends and strategic
challenges for Hungary in the near future, many responses highlighted skills and education shortages as critical
issues. The cybersecurity skills gap is a pressing concern, with both public and private sectors facing a "shortage
of experts" and an "IT security workforce shortage." This shortage is compounded by the underfunding of the
education system, resulting in "too many digital illiterates or those with poor digital skills in the new generation."
Addressing these gaps requires a long-term commitment to education and continuous training, as well as efforts
to "raise awareness" and ensure properly trained cybersecurity professionals are available to meet the growing
demand. The rapid rise of Al technologies further deepens the issue, with "few skilled professionals" equipped
to defend against increasingly sophisticated Al-driven cyber threats.

3.3 Conclusions

The analysis of the data provides valuable insights into the current state and challenges of Hungary's
cybersecurity landscape, particularly concerning workforce distribution, organizational needs, and skill gaps. The
findings underscore the significant presence of cybersecurity personnel in sectors like information technology,
public administration, and finance, with a notable focus on strategic and governance roles such as Chief
Information Security Officers (CISO) and compliance officers. However, there is a clear shortage in specialized
technical roles, such as penetration testers and digital forensics investigators, highlighting a potential
vulnerability in areas requiring advanced technical expertise.

Additionally, the survey reveals a widespread recognition of the need for enhanced cybersecurity skills across
various domains, particularly in emerging areas like cloud security, operational technology (OT) security, and Al
security. Transversal skills, such as communication, analytical thinking, and a willingness to learn, are also seen
as crucial for cybersecurity professionals, reflecting the growing complexity and interdisciplinary nature of the
field.
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Training and continuous education are unanimously acknowledged as critical, driven by the rapid evolution of
technologies, client demands, and organizational infrastructure changes. While many organizations successfully
provide the necessary training, some face financial barriers that hinder their ability to upskill their workforce.

The cybersecurity skills shortage, exacerbated by the underfunding of the education system, is identified as one
of the most pressing strategic challenges for Hungary. To address this, a long-term commitment to education,
training, and raising awareness is essential. Furthermore, with the rise of Al technologies, the need for skilled
professionals capable of countering sophisticated cyber threats is becoming more urgent.

Overall, while Hungary's cyber defence capabilities are viewed as moderate by most respondents, there is clear
room for improvement. Strengthening cybersecurity education, addressing the skills gap, and prioritizing
technical expertise in specialized roles will be crucial for enhancing the nation's cybersecurity posture in the near
future.
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4 Job vacancy analysis

The job scraping methodology is a structured approach designed to gather and analyse data on cybersecurity
job vacancies across selected European countries, including Belgium, Estonia, Slovenia, Hungary, Greece,
Lithuania, and Spain.

The process begins with a clear demarcation, where the scope is defined by focusing on specific industries,
regions, job roles, and keywords in multiple languages, ensuring alignment with the ENISA European
Cybersecurity Skills Framework (ECSF). Data is collected through scraping job postings from various national and
international job boards, both automatically and manually, to ensure comprehensive coverage. The job
descriptions are then "skillified" to translate them into relevant skills that are easy to recognize and analyse.

The gathered data is updated monthly and integrated into a data pipeline for analysis. In the analysis phase,
natural language processing algorithms are used to extract skills from job postings, which are then visualized in
a custom dashboard. This systematic process allows for the identification of trends, patterns, and critical needs
in the cybersecurity job market, providing valuable insights into the current state of the cybersecurity workforce
and helping to address skills gaps.

4.1 Data collection

In Hungary, the following job boards were selected for the analysis:

e  https://www.cvonline.hu/

e  https://www.jobline.hu/

e  https://www.profession.hu

e  https://www.randstad.hu

e  https://www.kellyservices.hu/en
e https://workania.hu

4.2 Results

Based on the table provided in the image, a total of 192 job vacancies were found matching the ECSF profiles.

The geographical distribution of cybersecurity job vacancies in Hungary varies significantly across the country.
Budapest, as the capital, dominates the market with 146 jobs, while Veszprém follows with 13 and Fejér with 8.
Hajdu-Bihar offers 6 jobs, while Pest has 3 jobs available. Bacs-Kiskun provides 2 jobs, and several other counties,
including Borsod-Abauj-Zemplén, Baranya, and Somogy, each offer 1 job. This distribution highlights a
concentration of job opportunities in Budapest, with progressively fewer opportunities in other regions.
Furthermore, with 80 job vacancies offering remote work, it is evident that nearly one-third (31%) of the job
offers are shifting towards the home office trend in Hungary.
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Distribution of job vacancy locations
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Figure 18: Regional distribution of job vacancies in cyber security roles

4.2.1 Roles
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Cyber Incident Responder N 30
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Cybersecurity Auditor Wl 10
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Cybersecurity Educator 1 2
IT Security Manager | 1
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Figure 19 Frequency of the ECSF roles appearing in job vacancies

The chart (Figure 19) showcases the frequency of various roles within the European Cyber Security Framework.

The table highlights key job roles in Hungary's cybersecurity sector as identified through job scraping and
matched with the ENISA European Cybersecurity Skills Framework (ESCF). The roles with the highest frequency
are Cybersecurity Implementer (96 instances), Cybersecurity Architect (36 instances), and Cyber Incident
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Responder (30 instances). Other notable roles include Penetration Tester, Cyber Legal Policy & Compliance
Officer, and Chief Information Security Officer (CISO), each appearing 15 times. On the lower end of the
spectrum, roles like IT Security Manager, Cybersecurity Educator, and Digital Forensics Investigator are much
less common, with frequencies ranging from 1 to 3 instances.

Top 5 roles and skill demands

Cybersecurity : | .
ECSF role Job count Kill IT skills Transversal skills
skills S

Cybersecurity
96 543 393 130 310
Implementer

Cybersecurity
Architect

36 235 81 39 119

Cyber Incident
30 170 90 30 87
Responder

Chief Information
Security  Officer 15 86 57 71 67
(CISO)

Cyber Legal,
Policy &
Compliance
Officer

15 93 50 28 46

Table 7 Top 5 ECSF roles and importance of the skill categories

Cybersecurity Implementer is the most common role, with 96 jobs, requiring a high level of cybersecurity skills
(543) and IT skills (393), alongside moderate demands in organizational (130) and transversal (310) skills.
Cybersecurity Architect, with 36 jobs, emphasizes cybersecurity (235) and transversal skills (119), but requires
fewer IT (81) and organizational (39) skills compared to implementers. Cyber Incident Responders (30 jobs) rely
heavily on cybersecurity skills (170) and IT skills (90) to manage incidents under pressure, complemented by
transversal skills (87). Chief Information Security Officers (CISOs) (15 jobs) balance a broader skill set, with a
focus on organizational skills (71) and transversal skills (67), reflecting the leadership and strategic nature of the
role. Cyber Legal, Policy & Compliance Officer (15 jobs) focuses on cybersecurity (93) and IT skills (50), but also
requires a strong understanding of legal compliance and organizational skills (28).

Table 8 highlights the top 5 skills for each of the top ECSF roles, showcasing a mix of cybersecurity, IT,
organizational, and transversal skills essential to different positions.

For the Cybersecurity Implementer, the most crucial skills include Problem Solving (Transversal) and Incident
Management (Cybersecurity), along with Communicating (Transversal), System Administration and Integration
(IT), and Project Management (Organizational).

The Cybersecurity Architect focuses more on Enterprise Architecture and Infrastructure Design (IT), Access
Controls (Cybersecurity), and Cloud Security (Cybersecurity), with Project Management (Organizational) and
Communicating (Transversal) rounding out the top skills.

For the Cyber Incident Responder, Incident Management (Cybersecurity) and Threat Analysis (Cybersecurity)
take the lead, complemented by Data Analysis (IT), Problem Solving (Transversal), and Communicating
(Transversal).

The Chief Information Security Officer (CISO) role highlights Incident Management (Cybersecurity), Risk
Management (Organizational), Leading Others (Transversal), and Strategic Planning (Organizational), reflecting
a balance of leadership and strategic skills.
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Finally, for the Cyber Legal, Policy & Compliance Officer, top skills include Data Privacy (Cybersecurity), Risk

Management (Organizational), and Communicating (Transversal), with Project Management (Organizational)

and Incident Management (Cybersecurity) also being key.

Cybersecurity

Implementer

Cybersecurity
Architect

Enterprise

Cyber Incident

Responder

Information
Officer

Chief
Security
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k Infrastructure Management
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Design

Incident . . .
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3 | Communicating Cloud Security Threat Analysis L Communicating
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o Project i . . )
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anagemen

and Integration & with problems

Project L L . . Data Incident
5 Communicating Communicating Strategic Planning .

Management Analysis Management

Skill categories

Cybersecurity skills IT (professional) skills Organizational skills Transversal skills

colouring

Table 8 top 5 skills for each of the top 5 ECSF roles

4.2.2 Skills

The top skills across all ECSF job titles emphasize a mix of IT professional, cybersecurity and soft skills. Data
Analysis leads with 102 appearances, followed by Communication Skills at 96. Problem Solving is also highly
valued, appearing 95 times, while Incident Management is crucial for cybersecurity roles with 82 appearances.
Additionally, Project Management plays a significant role, showing up 79 times across various job titles.

Figure 20 Top skills across all ECSF roles
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= Number of times a skill appears across all or a specific ECSF job title

Cybersecurity (hard) skills
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In the field of cybersecurity, essential hard skills include proficiency in network management, knowledge of
software development, expertise in database design and administration, understanding of system architecture,
data analysis capabilities, familiarity with computer systems, and skills in testing and evaluation.

In the CyberHubs Job vacancy analysis, Cybersecurity skills is the most prominent, comprising 12,030 jobs (37%
of all jobs). The key areas include Incident Management (7% of cybersecurity skills), Threat Analysis (5% of
cybersecurity skills), Access Controls (5% of cybersecurity skills), and Data Security/Cryptography (4% of
cybersecurity skills).

Transversal/ Soft skills

Soft skills, also known as transversal skills, play a crucial role in today’s professional landscape. Among these,
problem-solving stands out as the most sought-after skill. It's remarkable that a single skill holds such
prominence. Additionally, effective communication, proactive approaches, leadership, and efficient time
management are equally important.

Transversal skills are present in 8,154 jobs (25% of all jobs), with Communication and Problem Solving being
vital, each representing 11% of transversal skills, while Teamwork (7% of transversal skills), Leadership (6% of
transversal skills) and Analytical thinking/Processing information (6% of transversal skills) also play important
roles.

IT (profession related) skills

Inthe IT field, crucial skills include data analysis, system administration and integration, database administration,
IT assessment, operating systems, software development, and computer languages.

IT-related skills cover 8,112 jobs (25% of all jobs), with Data Analysis, System Administration (10% of IT skills),
Network Management (7% of IT skills), System Administration and Integration (7% of IT skills), and Operating
Skills (7% of IT skills) being the most critical.

Organisational skills

When it comes to organizational skills, the most commonly required competencies include project management,
strategic planning, process control, risk management, policy development, and strategic relationship
management.

Lastly, Organisational skills make up 4,092 jobs (13% of all jobs), with Project Management (20% of
organisational skills) and Strategic Planning (8% of organisational skills) leading the way. Policy Development
(6% of organisational skills) and Process Control (6% of organisational skills) are also important roles.

4.3 Conclusions

The distribution of ECSF profiles indicates a high demand for technical, hands-on roles such as Cybersecurity
Implementer, Cybersecurity Architect, and Cyber Incident Responder, reflecting the growing need for specialized
cybersecurity expertise across Hungary. However, roles like IT Security Manager and Digital Forensics
Investigator appear less frequently, suggesting a potential gap in more managerial and investigative functions
within the cybersecurity landscape.

Regionally, the job market is heavily concentrated in Budapest, with limited opportunities in other counties,
although remote work is becoming a significant trend, accounting for nearly one-third of available positions. This
shift towards home office flexibility aligns with broader global trends in workforce mobility.

In terms of skill requirements, top skills for ECSF roles highlights the critical combination of cybersecurity, IT,
organizational, and transversal skills essential to various positions. Problem Solving and Incident Management
are key for technical roles like the Cybersecurity Implementer and Cyber Incident Responder, while roles like the
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Cybersecurity Architect and Chief Information Security Officer (CISO) emphasize Enterprise Architecture, Risk
Management, and Strategic Planning. Across all roles, soft skills such as Communicating and Project
Management remain highly valued, with Data Analysis, Communication, and Problem Solving being the most
frequently mentioned skills. This underscores the importance of a well-rounded skill set combining technical
expertise with leadership and organizational abilities in the cybersecurity field.
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5 Desk research (supply)

5.1 Data collection

To gain an overview, the current supply in Hungary was mapped by searching for relevant educational programs.
Data was extracted from website of educational institutions and publicly available online information. The
dataset includes 16 programs, which was categorized by type of programme (EQF4/5-EQF8), type of institution
(private or public) and kind of recognition (certificate, diploma or degree).

The dataset comprises:
e  Public Institutions: 14 programs
e  Private Institutions: 2 programs

e EQF Levels: Ranging from EQF4/5 to EQF8
e  Types of Qualifications: Certificate, Diplomas and Degrees

5.2 Results

# learners

. # possible
) . Type of | Type of Kind of complete
Title learning programme e " learners (p.
programme institution recognition programme (p. )
ear
year) v
EQF4/5 (post
CyberCamp secondary/ tertiary | Private Certificate 0,00 20,00
VET)
Data security and privacy lawyer EQF6 (bachelor) Public Diploma 53,00 80,00
ICT security specialist EQF6 (bachelor) Private Diploma NA 30,00
Electronic information security . .
EQF6 (bachelor) Public Diploma 38,00 50,00
manager
EU data protection advisor EQF6 (bachelor) Public Diploma 0,00 40,00
Information security engineer EQF6 (bachelor) Public Diploma 23,00 60,00
Cyber security incident management
4 . ¥ & EQF6 (bachelor) Public Diploma 22,00 150,00
engineer
Cybersecurity lawyer EQF6 (bachelor) Public Diploma NA 25,00
Cybersecurity engineering EQF6 (bachelor) Public Degree NA 50,00
Cybersecurity EQF7 (master) Public Degree 54,00 85,00
International Cybersecurity Studies EQF7 (master) Public Degree NA 20,00
Cybersecurity engineering EQF7 (master) Public Degree NA 65,00
Modern technologies and .
. EQF7 (master) Public Degree NA 20,00
cybersecurity law
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Defence electronics, information | EQF8 (post-master, .
L Public Degree 2,00 5,00
technology and communications doctorate)
Defence Informatics and | EQF8 (post-master, .
. Public Degree 1,00 5,00
Communication Theory doctorate)
EQF8 (post-master,
Cybersecurity studies ar8 (p Public Degree 2,00 5,00
doctorate)

Table 9 Learning programmes overview

The table outlines various cybersecurity educational programs in Hungary, categorized by type, institution,
recognition, and capacity. Programs range from EQF level 4/5 offering certificate to EQF level 8 post-master and
doctoral degrees. Public institutions offer the majority of programs, offering diplomas and degrees.

Postgraduate training programs currently available for cybersecurity fields are Data security and privacy lawyer,
ICT security specialist, Electronic information security manager, Information security engineer, EU data

protection advisor, which last started in 2020 and Cybersecurity lawyer, which first starts in 2024.

CyberCamp (EQF4/5)

Cyber security incident management engineer...

Data security and privacy lawyer (EQF6)
Information security engineer (EQF6)
Cybersecurity engineering (EQF6)

Electronic information security manager (EQF6)
EU data protection advisor (EQF6)

ICT security specialist (EQF6)

Cybersecurity lawyer (EQF6)

Cybersecurity (EQF7)

Cybersecurity engineering (EQF7)

Modern technologies and cybersecurity law (EQF7)
International Cybersecurity Studies (EQF7)
Cybersecurity studies (EQF8)

Defence Informatics and Communication Theory...

Defence electronics, information technology and...

W Possible learners (p. year)

0

150

_2_2

80
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m— 20

m— 20
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Figure 21 Number of possible learners and learners complete programme per year

New programs launching in 2024 include Cybersecurity Lawyer, Cybersecurity Engineering, International

Cybersecurity Studies, and Modern Technologies and Cybersecurity Law. Notably, a Cybersecurity Engineering

program began in 2023.
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6 Expert panel

6.1 Data collection

Expert panels are a frequently used method to gain qualitative data on cybersecurity and labour market trends,
cybersecurity education and their future developments. This qualitative approach is particularly valuable for
exploring complex issues, as it facilitates dynamic discussions and allows for the exchange of diverse
perspectives. By bringing together experts, the focus group can generate rich data, identify trends, and provide
a deeper understanding of the subject matter.

An in person expert panel was organised to collect insights and also to build network. The date of the Hungarian
expert panel meeting was the 24" of June with persons participating. The aim was to have a diverse participant
group with different types of representatives from different fields and sectors, thus, a mix of experts from the
occupational field, from the education and training field were selected.

In total, 9 experts participated in the expert group meeting coming from various backgrounds. The expert panel
group consisted of the following experts:

e 3 representatives from companies

e 1 representative of a cybersecurity provider company
e 1 representative of an employment agency

e 4representatives of the biggest Hungarian universities

Role Type of organisation

IT Security Leader Large ICT company

CISO Large ICT company

Head of Department, IT Security Support
Large company
Competence Centre.

CEO Cybersecurity provider company
Sales and Customer Relations Director Employment agency

Associate Professor University

Associate Professor University

Associate Professor University

PhD student University

Table 10 Expert panel participants overview

The expert panel was held offline in Hungarian. The meeting began with an introduction and presentation of the
project, which was followed by the guided discussion based on the expert panel guidelines. The discussion took
2 hours.

The discussion followed the expert panel guideline and focused on the three main topics given:

e Demand for cybersecurity roles
e Skills for cybersecurity roles
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e Need for training and education

6.2 Results

6.2.1 Cybersecurity roles

In terms of demand, participants said they have seen a decline in the number of open positions in recent years.
They have seen stagnation over the last six months, with companies looking to retain staff and redistribute tasks
within the organisation rather than increase staff numbers. It was noted, however, that this trend is not
cybersecurity specific but is a general trend in the labour market at present due to various factors such as the
economic situation, and that this general trend has also been mirrored in the cybersecurity field. It was also
stressed that this downturn is expected to be temporary.

“There is now a much higher available pool of students, they have better skills, employers are now more
selective, there are fewer opportunities for students.”

There is a demand for cybersecurity roles, but it is difficult to be generalized because it is influenced by several
factors, including the industry, or the size and maturity level of the organization. In smaller organizations,
cybersecurity roles are often combined, while larger companies tend to demand more specialized positions.

“Every role listed here is important, everything has its place on the job market.”

“In an SME, the different cybersecurity roles are not so distinct, but rather the tendency is to have someone in a
security role responsible for several cybersecurity areas at once, while in large companies a significant number
of these roles appear as separate jobs. “

The demand for these roles depends on the level of cybersecurity maturity of the organisations. Where
cybersecurity is an important part of the business and where there is active investment and innovation in this
area, the demand for cybersecurity professionals will increase. Mature organizations with advanced
cybersecurity frameworks may need more specialized roles. In contrast, less mature organizations may focus on
foundational roles.

“The competencies and roles that are most needed depend largely on how advanced the company is in cyber
security”.

“The most sought-after roles may vary by industry.”

The experts also discussed the need for awareness-raising on the topic, saying that cybersecurity is not attractive
enough, that SMEs are not interested enough, and that little attention is paid to prevention. In cybersecurity
awareness-raising, efforts should be made to present as many concrete examples as possible and to emphasise
the business and economic impact and benefits.

“For SMEs to be interested in this, a new generation needs to be educated who already understand that it is
part of everyday business operations.”

“They will invest in cybersecurity if it is cheaper to invest than not to invest.”

“You have to show the economic impact of cyber security.”

6.2.2 Skills for cybersecurity professionals

There was a consensus on Al skills being important for cybersecurity in the short and long term. Experts
emphasized the importance of understanding how to use Al effectively in cybersecurity roles, highlighting that
software developers now need to validate Al-generated code rather than writing it themselves, and they pointed
out the need to prepare for scenarios where Al might make poor decisions or be exploited by criminals.
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“What's causing the most confusion at the moment is Al. | think you have to know how to use it and what to
use it for, and if it tells you something, you have to evaluate it. | see this as a problem to be solved in the short
term and a major challenge in the long term.”

Among the soft skills, the importance of communication skills and people skills were highlighted, and their
importance will increase in the long term. However, it was mentioned that communication skills will be not only
important in the field of cybersecurity, but in other jobs as well.

“Communication and, more generally, the ability to understand people will become even more important in the

future.”

“By communication skills, | mean not only communicating effectively with team members, but, for example,
being able to convey, to explain why cybersecurity is important, why it needs to be addressed, being able to tell
the story.”

They stressed the importance of the ability to learn. There is a greater demand from companies for university
graduates than for graduates of short cycle trainings. One of the main reasons for this is that university graduates
have more advanced learning skills.

Horizontal thinking and strategic thinking were mentioned as important skills. It was mentioned that it would be
important for more people within an organisation to understand why cybersecurity is important and to
understand the economic return on investment.

“Cybersecurity is not a cost-cutting thing directly, initially, it is an investment, which is cost-increasing. It is
therefore important that not only managers, but also engineers, for example, better understand the economic
return on investment of cybersecurity.”

The university representative stressed that from the training side it is important not to teach specific technology,
but skills, as technology can change.

“For example: it is not ChatGpt3.0 that needs to be taught, but artificial intelligence in general. It is not about
teaching a programming language, but about training good programmers. “

6.2.3 Training of cybersecurity professionals

Experts highlighted that in the long term, it is important that not only those in specific cybersecurity roles have
cybersecurity knowledge, but that everyone has the basics. To do this, cybersecurity should be introduced as a
core subject in public education and then spread to higher and adult education.

“We need to break out of the outdated cycle that cybersecurity should only be understood by cyber
professionals and that all people should learn the basics of cybersecurity.”

“Public education should already teach students to recognise and manage the risks they face.”

Higher education: it should be possible to teach cybersecurity in general, but in this case, you need to show the
specifications that you can go beyond

As there is no cybersecurity training in public education, there is no supply from secondary schools, the current
supply is from universities. The first organized training everywhere is the master's degree in this field, and there
they build on existing skills. Experts from universities have mentioned that this is also a difficulty because it
means that the fundamental knowledge has to be provided by higher education, because students have not
encountered cybersecurity before, e.g. in high school. There are also regional differences in Hungary: in rural
areas, for example, there are no dual partners for IT specialists, and there is no training for cybersecurity
technicians.

“Most of the applicants for the master’s programme are over 35 years old, so in their case it is more of a
retraining. There is a big potential in this, as they are people with skills already. “
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Another interviewee shed light on this from a different perspective.

“...although those coming from retraining have experience and skills, they are considered junior in the market,
which means that their salary drops, which often creates dilemma.”

Interviewees agreed that there is a greater demand for university graduates than for short cycle graduates. They
also stressed the importance of practical training: they believe that cooperation between market and
educational actors should be encouraged to provide more practical training.

The challenges in this regard were also discussed: what is in demand on the market today can be on the supply
side in 3 years, because that is how long it takes for students to graduate. Therefore, forecasting is very
important. The challenge for universities is to fundamentally change education and changing the trainings in
universities is a long procedure.

6.3 Conclusions

In summary, the demand for cybersecurity professionals has faced a temporary decline, influenced by broader
economic factors and labour market trends. Companies have shifted towards redistributing tasks and retaining
current staff rather than expanding their workforce, which reflects a general labor market stagnation. However,
this downturn is anticipated to be temporary. The demand for cybersecurity professionals varies depending on
factors such as industry, organizational size, and cybersecurity maturity. In smaller companies, cybersecurity
roles are often combined, while larger organizations tend to have more specialized positions.

While there is a growing pool of skilled students entering the field, employers are becoming more selective,
resulting in fewer opportunities for new graduates. Additionally, the importance of Al skills is growing rapidly,
and there is a need for professionals to understand how to effectively use and manage Al in cybersecurity. Soft
skills, particularly communication and people skills, are also becoming increasingly crucial, as professionals need
to articulate the value and importance of cybersecurity within organizations.

Education and training remain key components in addressing the future demand for cybersecurity professionals.
There is a consensus that cybersecurity knowledge should be integrated into public education to build a stronger
foundation for future professionals. Furthermore, universities and training institutions need to emphasize
practical skills and foster closer collaboration with industry to meet evolving market demands. Despite the
challenges, the field remains promising, with strong future potential as organizations increasingly recognize the
importance of cybersecurity.
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7 Conclusions

7.1 Cybersecurity roles

The top cybersecurity roles identified across various sources highlight the diversity of skills and responsibilities
required in the field. According to the Eurobarometer survey, the Chief Information Security Officer (CISO) is a
key leadership role responsible for overseeing cybersecurity strategy and incident management. Other critical
roles include the Incident Response Handler, Emergency and Crisis Management Expert, and Security Training
Expert, reflecting the strategic and operational demands in cybersecurity.

In the Hays Hungary Salary Guide Report, positions such as Penetration Tester, Security Engineer, and
Cybersecurity Consultant are highlighted as the top roles with the highest average salaries, indicating their high
demand in Hungary. These roles require advanced technical skills, and their compensation reflects the critical
nature of their work.

According to ISACA Hungary, the top earners in the field include those specializing in Risk and Control Data
Analysis, Secure Software Development, and SOC Operations/Incident Management. These roles are essential
for managing security operations and ensuring the integrity of software and data.

A Job Vacancy Study also emphasizes the demand for Cybersecurity Implementers, the most common role,
requiring a high level of cybersecurity and IT skills. Other significant positions include Cybersecurity Architects,
who are responsible for designing security infrastructures, and Cyber Incident Responders, who manage security
incidents under pressure. The study also highlights the importance of roles like Cyber Legal, Policy, and
Compliance Officers, who ensure organizations meet legal and regulatory requirements, and the CISO, who
balances leadership with technical expertise.

These sources reflect the broad range of roles in the cybersecurity field, from high-level strategic positions to
technical and operational roles, all of which are crucial to maintaining a secure digital environment.

7.2 Skills for cybersecurity professionals

In conclusion, the evolving cybersecurity landscape in Hungary places significant emphasis on a blend of
technical and soft skills. According to the Eurobarometer survey, businesses in Hungary prioritize software
security assessments, developing clear security and privacy requirements, and problem-solving for cybersecurity
issues. While risk management and regulatory compliance are recognized as essential, companies tend to focus
more on hands-on technical skills like software security evaluations.

The survey questionnaire further highlights the rising importance of emerging fields such as cloud security,
operational technology (OT) security, and Al security, as well as the need for transversal skills like
communication, analytical thinking, and adaptability, emphasizing the interdisciplinary nature of modern
cybersecurity roles.

The job vacancy study reflects a demand for diverse skill sets, particularly in roles like the Cybersecurity
Implementer, Cybersecurity Architect, Cyber Incident Responder, and Chief Information Security Officer (CISO).
Each role demands a unique combination of cybersecurity, IT, organizational, and transversal skills, with Data
Analysis, Communication, and Problem-Solving ranking among the most frequently required competencies.
Incident Management and Project Management are also critical across many roles, reinforcing the need for both
technical expertise and leadership abilities to meet the growing cybersecurity challenges.
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7.3 Education and training of cybersecurity professionals

Education and training remain key components in addressing the future demand for cybersecurity professionals.
There is a consensus that cybersecurity knowledge should be integrated into public education to build a stronger
foundation for future professionals. Furthermore, universities and training institutions need to emphasize
practical skills and foster closer collaboration with industry to meet evolving market demands. Despite the
challenges, the field remains promising, with strong future potential as organizations increasingly recognize the
importance of cybersecurity.
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