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1 Executive Summary

Introduction

As cybersecurity gains exceptional attention worldwide, Lithuania must ensure the development of well-prepared
cybersecurity professionals capable of addressing modern challenges. The analysis conducted highlighted the key issues
faced in this field. On one hand, the evident shortage of professionals poses a significant risk to organizations' ability to
protect themselves against constantly evolving cyber threats. On the other hand, many companies and organizations
prefer broader-profile specialists with skills that encompass several roles defined by ENISA. This demand indicates that
professional training should focus not only on providing deep technical knowledge but also on fostering practical and
versatile skills that enable specialists to adapt to the complex requirements of the job market.

Objective

The purpose of this document is to develop a comprehensive strategy for the development of cybersecurity skills and
competencies in Lithuania, addressing both current and future market needs. This strategy aims not only to identify the
observed gaps in cybersecurity specialist training and skills development but also to propose measures to ensure the
preparation of highly competent professionals and their continued professional growth.

Additionally, this document seeks to define specific actions (initiatives) necessary to achieve the objectives outlined in
the strategy, as well as to clearly establish key performance indicators to monitor and evaluate progress. It also aims to
foster close collaboration between the academic community, business sector, and public institutions, thereby
strengthening the cybersecurity ecosystem and ensuring sustainable development in this field in Lithuania.

Approach

In developing the strategy, key EU documents such as the EU Cybersecurity Strategy, the NIS2 Directive, and Lithuania's
National Cybersecurity Strategy were considered. These documents provided the foundation for identifying existing
regulatory requirements, strategic priorities, and key directions necessary for creating an effective national system for
cybersecurity skills development. Additionally, the information collected during the preparation of the D2.1 Cybersecurity
Skills Mismatches Report Lithuania was analysed, highlighting the main challenges and gaps in cybersecurity training and
the discrepancies between market needs and the current supply of competencies. This analysis served as a basis for
identifying not only deficiencies but also opportunities to enhance specialist training, including the adoption of new
learning methodologies, fostering closer collaboration with international organizations, and applying best practices
tailored to the Lithuanian context. Furthermore, the strategy considered the latest EU and international standards to
ensure alignment with global cybersecurity challenges and trends.

Results

The purpose of the developed strategy is to identify the existing gaps in the skills of Lithuania's cybersecurity
professionals, considering industry needs and future projections. The analysis revealed that the most in-demand roles in
the market are Chief Information Security Officer (CISO), security managers, and incident management specialists,
highlighting a strong emphasis on practical and operational capabilities. It was also noted that professionals are expected
to be versatile, fulfilling an average of 3.1 ENISA-defined roles, reflecting employers' expectations for broader
competencies.

Cybersecurity professionals often require not only technical IT or ICT foundations but also non-technical competencies,
such as management and legal knowledge, communication and collaboration skills, and the ability to share information
effectively. Employers particularly value practical experience and professional certifications, often considering them



& CyberHubs

Cybersecurity skills strategy Lithuania

more important than formal university degrees. This underscores the need for continuous skill development through
hands-on experience.

Furthermore, the field of cybersecurity requires specialists capable of managing both technical and organizational aspects
in an integrated manner. Therefore, fostering close collaboration between educational institutions, businesses, and the
public sector is essential to develop training programs that focus on practical skills and enable professionals to adapt
effectively to the changing threat landscape. It is also strategically important to include ongoing professional
development opportunities, such as international certifications and training programs, to ensure a high level of
competence and global competitiveness.

Conclusions

After analysing the gaps in the training and skill development of cybersecurity professionals and identifying the key
challenges in strengthening cybersecurity, a strategy for developing cybersecurity skills and competencies has been
prepared. This strategy sets strategic objectives in three key areas:

e In the Field of Education and Training: Focusing on updating educational programs, enhancing practical skills,
and improving the qualifications of professionals to ensure they are prepared to address current and future
challenges.

e In the Field of Partnership and Collaboration: Aiming to foster closer cooperation between educational
institutions, businesses, and public sector organizations to create a more cohesive and effective cybersecurity
ecosystem.

e In the Field of Awareness Raising for Civil Society on Cybersecurity: Emphasizing the importance of increasing
public awareness about cybersecurity, promoting safe practices, and empowering society to recognize and
respond to cyber threats.

Additionally, specific measures have been outlined to enable the achievement of these objectives.
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2 Introduction

2.1 Cybersecurity in Lithuania

Lithuania has been recognized in various global indices for its strong position in cybersecurity. For example, the ITU Global
Cybersecurity Index 2020 ranked Lithuania sixth in the world, and the Foundation’s E-Government Academy
Cybersecurity Index 2021 ranked it second, highlighting its progress in this area. According to the NCSI, Lithuania ranks
second in global cybersecurity metrics. The NCSI evaluates countries based on several indicators, including legal,
technical, organizational, capacity building, and cooperation aspects (Juknevicitté & Murachov, 2024).

2.1.1 The importance of cybersecurity landscape

Understanding cybersecurity landscape is important for every country, as it refers to evolving threats, technologies, tools
and regulations for protecting data, networks and systems. Understanding the cybersecurity environment is essential for
developing effective strategies and policies, as it enables governments and organizations to address emerging issues,
prioritize resources, and increase a country's resilience to threats. In the case of Lithuania, its Cybersecurity Status Report
2023 (Ministry of National Defence of the Republic of Lithuania, 2023) highlights the importance of targeted strategies in
critical sectors, such as public administration and Internet service providers, which remain vulnerable to cyber threats
due to their role in maintaining essential infrastructure and services. Considering the global challenges, it is important to
emphasize that an effective cybersecurity policy requires a framework of up-to-date threat information and cross-
sectoral cooperation.

Cybersecurity situational awareness is primarily about identifying threats and prioritizing risks: knowing the cybersecurity
situation allows governments to focus on the most important threats and strengthen defences in high-risk sectors to
protect critical infrastructure (World Economic Forum, Global Cybersecurity Outlook 2023). According to ENISA,
recognizing the specific threat landscape is crucial for developing an effective response to ransomware, supply chain
attacks and other common threats (ENISA, Threat Landscape Report 2023). Equally important is building resilience and
preparedness: Lithuania is taking a responsible approach in these areas, focusing on strengthening technical defences
and raising organizational cybersecurity awareness. Another important aspect is the potential of new technologies. The
rapid development of technologies such as artificial intelligence and quantum computing introduces new risks that
require adaptive policies. The National Institute of Standards and Technology (NIST) emphasizes the importance of
aligning policy with technological advances to respond to evolving cyber risks (NIST, Cybersecurity Framework Update).
Lithuania has also recognized the dual role of artificial intelligence in both enhancing cybersecurity and potentially
enabling new types of attacks, emphasizing the need for continuous assessment. Finally, cybersecurity is a global issue
that requires cross-border cooperation. The ITU emphasizes that a common understanding of cybersecurity threats
facilitates such cooperation and helps countries respond to cross-border attacks, such as ransomware and state-
sponsored threats (ITU, Global Cybersecurity Index 2023). Lithuania's participation in international initiatives with EU and
NATO partners strengthens its defence by sharing knowledge and coordinating actions against common threats.

2.1.2 The relevance of cybersecurity for the country

In today's digital age, cybersecurity is of paramount importance, especially in the EU and Lithuania, as cyber threats
become more sophisticated and widespread. As societies and economies become more digitally interconnected, the
protection of data, infrastructure and services has become essential to maintain national security and public trust. For
Lithuania and the EU, cybersecurity is not only about protecting against external threats, but also about complying with
strict regulatory requirements, such as the EU NIS Directive 2, which requires enhanced security measures in critical
sectors to strengthen the resilience of member states (European Union, 2022). In Lithuania, cybersecurity challenges
have intensified due to geopolitical tensions and technological advancements. The Ministry of National Defence of the
Republic of Lithuania's Cybersecurity Report 2023 highlights the threat of high-value ransomware, DDoS, and supply
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chain attacks, emphasizing the need for close cooperation and defensive measures at the national and EU levels (Ministry
of National Defence of the Republic of Lithuania, 2023). Internationally, organizations such as the European Union Cyber
Security Agency (ENISA) are emphasizing the importance of threat awareness to guide policy making and improve
preparedness for dealing with cross-border incidents (ENISA, Threat Landscape Report 2023).

2.2 Global and regional trends in cybersecurity

Lithuania, like many other countries, is a regular target of cyberattacks, with both individuals and public bodies losing
hundreds or even millions of euros and large amounts of data. It is particularly noteworthy that the year 2022 was marked
by Russia’s invasion of Ukraine, which had a significant impact on the cyber landscape both in Ukraine and abroad. Of
course, one of the features of cybercrime is its “untraceability”, but Russia is dealing a serious blow to the cybersecurity
of Lithuania, Ukraine and the European Union. (Jukneviciité & Murachov, 2024).

2.2.1 Prevalent cyber threats

In 2023, cyber threats in Lithuania, as well as in the region, were caused by the Russian war in Ukraine, the malicious
activities by the cyber threat actors linked to Russia and China, and the rapid development and use of disruptive
technologies, such as Al and quantum technologies. According to the Ministry of National Defence of the Republic of
Lithuania (Ministry of National Defence of the Republic of Lithuania, 2023), the main threats in Lithuania in 2023 were
like those in Europe: ransomware attacks encrypting electronic data, distributed denial of service attacks, supply chain
attacks and social engineering attacks aimed at phishing for sensitive data. These threats reflect the complex and evolving
cybersecurity landscape in Lithuania, influenced by both internal and external risk factors.

1. Ransomware Attacks: These attacks involved encryption of electronic data, making it inaccessible until a ransom
was paid. Ransomware remained one of the most damaging cyber threats, disrupting organizations' operations and
threatening data integrity.

2. Distributed Denial of Service (DDoS) Attacks: DDoS attacks targeted critical infrastructure by overwhelming
networks with traffic, causing disruptions in service. This type of attack was frequently used to destabilize public services
and create significant operational challenges.

3. Supply Chain Attacks: Supply chain attacks exploited vulnerabilities within third-party vendors or suppliers to gain
unauthorized access to networks. These attacks aimed to disrupt services or compromise data by infiltrating trusted
systems.

4. Social Engineering and Phishing: Social engineering, particularly phishing, was a widespread threat. Malicious
actors increasingly used advanced techniques, often involving Al-generated messages, to deceive users into revealing
sensitive information.

2.2.2 Most vulnerable sectors

In 2023, the NCSC recorded 2,378 cyber security incidents. Compared to the previous year, the total number of recorded
incidents decreased by 30%, but there was a 12% increase in the number of incidents in the more dangerous, medium
category. The highest number of cyber incidents was recorded between July and September 2023. The sectors with the
highest number of incidents remain the same as in previous years. In 2023, the highest number of incidents occurred in
the hosting service providers’ infrastructure, a slightly lower number in the public administration sector, and on the third
place stands the infrastructure of internet service providers with connected endpoints of citizens. According to the NCSC,
the most damaging types and methods of cyber-attacks in 2023 were ransomware, distributed denial of service attacks
(DDoS), supply chain attacks and all types of social engineering attacks. (Ministry of National Defence of the Republic of
Lithuania, 2023).

1. Hosting Service Providers: This sector faced the highest number of incidents, highlighting its susceptibility to
targeted cyber-attacks. One of the primary reasons is that hosting providers manage large volumes of traffic and store
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sensitive data for diverse organizations and individuals, making them highly attractive to attackers. A single breach in
these systems can have a cascading effect, as it potentially exposes data from multiple clients. Additionally, the high data
flow and extensive digital footprint of hosting environments create numerous potential vulnerabilities for attackers to
exploit. Looking from a global perspective, Globally, hosting providers are also frequent targets for the same reason —
they handle sensitive information across business, government, and personal domains. A successful attack on a hosting
provider can grant attackers access to many interconnected systems, dramatically amplifying the impact of a single
intrusion.

2. Public Administration: This sector experienced slightly fewer incidents than hosting providers but remains a
significant target due to its role in managing government data and essential citizen services. Publicadministration handles
confidential information, including personal citizen data, government records, and national security assets, making it a
prime target for cyber-attacks aiming to compromise sensitive information or disrupt critical services (Ministry of National
Defence of the Republic of Lithuania, 2023). The are different reasons for vulnerability: government systems often face
challenges in updating legacy infrastructure promptly due to complex regulatory processes, which can leave them
exposed to potential exploits. Additionally, the sector’s critical nature makes it attractive to attackers focused on
espionage, cybercrime, or political disruption. However, the situation is similar in other countries as well. Governments
worldwide struggle with outdated systems and the need for coordinated cybersecurity measures. Cyber attackers often
focus on destabilizing government operations, accessing valuable data, or leveraging attacks for geopolitical influence,
particularly in regions facing heightened political tensions.

3. Internet Service Providers (ISPs). I1SPs, which connect citizen endpoints and support essential internet
infrastructure, were significantly impacted in Lithuania 2023. As the backbone of connectivity for individuals and
organizations, ISPs are crucial for secure data transfer and communication, making them one of the primary targets for
cyber-attacks (Ministry of National Defence of the Republic of Lithuania, 2023). Given their role in facilitating digital
communications, ISPs have direct access to users’ data and traffic, making security a top priority. ISPs are frequently
subjected to distributed denial of service (DDoS) attacks, which can disrupt services on a large scale, impacting individual
users and organizational networks alike. The close connection to end-users also leaves ISPs exposed to exploits in
customer-facing technologies, potentially affecting a broad range of users. Attacks on ISPs can have widespread impacts,
causing outages and compromising user privacy on a large scale. This makes ISPs highly attractive targets worldwide for
attackers aiming to create widespread disruption, whether in commercial or government-managed networks.

These sectors are prioritized for cyber defence measures due to their essential roles in Lithuania's infrastructure and their
susceptibility to high-impact threats like ransomware, distributed denial of service (DDoS), and supply chain attacks.
While the reasons for vulnerability in these sectors are similar globally, some aspects can vary due to local regulations,
technological infrastructure, and cybersecurity maturity. Countries with advanced cybersecurity frameworks, regular
training, and updated infrastructure may reduce risks more effectively, while others may experience heightened
vulnerability due to resource constraints or outdated systems.

2.3 Vision

Bringing together the efforts of academic and governmental institutions, industry, and society, the goal is to achieve
that the competency levels of cybersecurity professionals align with the demands of cybersecurity tasks and that they
are capable adapt to new challenges. Simultaneously, efforts will focus on strengthening societal resilience to cyber
threats.

10
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3 Current situation and strategic objectives

This section provides an overview of Lithuania's current cybersecurity landscape, highlighting the key actors, policies, and
challenges shaping its development. It examines the critical roles of national organizations, such as the Ministry of
National Defence, the National Cyber Security Centre (NCSC), and private sector contributors in strengthening cyber
resilience. The analysis emphasizes the integration of European Union directives, such as NIS2 and GDPR, into national
legislation to align with evolving security demands. Furthermore, it underscores the geopolitical and technological factors
influencing cybersecurity, including the rise in cyber incidents linked to regional tensions and advancements in Al and loT
technologies. This groundwork sets the stage for discussing industry needs, skill gaps, and strategic objectives necessary
to foster a robust cybersecurity ecosystem.

3.1 Key Actors in Cybersecurity Area

The Ministry of National Defence of the Republic of Lithuania is responsible for the formulation of the cyber security
policy as well as organization, control and coordination of its implementation. In this process also are involved:

e The Ministry of the Interior of the Republic of Lithuania,

e  The National Cyber Security Centre,

e The Communications Regulatory Authority of the Republic of Lithuania,

e  The State Data Protection Inspectorate,

e  The Police Department under the Ministry of the Interior of the Republic of Lithuania.

Their involvement is related to the extent to which the functions set out in the Law on Cyber Security of the Republic of
Lithuania require the establishment of legal regulation of the activities of public administration entities managing state
information resources, managers of critical information infrastructure, providers of public communications networks
and/or public electronic communications services, and providers of electronic information hosting services.

The Ministry of the Interior, the National Cyber Security Centre, the Communications Regulatory Authority, the State
Inspectorate for Data Protection and the Police Department must assure the implementation of the cyber security policy
in accordance with their competences.

The Cyber Defence Board of the Lithuanian Armed Forces (Ministry of National Defence of Lithuania, 2024) is
responsible for implementing strategic and operational level communication and information systems, ensuring their
interoperability with the communication and information systems of NATO, the National Defence System and other
institutions and organizations. It is also responsible for carrying out cyber operations and the management of the National
Defence System's fixed, redeployable and mobile communication and information systems and networks as well as cyber
defence.

To strengthen the cyber competences of its own and other organizations providing critical services in the country, the
National Cyber Security Centre (NCSC) under the Ministry of National Defence organises or coordinates the participation
of our country's specialists in cyber security training (Ministry of National Defence of Lithuania, 2024).

The Cybersecurity Council is a permanent collegial independent advisory institution that analyses the state of
cybersecurity in the Republic of Lithuania and provides cybersecurity policymaking and implementation authorities,
cybersecurity players, research and study institutions, and IT businesses with proposals for improving the state of
cybersecurity in Lithuania.

The National Coordination Centre (NKC), whose tasks in Lithuania are carried out by the National Cyber Security Centre
(NCSC), unites Lithuania's cybersecurity community and operates under Regulation (EU) 2021/887, adopted in May 2021,
aimed at strengthening the EU's leadership in cybersecurity. Lithuania's NKC is one of 27 national coordination centres in

11



& CyberHubs

Cybersecurity skills strategy Lithuania

the EU, contributing to the enhancement of the cybersecurity ecosystem alongside other organizations in Lithuania.
Together with the European Cybersecurity Competence Centre (ECCC), it seeks to consolidate and more effectively
coordinate investments in research, technology, and industrial development, supporting the implementation of the
centre's objectives.

The Regional Cyber Defence Centre (RCDC), which began operations in 2021, has become a successful platform for
practical collaboration with the United States in the field of defence. Working in partnership with the U.S., Ukraine,
Georgia, Poland, and other strategic Lithuanian partners in cybersecurity, the centre conducts cyber threat analysis,
organizes training for cybersecurity experts, and carries out international scientific research in the field of cybersecurity.

Lithuanian Cybercrime Centre of Excellence for Training, Research & Education (L3CE), as part of an international
network, conducts research and projects in the field of cybercrime investigation and offers training within its developed
and accumulated expertise. Its training-related activities include identifying the need for knowledge and skills in the field,
adapting and customizing training programs developed by other countries, creating and accrediting training programs,
and exchanging training curricula with other countries.

Other organizations operating in the field of cybersecurity include:

e NRD Cyber Security — A cybersecurity consulting, services, and technology company dedicated to creating a
secure digital environment for countries, governments, and organizations. It undertakes projects of varying
scales both in Lithuania and internationally. The company offers a wide range of independent and objective
information security audits and assessments, provides advisory services for IT managers, and implements
information security management systems based on the ISO 27001 security standard.

e  ESET Lithuania — Focuses on digital security education, taking a systematic approach to raising awareness,
fostering innovation, and leveraging advanced cybersecurity expertise as part of scientific research and
technological development.

e  ATEA - Provides information and cybersecurity management services, including training, auditing, and testing
in the field of cybersecurity.

e  Hermitage Solutions — A distributor of cybersecurity and innovative infrastructure solutions across the Baltic
States, offering IT security products and services tailored to enterprises and SMBs in various industries.

e  Blue Bridge — Offers multi-level security solutions, designs and develops security architectures, implements
solutions, and ensures their ongoing maintenance.

e DPS Solutions —Specializes in data protection and cybersecurity solutions, offering comprehensive services that
integrate personal data protection and cybersecurity measures with risk assessment across different industries.

3.2 EU and national legal regulations

Lithuania, like other European Union member states, aligns its cybersecurity regulations with European Union directives
and regulations. The main aim of Republic of Lithuania law on Cyber Security is to ensure the prevention, suppression
and investigation of cybercrime. On October 18, 2024, the updated Cybersecurity Law (hereinafter referred to as the
Cybersecurity Law) came into effect. The 2024 Cybersecurity Law incorporates key provisions from the NIS 2 Directive,
the Cybersecurity Act, and the Regulation establishing the European Cybersecurity Industrial, Technology, and Research
Competence Centre. This law requires organizations to:

e  Develop cybersecurity policy documents.

e  Periodically assess and manage cybersecurity risks.
e  Appoint individuals responsible for cybersecurity.
e  Ensure supply chain security.

e  Manage and report cybersecurity incidents.

The law also empowers the National Cyber Security Centre (NCSC) under the Ministry of National Defence to impose
penalties for non-compliance, including fines of up to €10 million or 2% of an organization’s global annual turnover. This

12
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legal framework aims to improve cybersecurity maturity and resilience across Lithuania, addressing both EU
requirements and the needs of local organizations (Republic of Lithuania Law on Cyber Security, 2024).

The NIS 2 Directive expands on the previous Network and Information Systems Directive by enhancing security
requirements, broadening the scope of covered entities, and increasing accountability through stricter penalties. Its
implementation in Lithuania aligns the country with EU-wide efforts to safeguard critical infrastructure and essential
services, such as energy, healthcare, and finance (Juknevicitté & Murachov, 2024).

The General Data Protection Regulation (GDPR) significantly influences Lithuania’s cybersecurity practices by mandating
stringent data protection measures, including data encryption, access control, and breach reporting. GDPR compliance
enhances security and accountability for organizations handling EU citizens' data, with non-compliance resulting in severe
penalties.

Lithuania’s National Cybersecurity Strategy complements EU directives by addressing the country’s specific needs. Its
primary goals include:

e  Strengthening the resilience of organizations to cyber threats.

e Promoting collaboration between the public and private sectors, as well as academic institutions.

e Enhancing cybersecurity awareness and skills through training and resources.

e  Supporting international cooperation with NATO, the EU, and other partners to share intelligence and
coordinate cyber defences.

These efforts collectively strengthen Lithuania's cybersecurity posture, ensuring it meets the challenges posed by
evolving cyber threats and geopolitical tensions. By integrating EU regulations with tailored national strategies, Lithuania
is building a robust and resilient cybersecurity ecosystem that balances security, innovation, and compliance
(Jukneviciaté & Murachov, 2024).

3.3 Industry/Country Needs

The Cybersecurity Skills Forecasting Model will be used to provide an annual update on the cybersecurity skills needs in
Lithuania. This model will enable the identification of cybersecurity roles and skills that are gaining importance and those
that are becoming less critical. This model operates by analysing quantitative data collected from job postings,
supplemented with other relevant data such as sectoral trends and market analyses. Additionally, qualitative insights
from experts help to further analyse and interpret the quantitative findings, uncovering subtle shifts in the market and
their underlying causes. This annual forecasting process will not only allow for a timely response to changes in the
cybersecurity landscape but also help prioritize the most relevant areas. For instance, if certain technologies, such as
artificial intelligence or cloud computing, start to dominate the cybersecurity field, the model will assist in predicting the
demand for skills associated with these technologies. As a result, this forecasting tool will ensure that priorities are
regularly reviewed and updated, aligning with the latest trends and dynamics in the market.

In recent years, Lithuania's cybersecurity environment has been most significantly influenced by geopolitical and
technological factors. Among the geopolitical factors, the most significant was the war in Ukraine. Lithuania's active
support for Ukraine prompted various cyberattacks from groups linked to Moscow. The number of these attacks
increased compared to previous years and became increasingly aggressive. In 2023, the attacks were primarily directed
at the public administration sector. Their main objectives are believed to have been espionage, preparation, and
attempts to carry out destructive attacks.

Technological advancements also had a substantial impact on the cybersecurity landscape. Particularly notable were
developments related to artificial intelligence (Al) and generative artificial intelligence (GAI) technologies, as well as their
accessibility to a wide range of users. Although, according to major cybersecurity organizations, no incidents exclusively
carried out by Al were recorded in 2023, either in Lithuania or globally, there has been an observable increase in the use
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of large language models (LLMs) to craft social engineering and disinformation messages in various languages. Previously,
language errors in these messages made it easier to detect fraud, but with the application of LLMs, this has become
significantly more challenging.

The National Cyber Security Centre recorded 2,378 cyber incidents in 2023. Compared to previous years, the total number
of registered incidents decreased by 30%, but the number of more dangerous medium-level incidents increased by 12%.

The highest number of cyber incidents was recorded from July to September, which is linked to the NATO Summit held
in Vilnius in July 2023. Additionally, more rapid cyber fraud attacks were detected with the help of the NCSC-developed
malicious link blocking tool, the DNS firewall. This free public DNS service includes additional protection against cyber
threats such as fake banking websites, fraudulent trading platforms, malware-distributing sites, and other malicious
websites verified by NCSC. On average, this firewall protects over 2,000 residents daily who fail to recognize scam
messages and attempt to access websites designed to steal money or sensitive data.

Most incidents occurred within internet hosting service infrastructure, which cybercriminals exploit to carry out attacks.
Criminals gain access to some services by breaching poorly protected systems of organizations or individuals or using
forged identities. As some Lithuanian hosting service providers allow payments in cryptocurrency, this payment method
creates additional opportunities for criminals to conceal their activities, significantly complicating their traceability or
making it impossible altogether.

The public administration sector ranked second in 2023 in terms of the number of recorded cyber incidents. This sector
is targeted by cybercriminals due to its sensitive information and its critical role in national governance. It is particularly
targeted by Advanced Persistent Threat (APT) groups engaging in espionage and attempting to disrupt activities related
to state administration.

The third most affected category continues to be the infrastructure of internet service providers, and the end-user devices
connected to it, such as computers, smart devices, webcams, personal networking equipment, and similar technologies.
These devices often become easy targets for cybercriminals due to inadequate security measures, such as outdated
software, missed updates, or improper configuration. Once compromised, they are used to carry out various
cyberattacks.

The most harmful incidents involved ransomware that encrypts electronic data and demands payment, Distributed
Denial of Service (DDoS) attacks, supply chain attacks, and social engineering-based scams.

In the first nine months of 2024, the NCSC reported nearly three times more phishing incidents compared to the same
period in the previous year.

On October 18, an updated Cybersecurity Law came into effect in Lithuania, transposing the European Parliament and
Council Directive (NIS2) into national legislation. The directive aims to harmonize cybersecurity standards across the
European Union. The changes introduced by this law will significantly impact a substantial portion of Lithuanian
companies and organizations. The implementation regulations, submitted by the Ministry of National Defence to the
Government, outline clear protocols for reporting and managing cyber incidents with the support of the NCSC. They also
detail cybersecurity requirements and enforcement measures to ensure compliance.

Cloud computing has become a widely adopted technology, effectively used by most companies and organizations in
Lithuania. It plays a crucial role in ensuring the security of data and information. While data encryption is now a well-
established best practice in many organizations, cloud computing functionality has the potential to reach even greater
heights. One example is serverless computing, which does not require dedicated servers. This approach has already
gained recognition from industry professionals for its efficiency, cost-effectiveness, and innovative architecture?.

Additionally, the integration of blockchain and cloud computing is worth noting. According to Germany's Statista portal,
64% of respondents identified data breaches as the primary risk associated with using cloud servers. Effectively leveraging
blockchain technology adds an extra layer of security for protecting data and could become a key factor in advancing
cloud computing in the near future.

" Blue Bridge (2024). IT tendencijos 2024-aisiais: stipréjanti DI jtaka, iSmanesnis duomeny valdymas ir
besitesiantys saugumo iSSukiai. https://bluebridge.lt/it-ziniu-centras/it-pasaulio-tendencijos-2024-
aisiais-stiprejanti-di-itaka-ismanesnis-duomenu-valdymas-ir-besitesiantys-saugumo-issukiai/
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Cloud computing is a key enabler for the development and expansion of artificial intelligence (Al) and machine learning
solutions. These technologies are typically offered as cloud services since only a small fraction of businesses can afford to
maintain their own Al infrastructure. Collecting data and deploying the necessary algorithms require cutting-edge
technological tools, making it more economical for businesses to adopt Al and machine learning as a service?.

Artificial intelligence is increasingly being applied in IT and operational management fields. However, cybercriminals are
also leveraging this technology to enhance their attack methods, such as denial-of-service (DoS) attacks, social
engineering schemes, identity theft, and the creation of more advanced computer viruses. On the other hand, Al can be
effectively used to combat cybercrime. It can help create more reliable security systems by identifying newly developed
viruses and bots, categorizing data, and analysing identities.

Experts also highlight the security risks associated with the Internet of Things (IoT), which remain poorly understood. This
lack of awareness is reflected in reports of cyberattacks on critical infrastructure networks, such as municipal water supply
or early warning systems, as well as breaches of automotive camera systems and similar devices.

The effective and secure use of these technologies is achievable only by training specialists who not only understand how
to leverage these technologies in their businesses but also recognize the associated security risks. Ensuring security can
be accomplished through the following measures:

e  Providing cybersecurity knowledge to technical specialists who utilize these technologies.

e Employing cybersecurity experts and enhancing their qualifications to address new technologies and the
related security challenges.

e  Assigning security responsibilities to companies specializing in this field.

3.4 Educational Landscape

In the Republic of Lithuania, 4 universities and college are preparing cyber security specialists (see list of institutions on
Table 8 —Report 2.1).

Each of these universities offers master's degree programs; however, the program at Vilnius University demonstrates the
least emphasis on cybersecurity-related topics. In contrast, the master's programs at the remaining three universities
equip graduates with the following hard competencies:

e Information Security Management.

e  Designing cyber security architectures.

e Implementation of cyber security solutions.
e Investigating digital crimes.

e  Cyber law, policy and compliance.

e  Cyber security risk management.

At the bachelor's level, the training of cybersecurity specialists is conducted at two universities and one college. The
curricula of these bachelor's programs are designed to develop the following hard competencies in graduates:

e  Cyber law, policy and compliance.

e  Cyber security risk management.

e Information security management.

e Investigating digital crimes.

e Designing cyber security architectures.

e Implementation of cyber security solutions.

2 Linas Pedidra. Debesy kompiuterijos tendencijos 2023-iaisiais: ko tikétis ir kaip keisis verslo aplinka?
https://www.delfi.lt/verslo-poziuris/nuomones/linas-peciura-debesu-kompiuterijos-tendencijos-2023-
iaisiais-ko-tiketis-ir-kaip-keisis-verslo-aplinka-92111393
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The analysis reveals that the competency frameworks for bachelor's and master's degree programs in cybersecurity are
largely aligned, with the latter offering a more in-depth exploration of the respective subjects.

It is also notable that university education fosters critical skills required for cybersecurity professionals, including
technological competencies (such as Network configuration and management, Programming, Operating systems
administration, Virtualization, Cloud implementation and management) as well as communication skills.

The knowledge and skills acquired at universities can be further expanded and deepened through specialized courses
and training programs offered by a range of organizations, including companies operating in the field of cybersecurity
and those dedicated to providing professional development training.

The most comprehensive training program, comprising 640 hours, is organized by Code Academy. The training is
structured into three logical phases, each progressively deepening participants' knowledge and awareness of
cybersecurity: Cybersecurity Core (240 hours), Cybersecurity Intermediate (200 hours), and Cybersecurity Professional
(200 hours). The curriculum includes preparatory courses for CompTIA Security+ and CySA+ certifications. Practical
sessions utilize isolated virtual machines to simulate scenarios inspired by Certified Ethical Hacker methodologies.
Participants engage with assignments that address PC and server software, applications, and code, providing a robust
technical foundation in computer vulnerabilities, attack vectors, exploits, and mitigation strategies.

Comprehensive training programs are also offered by The Baltic Institute of Technology, preparing participants for
CompTIA Security+ and CySA+ certifications, and by the Baltic Computer Academy, which provides 160 hours of training
tailored for the CompTIA Security+ certification.

Other training programs are of smaller scope: Vilnius Coding School offers 174 hours of training, while the Baltic
Computer Academy provides 160 hours of instruction.

These training programs equip participants with the following core competencies:

e Information security management.

e  Cyber law, policy and compliance.

e  Cybersecurity risk management.

e Implementation of cyber security solutions.
e Investigation of digital crime.

e Incident management and support.

e Vulnerability and threat intelligence.

e  Vulnerability testing.

Certain courses are more narrowly focused. The Competence Development Centre offers a 13-week program on
Cybersecurity and Risk Management, while Hermitage Solutions provides three levels of Ethical Hacking courses, each
spanning two days. Additionally, TOWI offers a specialized training program for the Certified Ethical Hacker certification.

3.5 Cybersecurity Skills Gap Assessment

The analysis of the D2.1 report highlights the evolving skill requirements for cybersecurity professionals, driven by
industry needs and future projections. Recruitment data reveals a strong demand for versatile professionals who can
fulfil multiple roles, with an average of 3.1 ENISA-defined roles expected per candidate. The most sought-after positions
include Chief Information Security Officer (CISO), security managers, and incident management specialists, reflecting the
emphasis on practical and operational capabilities. However, roles like Cybersecurity Researcher are rarely mentioned,
indicating a gap in the focus on research-oriented activities within organizations. Cybersecurity professionals are
increasingly required to complement their IT/ICT technical expertise with non-technical skills such as management, legal
knowledge, communication, and collaboration skills. Organizational leaders emphasize the equal importance of both
hard and soft skills, with practical experience and certifications often taking precedence over formal academic
qualifications. While higher education programs provide foundational competencies, none fully address all 11 essential
skills, highlighting the need for enhanced and updated curricula. Similarly, training providers vary in their coverage, with
the most comprehensive programs, like those from Code Academy, addressing seven key competencies. These findings
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suggest a critical need to align educational offerings and training programs with industry demands, ensuring professionals
are equipped to meet current and emerging cybersecurity challenges.

3.6 Strategic Goals

The European Union's Digital Strategy?, emphasizes the need for experts with appropriate knowledge and skills to ensure
digital security, highlighting the current shortage of such professionals. In response, the European Commission has issued
a call for proposals to develop a coherent system for fostering cybersecurity skills within university and vocational
education.

A "Eurobarometer" survey* highlights a pervasive demand for cybersecurity specialists and personnel with cybersecurity
expertise across all EU enterprises. This skills deficit represents a substantial risk to the integrity and functionality of
networks, information systems, and the broader single market. Notably, 76% of individuals currently employed in
cybersecurity-related roles lack formal qualifications or certified training, underscoring a critical gap in the professional
preparedness necessary to address evolving cybersecurity challenges effectively; 34% entered the role from a non-
cybersecurity-related role, 17% are career starters, such as graduates.

One of the cornerstone pillars of the European Union's security strategy is the enhancement of skills and awareness °.
This focuses on developing cybersecurity skills within society, addressing the shortage of cybersecurity specialists, and
enhancing their competencies and skills to align with the demands of modern security threats.

Lithuania's National Cybersecurity Strategy® notes that cybersecurity programs are currently offered by four universities
in the country; however, survey results indicate that the existing programs fail to meet the needs of the labour market.
To bridge the gap between the supply and demand for cybersecurity specialists, existing study programs must be
enhanced, and new programs should be developed.

Objectives for achieving the third target of the Strategy (to promote cybersecurity culture and innovation) are:

1) to develop scientific research and activities that create high added value in cyber security.
2) todevelop creativity, advanced capabilities and cyber security skills and competence that meet market needs.

The 2023-2030 National Cybersecurity Development Program’ highlights a study conducted by researchers and a survey
of company executives and human resources managers, revealing that in Lithuania, the majority of small businesses
(fewer than 10 employees) lack dedicated cybersecurity specialists. Larger companies also face a shortage, with half of
the surveyed firms reporting insufficient cybersecurity expertise. The survey further indicated that over the next 2-5
years, large enterprises in Lithuania (with more than 50 employees) will seek to hire 800 new cybersecurity specialists.

The new technologies employed by cybercriminals necessitate a review of standard operating procedures (e.g., evidence
collection for cybercrime investigations) and the enhancement of capabilities not only for institutions investigating
cybercrimes but also for cybersecurity entities and critical information infrastructure managers and operators. It is

3EU must reinforce cybersecurity skills. https://digital-strategy.ec.europa.eu/lt/news/eu-must-reinforce-
cybersecurity-skills

4 Eurobarometer on Cyberskills. https://digital-skills-
jobs.europa.eu/en/inspiration/resources/eurobarometer-cyberskills

5 The European Security Union Strategy: key actions. EUR-Lex - 52020DC0605 - EN - EUR-Lex

8 National Cyber Security Strategy. https://kam.lt/wp-content/uploads/2022/11/2019-EN-
KibernetineSaugumoStrategija-el.pdf

72023-2030 mety plétros programos valdytojos Lietuvos Respublikos Krasto apsaugos ministerijos
Nacionalinés kibernetinio saugumo plétros programos pagrindimas. https://e-
seimas.lrs.lt/rs/lasupplement/TAD/54521320591e11ee8e3cc6ee348ebf6d/d95769c4597e11ee8e3ccbe
e348ebf6d/format/ISO_PDF/
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anticipated that enabling the improvement of electronic crime investigators' competencies will facilitate training them

to work with new methods and tools.

Larger organizations tend to achieve greater cybersecurity resilience due to larger financial resources and skilled

specialists. In contrast, smaller organizations often lack in-house cybersecurity expertise and instead rely on third-party

providers. It is crucial that small and medium-sized enterprises actively engaged in cybersecurity contribute to state-level

cybersecurity solutions.

The “Create Lithuania” program, a strategic government initiative focused on fostering innovation and implementing

best practices in Lithuania's public sector, conducted the project "Enhancing Lithuania's Competitiveness in the

Cybersecurity Industry" and proposed the following recommendations®:

Initiate a review of university programs: This could be led by the Ministry of National Defence (MoND) in
collaboration with the Ministry of Education, Science, and Sport (MESS). With a competency framework in
place, guidelines and recommendations could be developed to help universities design relevant programs.
Regular updates of study programs: In cooperation with MESS and business representatives, study programs
should be reviewed periodically to align with market trends and requirements for specialists.

Align with international certification standards: Study programs could also be developed in accordance with the
requirements of international cybersecurity certifications.

Establish a retraining mechanism for cybersecurity specialists: The MoND could initiate and create a specific
measure for retraining cybersecurity professionals. This would require the development of a regulatory
framework. Using a prepared competency model, the MoND could place orders for training, retraining, or
upskilling of personnel.

3.6.1 Strategic Goals in the Field of Education and Training

1.

Enhance university programs to address identified shortcomings in the preparation of cybersecurity specialists
and tackle challenges related to the use of modern technologies in executing cybercrimes.

Improve qualification training for cybersecurity specialists within organizations that conduct such training and
exercises, addressing observed gaps in expertise and aligning with competencies outlined in the NICE National
Cybersecurity Workforce Framework.

3.6.2 Strategic Goals in the Field of Partnership and Collaboration

1.

Enhance collaboration between universities and organizations responsible for ensuring cybersecurity in the
country to improve the preparation and training of cybersecurity specialists.
Build stronger ties between institutions and organizations that train and upskill cybersecurity specialists and
public and private sector companies to enhance their cybersecurity posture.

3.6.3 Strategic Goals in the Field of Awareness Raising for Civil Society

1.
2.

on Cyber Security

Increase the relevance of the topic of cyber security in Lithuanian society.
Bringing together the efforts of private and public sector parties to promote public vigilance and resilience in
the field of cyber security.

8 Pasitlymai dél kibernetinio saugumo specialisty ugdymo Lietuvoje. https://data.kurklt.lt/wp-
content/uploads/2023/04/KS-pasiulymai-talentu-vytymui-Lietuvoje-galutine.pdf
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3.7 Conclusions

The analysis of higher education study programs designed to prepare cybersecurity specialists reveals that the number
of competencies acquired ranges from 4 to 5 in most cases, while in two bachelor's programs, the range is narrower,
spanning from 3 to 4 competencies.

Further examination of these programs indicates that they generally provide similar competencies; however, 5 out of the
11 identified essential competencies are not addressed by any of the evaluated programs.

In addition to formal education, several organizations, including companies operating in the cybersecurity sector and
those specializing in training course development, offer cybersecurity courses and training. The duration of these
programs varies significantly, ranging from a few hours to 640 hours. The most comprehensive training programs prepare
participants for certification under the CompTIA Security+ and CySA+ frameworks.

19



& CyberHubs

Cybersecurity skills strategy Lithuania

4 Action Plan

The action plan plays a crucial role in implementing the cybersecurity skills strategy. It provides a structured framework
for achieving the outlined objectives. It bridges the gap between strategic goals and practical implementation, ensuring
that all initiatives are aligned with the broader vision of enhancing the nation’s cybersecurity capabilities. By clearly
defining objectives, activities, timelines, responsibilities, and expected outcomes, the action plan facilitates coordination
among key stakeholders, including academic institutions, training organizations, and industry partners. Moreover, the
action plan ensures adaptability to evolving cybersecurity challenges and market demands. It incorporates mechanisms
to monitor progress through KPIs, allowing for adjustments to activities and priorities as needed. This alignment with
strategic goals enables the development of a skilled cybersecurity workforce, addresses current and future skills gaps,
and supports the establishment of a robust national cybersecurity infrastructure that can effectively respond to emerging
threats and technological advancements.

4.1 Education and Training

Initiative 1: Provide suggestions to enhance university programs to address identified shortcomings in preparing
cybersecurity specialists and tackle challenges related to the use of modern technologies in executing cybercrime.

Objective: Participate in the activities of university study program committees in the development, review and
improvement of study programs by addressing existing gaps in cybersecurity education and preparing the students to
tackle challenges related to modern cybercrime methods.

Activities:

Activity 1. Analyse cybersecurity study programs and identify potential enhancements in response to new challenges and
requirements for specialist qualifications.

Activity 2. Provide suggestions to supplement study programs by integrating new modules or courses that address
identified gaps, ensuring alignment with evolving industry needs.

Activity 3. Foster participation in global cybersecurity education initiatives to adopt best practices and innovative
approaches.

Timeline: Throughout the entire project implementation period.
Responsible Parties: Lithuanian Digitech association (Infobalt), KTU.
Resources Required: Additional resources are not required.

Initiative 2: Improve qualification training for cybersecurity specialists within organizations that conduct such training
and exercises, addressing observed gaps in expertise and aligning with competencies outlined in the NICE National
Cybersecurity Workforce Framework.

Objective: Continuously analyse the dynamics of cybersecurity specialist competencies and market demand and provide
recommendations to organizations conducting cybersecurity training and exercises.

Activities:

Activity 1. Analyse the knowledge and skill gaps of the country's cybersecurity specialists.

Activity 2. Conduct detailed reviews of training content provided by organizations conducting cybersecurity exercises.
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Activity 3. Develop and share recommendations for improvement with these organizations to ensure relevance and
alignment with workforce needs.

Activity 4. Introduce periodic evaluations to measure the effectiveness of the implemented recommendations.
Timeline: Throughout the entire project implementation period.
Responsible Parties: Lithuanian Digitech association (Infobalt), KTU, organizations that conduct CS training and exercises.

Resources Required: Additional resources are not required.

4.2 Partnership and Collaboration

Initiative 1: Dialog Between Academia and Responsible Organisations in Cybersecurity

Objective: Enhance collaboration between universities and organizations responsible for ensuring cybersecurity in the
country to improve the preparation and training of cybersecurity specialists.

Activities:
Activity 1. Facilitating meetings between universities and responsible organisations in the following formats:
e  Roundtable discussions.
e  Panel sessions.
e Workshops.
e  Collaborative research brainstorm sessions.

e  Network sessions.
e Guest speaker session.

Activity 2: Social media communication.
Timeline: length 18 months, launch within 6 months.

Responsible Parties: Lithuanian Digitech association (Infobalt), educational institution (Kaunas University of Technology
(KTU)), organizations responsible for ensuring cybersecurity in the country to improve the preparation and training of
cybersecurity specialists.

Resources Required: Organizational costs, promotional costs.

Initiative 2: Public Awareness Campaign for a Career in Cybersecurity

Objective: Increase awareness of cybersecurity career selected opportunities.
Activities:

Activity 1. Develop outreach programs targeting schools and selected communities.
Activity 2. Host cybersecurity career workshop.

Activity 3. Create promotional materials highlighting career paths in cybersecurity.
Timeline: Launch campaign within 10 months.

Responsible Parties: National Trade Association (leading ICT business association), educational institutions, industry
partners.

Resources Required: Marketing budget, materials for events.

Initiative 3: Partnerships Development and Amplification in Building-up Cybersecurity Posture
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Objective 1: Build stronger ties between institutions and organizations that train and upskill cybersecurity specialists and
public and private sector companies to enhance their cybersecurity posture.

Activity 1. Yearly event organization during which a topic of the preparation and training of cybersecurity specialists is
highlighted, targeted stakeholders from private and public sector gather for networking discussions, panel discussions
etc.

Activity 2. Social media promotion.

Activity 3. Internal brainstorm sessions organization.

Activity 4. Information dissemination activities.

Timeline: within 24 months.

Responsible Parties: Lithuanian Digitech association (Infobalt), Ministry of National Defence of Lithuania.
Resources Required: organizational costs, marketing and communication costs.

Obijective 2: facilitate dialog between public and private sectors for the need of cybersecurity specialists.
Activity 1: Develop outreach programs targeting schools and selected communities.

Activity 2: Host cybersecurity career workshop.

Activity 3: Create promotional materials highlighting career paths in cybersecurity.

Timeline: Length of 24 months, launch in10 months.

Responsible Parties: National Trade Association (leading ICT business association), educational institutions, industry
partners.

Resources Required: Marketing budget, materials for events.

4.3 Awareness Raising for Civil Society on Cyber Security

Initiative 1: Civil Society Awareness Campaign for a Career in Cybersecurity.

Objective: Increase the relevance of the topic of cyber security in Lithuanian society.
Activity 1: Presence in media upon request (reactively).

Activity 2: Presence in media upon proactively.

Activity 3: Social media promotions.

Activity 4: Participation in different networks, discussions.

Activity 5: Information dissemination.

Timeline: Length of 24 months, launch campaign in 10 months.

Responsible parties: National Trade Association (leading ICT business association).

Resources required: Marketing and communication costs.

Initiative 2: Synergy between Private and Public Sector in Resilience Promotion for Public Society

Objective: Bringing together the efforts of private and public sector parties to promote public vigilance and resilience in
the field of cybersecurity.

Activity 1: Reaching out to public and private parties.

Activity 2: Host workshop on public resilience in cybersecurity.
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Activity 3: Communication via conferences, media, social media.

Activity 4: MoU to strengthen the initiatives between invited public and private sector organisations.
Timeline: Length of 24 months, launch campaign in 10 months.

Responsible parties: National Trade Association (leading ICT business association).

Resources required: Marketing and communication costs.

4.4 Conclusions

The strategic goals and the measures set for their implementation will contribute to improving cybersecurity in the
following directions:

1. Addressing identified skill and competency gaps: University students in cybersecurity programs will acquire the
necessary skills and competencies, particularly to meet new challenges.

2. Filling cybersecurity competency gaps among specialists: Training providers will be encouraged to review and
update their content, addressing observed competency gaps and emerging cybersecurity challenges.

3. Strengthening collaboration between universities and organizations responsible for ensuring cybersecurity: This
will enhance the quality of cybersecurity professionals being trained.

4. Raising public awareness about cybersecurity: Broader public outreach will contribute to general education in
this field and increase interest in pursuing cybersecurity as a career.
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5 Evaluation and Monitoring

Regular monitoring of the implementation of planned measures will ensure the successful achievement of the strategic
objectives. This process will enable the identification of any deviations from the implementation schedule and facilitate
timely corrective actions to address emerging gaps.

The monitoring function will be carried out by the project implementers — the Infobalt association, which maintains
ongoing engagement with organizations operating in the information technology sector, and Kaunas University of
Technology (KTU). To support this function, data will be systematically collected from universities, training providers,
industry partners, and other relevant organizations, ensuring a comprehensive evaluation of progress and alignment with
the established goals.

5.1 Metrics and Monitoring

Key Performance Indicators (KPIs) must be defined for each initiative, and progress towards achieving them should be
monitored. One such indicator could be:

Initiative 1.1: Provide suggestions to enhance university programs to address identified shortcomings in preparing
cybersecurity specialists and tackle challenges related to the use of modern technologies in executing cybercrime:

e Number of educational institutions that submitted proposals to improve the study programs
e  Employment Rates of graduates in cybersecurity roles
e  Feedback from industry and other organisations on cybersecurity programs graduates competences.

Initiative 1.2: Improve qualification training for cybersecurity specialists within organizations that conduct such
training and exercises, addressing observed gaps in expertise and aligning with competencies outlined in the NICE
National Cybersecurity Workforce Framework.

e Number of organizations performing cybersecurity training and exercises, that adopt their programs according
to observed gaps
e  Feedback from industry and other organisations on competences of cybersecurity programs graduates.

Initiative 2.1: Dialog Between Academia and Responsible Organisations in Cybersecurity

o Number of educational institutions and organisations participating in dialog
e Number of engagements organised between the parties/stakeholders.

Initiative 2.2: Public Awareness Campaign for a Career in Cybersecurity

e  Enrolment in cybersecurity programs at educational institutions
e  Participation rates in events and activities.

Initiative 2.3: Partnerships Development and Amplification in Building-up Cybersecurity Posture
e Number of participants in event during which a topic of the preparation and training of cybersecurity specialists
is discussed

e Number of events/activities dedicated to building-up cybersecurity posture.

Initiative 3.1: Civil Society Awareness Campaign for a Career in Cybersecurity.

e Number of events/activities dedicated to cybersecurity
e Increased presence and participation in media
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e  MoU signed between public and private parties/stakeholders.

Initiative 3.2: Synergy between Private and Public Sector in Resilience Promotion for Public Society

e Number of events dedicated to public resilience in cybersecurity

5.2 Continuous Improvement

The implementation of the measures outlined in the Action Plan and monitoring the achievement of KPIs will consider
changes in the cybersecurity situation within the country, newly emerging threats, and the development of cybersecurity
infrastructure. To achieve the strategic objectives, measures will be adjusted and supplemented in collaboration with
partners from academic institutions, organizations providing cybersecurity training and exercises, and industry
enterprises. These adjustments will ensure adaptability to the dynamic and evolving environment.

5.3 Conclusions

Strategic objectives have been formulated to achieve a higher level of cybersecurity, supported by measures to facilitate
their implementation. The implementation process must be continuously monitored and adjusted to ensure that the
desired results, expressed through KPIs, are achieved.

The execution of these initiatives will contribute to developing a skilled cybersecurity workforce and support the creation
of a national cybersecurity infrastructure capable of keeping pace with technological advancements and emerging
threats.
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6 Conclusions

The strategy for developing cybersecurity skills and competencies in Lithuania aims to address critical gaps in education,
professional training, and public awareness. By fostering collaboration between academia, government, and the private
sector, the strategy seeks to create a skilled and adaptable workforce capable of addressing current and future
cybersecurity challenges. Through targeted actions in education, partnerships, and societal awareness, Lithuania is set to
enhance its cybersecurity resilience while aligning with EU priorities. The establishment of clear governance and
continuous monitoring mechanisms will ensure the effective implementation and long-term sustainability of this
initiative.
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