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1 Executive Summary

Introduction

Cybersecurity has become a vital sector in today’s fast-changing digital world. To address the demands of this field, there
is a need for highly skilled professionals. However, a growing concern is the shortage of cybersecurity experts. This issue
is not only about the number of professionals, but also about a significant mismatch between the available skills and the
skills required. Stakeholders within the digital and cybersecurity sectors have pointed out that this dual shortfall could
lead to security risks, missed business opportunities, and pressure on productivity. In essence, these gaps hinder
economic growth in Belgium.

Objective

The vision of CyberHub Belgium is to enhance national cybersecurity and resilience by fostering collaboration between
industry, academia, and government institutions. This will create the conditions necessary to develop a skilled workforce,
both in quantity, quality and diversity, to address the growing cybersecurity demands.

The objective of this document is to set the cybersecurity skills strategy for CyberHub Belgium aligned with the vision and
based on the current situation of the cybersecurity Industry in Belgium. Clearly, the strategy must take account of the
guantitative and qualitative gaps identified in the analysis of the cybersecurity skills mismatch. Furthermore, CyberHub
Belgium considers gender diversity.

In addition, this document aims to identify the actions to be taken to support the strategy, and to define the key success
factors by which progress, and results can be measured.

Approach

The approach for this project revolves around a collaborative and iterative process. This is why CyberHub Belgium
attaches particular importance to the way in which objectives, projects and tasks are identified and delivered.

For each of these stages, stakeholders, whether representatives of industry, academia or government organisations, are
included in the process of identifying priorities and invited to participate in the delivery of tangible and usable results. To
achieve this, CyberHub Belgium leverages the Cyber Made in Belgium for Talents (CMiB4Talents) initiative which
regroups not less than 130 participants being representatives of the industry, academia or government institutions in
Belgium. The CMiB4Talents work force focuses on the development of cybersecurity skills and the promotion of
cybersecurity awareness.

CyberHub Belgium aims to create high-quality results. To ensure this goal, an appropriate governance must be put in
place to allow everyone to have their say and to ensure that the project progresses in a determined manner.

In addition, CyberHub Belgium aims to share its results with relevant stakeholders and other CyberHubs in Europe, to
benefit from the leverage effect and encourage feedback. At the same time, CyberHub Belgium's approach is to actively
exploit the results of other participants in the CyberHubs project to improve its own initiatives. This exchange of results
allows all parties to benefit from different points of view, promoting continuous improvement and reinforcing the success
of the project.
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Results

This document sets the vision, the strategy, and the action items of CyberHub Belgium. It is the outcome of an alignment
between the CyberHub Belgium full partners and the CMiB4talents work groups and their respective work packages.

Conclusions

CyberHub Belgium aims to enhance national cybersecurity and resilience by fostering collaboration among industry,
academia, and government.

Its strategy revolves around three key goals:

e  attracting talent to cybersecurity,
e enabling students to develop relevant skills for the job market, and
e elevating professionals to higher expertise.

To track progress, an observatory is needed to monitor skill requirements and identify talent gaps. Additionally, a
recognized authority is essential to manage the project and ensure the ecosystem’s attractiveness to stakeholders.

The strategy is structured around three main pillars: "Attract," "Enable," and "Elevate," supported by a "Watch"
observatory and "Manage" governance. Through these efforts, CyberHub Belgium aims to build a dynamic, trusted
community that drives concrete results for the cybersecurity sector.
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2 Introduction

2.1 Cybersecurity in Belgium

Understanding the cybersecurity situation is essential for developing a cybersecurity skills strategy. By assessing the
current cybersecurity skills needs in a country or a region allows to identify key priorities, allocate resources effectively,
and implement appropriate protective measures to bridge the gap between talent demand and market supply.

Belgium has an advanced level of digitalization. This implies a higher exposition to cyber-attacks. So, despite a recognized
high maturity level in cybersecurity thanks to multiple efforts done at various levels, Belgium remains vulnerable to cyber
threats. The shortage of talents is one of the challenges for developing a stronger eco-system in Belgium.

2.2 Global and regional trends in cybersecurity

Today, where nearly every aspect of life is interconnected through the internet and digital technologies, cybersecurity
has become essential to protecting personal data, financial systems, infrastructure, and national security. At a global level
and Belgium makes no exception, this is especially relevant as cyber threats are growing in sophistication and frequency,
including attacks like ransomware, data breaches, and espionage.

The EU's General Data Protection Regulation (GDPR) and other directives, such as the NIS2 Directive, impose strict
regulatory requirements to ensure data protection, critical infrastructure security, and incident reporting. Compliance
with these regulations is critical for resilience and maintain public trust.

2.3 Vision

CyberHub Belgium's vision is to improve national cybersecurity and resilience by creating a fertile ground for
collaboration between industry, academia and government institutions, to create the conditions that will enable skills to
develop in numbers and quality to meet cybersecurity needs considering gender diversity.
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3 Current situation and strategic objectives

In this chapter, one will find first a list of the key actors in the cybersecurity area in Belgium. It Includes the public sector
with the federal and the regional levels, academia, the industry and the organizations at the centre of the triple Helix
model. The next section will be dedicated to the European and the Belgian regulations. Then, the country and the industry
needs will be covered, followed by the current educational level and the security skills gap assessment. At the end of this
chapter, we will cover the strategic goals of CyberHub Belgium.

3.1 Key Actors in Cybersecurity Area

3.1.1 Belgian Cybersecurity ecosystem

The Belgian Cybersecurity Ecosystem has a rather large and diverse community of stakeholders. The figure 1, here below,
shows the main stakeholders around the consumers and the cybersecurity providers being either government, academia
or federations. These are protected by governmental agencies in line with European regulations and cooperating with
European entities.

The Belgian cyber ecosystem
and its stakeholders

Consumers
- End users
- Industries
- Covernments

Cyber security providers®
& Cyber secursity services™

Figure 1: The Belgian cyber ecosystem and its stakeholders (Agoria, 2022)

Below, the next sections detail the most relevant stakeholders. They are grouped following the taxonomy proposed by
the Triple Helix model, namely: Government, Academia, and Industry. Lastly, the stakeholders at the centre of the Tripe
Helix model are introduced, amongst which one can find CyberHub Belgium.

10
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In Belgium, a cybersecurity framework is designed to ensure a coordinated and effective response to emerging digital
threats (CCB, 2021). At the national level, the government has taken significant steps to strengthen cybersecurity
resilience, including the creation of a comprehensive national strategy and the establishment of key public organizations
dedicated to cybersecurity.

Cybersecurity funding and promotional efforts are managed at the regional level, with each region relying on key
agencies that provide support and funding for local cybersecurity initiatives. Examples include Cyberwal in Wallonia and
Vlaio in Flanders, both of which work to connect businesses and knowledge institutions, raise awareness, and provide
broad support to companies.

Education at various levels (primary, secondary, higher education, and universities) is organized by the three official
language communities: Flemish, French, and German-speaking. Each community has its own government, responsible
for managing education and academic programs. Within academia, a range of cybersecurity-focused learning programs
are offered at different educational levels.

Here is a list of the main public actors sharing responsibilities and roles in the cybersecurity according to the CCB (CCB,
2021):

e Centre for Cybersecurity Belgium (CCB): The CCB is the primary entity responsible for coordinating and
implementing Belgium's national cybersecurity strategy. It was established under Article 8 of directive (EU)
2022/2555 of the European Parliament and the Council, which mandates each EU Member State to designate
or establish one or more competent authorities responsible for cybersecurity and overseeing tasks outlined in
Chapter VILI.

* Federal Police: The Federal Police includes specialized units focused on combating cybercrimes. These teams
are equipped with the law enforcement capabilities needed to address cyber threats and offenses effectively.

e Ministry of Justice: The Ministry of Justice is responsible for the legal aspects of prosecuting cybercrimes. It
manages the legal frameworks related to both cybercrimes and cybersecurity legislation.

* Belgian Defence: The military plays a vital role in safeguarding critical national infrastructure and responding to
significant cyber threats and attacks.

¢ National Crisis Centre (NCCN): The NCCN is responsible for coordinating the efforts of various government
departments during major cyber incidents or national emergencies.

¢ Federal Public Service Foreign Affairs: This entity is engaged in international cooperation on cybersecurity,
working with other countries and international organizations to strengthen global cybersecurity efforts.

¢ National Security Authority (NSA or ANS): The NSA oversees the protection of classified information,
particularly in relation to state sovereignty, ensuring its security against various threats, including those posed
by digital networks.

e Coordination Unit for Threat Analysis (OCAM): OCAM is tasked with conducting timely threat assessments,
including those related to cybersecurity, to ensure effective national security responses.

¢ Belgian Institute for Postal Services and Telecommunications (IBPT): The IBPT regulates the communications
sector, addressing cybersecurity issues related to telecommunications industries.

¢ Federal Public Service Economy: This entity addresses the economic impact of protecting critical infrastructure
within Belgium through strengthened cybersecurity.

There are numerous organizations at the regional level for that reason not all of them are listed here. Some stakeholders
can be found here below, in alphabetical order:

e Actiris: It is the Brussels regional employment office. It offers a range of services to both job seekers and
employers amongst many which trainings programs in many areas including cybersecurity.

11
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¢ Bruxelles Formation: It is the public vocational training organization for French-speaking adults in the Brussels
region, offering a wide range of training programs to improve employability and support career development
including in the cybersecurity Industry.

¢ Digitalcity.brussels: It offers resources, training, and guidance to help companies enhance their digital
capabilities and foster innovation in areas such as cybersecurity, data management, and technology adoption.

e CETIC (Centre of Excellence in Information and Communication Technologies): It is a research and innovation
centre in Belgium focused on supporting businesses in adopting digital technologies and enhancing their
cybersecurity measures. It collaborates with industry, academia, and public institutions to drive innovation and
improve the competitiveness of the Belgian industry.

* Cybersecurity Flanders: It is Flemish government founding for boosting cybersecurity research, cybersecurity
maturity of Flemish companies and raising awareness.

e Cyberwal (Agence du Numérique): A cybersecurity initiative in Wallonia dedicated to strengthening
cybersecurity measures, supporting businesses, and promoting collaboration between the academic, private,
and public sectors to enhance the region’s cybersecurity capabilities.

e Economy.Infopole: It Is an initiative aimed at supporting businesses in Wallonia, particularly in the digital and
technological sectors. It provides a range of services, including information, networking opportunities, and
access to resources that help companies innovate, grow, and enhance their competitiveness in the digital
economy.

¢ Flanders Al Program: It is the European Digital Innovation Hub — EDIH based in Flanders. It is a strategic initiative
by the government of Flanders (Belgium) to accelerate the development and adoption of artificial intelligence
(Al) technologies, fostering innovation, research, and collaboration between businesses, academia, and public
sector organizations.

e Forem: It is the public employment and training service of Wallonia, dedicated to supporting individuals in their
career development and helping businesses meet their workforce needs. Amongst other services, it offers
training programs, and skills development, to foster economic growth and employment in the region.

¢ High Council for the Self-Employed and SMEs (HRZKMO/ CSIPME): It defends the interests of the self-employed
and SMEs, among other things, by giving advice to Belgian and European policy makers

¢ Innoviris.brussels: It finances and supports research and innovation in the Brussels-Capital Region

e Safe.brussels: It coordinates prevention and security within the territory of the Brussels-Capital Region and
helps all the parties involved to ensure the security of Brussels’ residents and all those who visit the Region

e Sirris: It is a trusted partner for Belgian companies eager to embrace technological innovation. It helps
businesses by offering practical support such as access to skilled multidisciplinary teams, valuable partners and
ecosystems.

e Sustain.brussels: It is the European Digital Innovation Hub — EDIH based in Brussels. It is an initiative aimed at
promoting sustainability, innovation, and the transition to a greener economy in the Brussels-Capital Region of
Belgium.

e Technofutur: [t provides training, consulting, and support in areas like cybersecurity, software development,
and digital transformation to enhance business performance and innovation.

e VDAB (Vlaamse Dienst voor Arbeidsbemiddeling en Beroepsopleiding): It is the public employment service in
Flanders, focused on connecting job seekers with employers and providing career guidance and vocational
training. It helps individuals improve their skills and supports businesses in finding qualified workers to meet
their needs.

¢ Vlaio: The Flanders Innovation & Entrepreneurship Agency, which assists businesses in Flanders by providing
funding, guidance, and resources to address their cybersecurity needs and drive innovation and technological
progress.

e Walhub: Itis the European Digital Innovation Hub — EDIH based in Wallonia (Belgium). It supports
manufacturing companies in their digital transformation. One of its key objectives is to be the Walloon
manufacturing ecosystem’s one-stop shop for the adoption of new technologies — Al, HPC (High Performance
Computing), cybersecurity and loT.

Beside Howest and Solvay Brussels School - Lifelong learning & executive education, which are CyberHub Belgium full
partners, numerous academia or learning centres propose cyber security programs.

12
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There are large number of academia and learning centres initiatives in Belgium. These institutions were identified during
the cybersecurity skills mismatches analysis made for the WP2 - Cybersecurity skills intelligence, forecast, and strategy.

During the analysis for the supply in terms of cybersecurity (dedicated, major, specialisation or option), 41 Academia
were identified, totalling not less than 56 programs with a high or a medium level of cybersecurity. (CCB, 2024;
EduTracker, 2024).

A comprehensive list of academia proposing cybersecurity programs can be found in Annex 1.

There were 441 companies active in the cybersecurity industry which represents 6.450 FTEs with a turnover of nearly 1.6
B€ in 2022. The annual growth rate was at 21,2% in 2021. The Belgian Cybersecurity industry is exporting 16,4%. The
cybersecurity sector has enormous potential, but it is slowed down by multiple challenges. It needs mutual collaboration,
a focused innovation capacity, a broader internal market, and an influx of investments and talented employees.
Additional efforts are necessary to inform companies and government and motivate their appropriate action. (Agoria,
2022).

Concerning Cybersecurity, the industry is mainly represented by Agoria. As a National Trade Association, Agoria has not
less than 2.250 technology companies from the manufacturing industry and the digital and telecom sectors among its
members, 70% of which are SMEs. This makes Agoria the largest federation, representing over 321,000 employees,
within the Federation of Belgian Enterprises. Agoria has more than two hundred employees, based at offices in Brussels,
Antwerp, Ghent, Liege, and Charleroi. (Agoria, 2024)

The VBO/FEB (the Belgian Enterprises Federation) , as the country’s foremost employers' organization, VBO/FEB works
to create a sustainable society underpinned by a strong economy that guarantees equal opportunities for everyone, both
now and in the future. This is the role we, VBO/FEB, embraces the shared responsibility of fostering a sustainable
Belgium—a place that is great for work, life, and business.

The CyberHub initiative is at the centre of the Triple Helix model, as it aims at building strong partnerships with all the
potential stakeholders coming from the government, academia and the industry to create a sustainable approach to
support the development of the number, the diversity and the quality of talents for the Cyber market needs. CyberHub
Belgium will be further presented in the next section.

At the centre of the Triple Helix model, we also have other initiatives in the Belgian Cybersecurity landscape.

¢ Cyber Made in Belgium (CMiB): a collaborative platform of Agoria for leveraging initiatives with its members
through Work Groups and Work Packages also with participants from the Belgian Defence, research entities
and the academic sector. The CMiB Focus Groups are: CMiB4Defense, CMiB4Talents and CMiB4ICS/OT.

¢ Belgian Cybersecurity Coalition: A collaborative platform that unites the public and private sectors, academia,
and research institutions across Belgium to exchange knowledge, develop best practices, and coordinate efforts
aimed at enhancing the nation's overall cybersecurity resilience.

e Beltug: It is a Belgian association of ClOs and digital technology leaders with 2.700 members from 500+
organisations. Beltug co-creates content and events "for users, by users", built on the shared expertise and
priorities of their members. They function as the independent voice of their members to the authorities at the
Belgian and European levels.

¢ Womend4cyber Belgium: It is a non-profit European private foundation with the objective to promote,
encourage and support the participation of women in the field of cybersecurity. The foundation focuses on
multiple initiatives with the aim of increasing the presence of women in cybersecurity.

e BeHack: It is a professional association dedicated to empowering the next generation of cybersecurity
professionals. Their mission is to provide top-tier cybersecurity education to students and to offer
comprehensive cybersecurity solutions that prevent and mitigate threats for our clients.

13
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3.1.2 CyberHub Belgium

The mission of the CyberHub Belgium is to bring together industry leaders, experts, researchers, and policymakers to increase
the number of cybersecurity professionals and address other emerging cybersecurity challenges.

The main objective of CyberHub Belgium is to support a targeted Belgian strategy for the development of cybersecurity
skills, in collaboration with experts, and to promote cybersecurity awareness.

In addition, efforts need to focus:

e On involving women professionals, who are often under-represented in the ecosystem and could greatly
benefit from upskilling opportunities.

e  Effective training programs need to be scalable, as there is a clear shortage, particularly for courses aimed at
jobseekers.

e  Existing training initiatives can be strengthened by working more closely with companies on concrete projects.

e And, companies should invest in long-term cybersecurity training plans for their current and future employees.

3.2 EU and national legal regulations

Belgium has a complex and evolving regulatory framework for cybersecurity, consisting of multiple laws and guidelines
designed to protect critical infrastructure, safeguard personal data, combat cybercrime, and secure electronic
communications. At the national level, Belgian legislation incorporates European regulations, creating a comprehensive
cybersecurity governance structure.

The NIS2 Directive (EU Directive 2022/2555), which came into effect on January 16, 2023, replaces the NIS1 Directive. It
aims to strengthen cybersecurity across Europe by imposing security requirements on key operators in various sectors.
NIS2 broadens its scope to tackle emerging challenges, emphasizing the need for national authorities to collaborate more
effectively and adopt integrated cybersecurity strategies. This directive represents a significant step forward in protecting
critical infrastructure and enhancing cybersecurity across Europe.

NIS2 was transposed into Belgian National Law on the 17th of May 2024 (CCB, 2024). This regulation will have the most
significant impact on the cyber environment in Belgium.

The European Cyber Resilience Act (CRA) is a comprehensive legislative framework introduced to address the mounting
cybersecurity challenges associated with digital products within the European Union (European Commission, 2022;
European Commission, 2023). This act mandates rigorous cybersecurity standards for both hardware and software
products that possess digital elements and are placed on the EU market. The CRA aims to mitigate the prevalent
vulnerabilities in these digital products, which often serve as gateways for cyberattacks affecting not only individual
organizations but also extensive supply chains and, by extension, the internal market of the EU.

Prior to the implementation of the CRA, the EU faced a fragmented cybersecurity landscape marked by disparate
regulations and initiatives at both the Union and national levels. This lack of uniformity led to increased legal uncertainty
for manufacturers and users and imposed burdensome compliance requirements across similar product types. The CRA
addresses these challenges by establishing two sets of essential requirements: product cybersecurity requirements and
vulnerability handling process requirements. The adoption of the CRA is expected to significantly enhance the
cybersecurity of products with digital elements by ensuring manufacturers integrate robust security features throughout
the product lifecycle.

The Cyber Resilience Act entered into force on Decembre 10, 2024, with manufacturers required to comply and place
products that meet these standards on the EU market by 2027. All EU Member States will designate a national market
surveillance authority to oversee its enforcement, with Belgium's designated authority being the CCB.

14
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The Digital Operational Resilience Act (DORA), implemented on January 16, 2023, is a key regulation by the European
Union designed to address the growing risks associated with digital transformation in the financial services sector (EIOPA,
2023). It responds to the increasing interconnection of networks and critical infrastructures, as well as the rise in
sophisticated cyberattacks targeting financial institutions. Part of the European Commission's digital finance strategy,
DORA aims to foster innovation and the adoption of new technologies while ensuring stability and consumer protection.

For the first time in EU legislation, DORA introduces a comprehensive set of binding rules across all member states to
enhance information and communication technology (ICT) risk management practices uniformly across Europe. The
regulation includes two key legal components: an amendment directive aligning existing laws with DORA’s provisions,
and the direct measures within the regulation that ensure financial entities' ability to withstand, respond to, and recover
from significant operational disruptions caused by ICT-related issues. DORA shifts the focus from mere risk prevention to
operational resilience.

By January 17, 2025, all EU member states must fully implement these laws, making them not only mandatory but also
strategic factors in differentiating operational resilience and cybersecurity capabilities within the financial sector.

The implications of the EU regulations on the skills shortage and mismatch are analysed in the next sections of this
chapter.

3.3 Industry/Country Needs
Cybersecurity has become a crucial field in today’s fast-changing digital environment.

The Belgian cyber sector is expected to grow with 21% by 2025 over 4 years, representing already 6.450 jobs and 1.6
billion €in revenue in 2021 (Agoria, 2022). Obviously, the cybersecurity sector has an enormous potential. Unfortunately,
this potential is slowed down by barriers, the most important is the lack of talented people.

The increasing demand for cyber resilience, coupled with emergence of advanced technologies such as artificial
intelligence, 5G networks or quantum computing and new regulations as described in a previous section of this chapter,
is driving market growth.

Belgium is facing a significant shortage of cybersecurity professionals, with a vacancy rate of 16%, compared to 9.1% in
IT and 5% across all industries (Agoria, 2022). Out of 6,450 full-time cybersecurity positions, 1,205 remain unfilled.
Flanders leads with 4,210 professionals, followed by Brussels with 1,720, while Wallonia has just 520. Additionally, as the
EU capital and NATO headquarters, Brussels requires enhanced cybersecurity expertise, further increasing the demand
for skilled professionals and specialized training (CyberHub Belgium, 2024a).

In Belgium, SMEs are particularly vulnerable due to limited resources. Moreover, their connection with larger companies
makes cybersecurity for protecting their operations and data even more critical. For example, over 31.8% of medium-
sized SMEs have encountered a cybersecurity incident, with 29.7% reporting IT service disruptions (FPS Economy, 2023).
Essential cybersecurity measures, such as network access controls, data backups, secure passwords, VPNs, and
encryption, are vital for safeguarding these businesses.

These worrying number hide another reality being that managers and board members still consider cyber security as a
complicated technical issue with a hefty price tag. So, most SMEs only minimally integrate cybersecurity into their risk
analysis and investments (Agoria, 2022). The result being that those companies position themselves below the Cyber
Security Poverty Line, meaning below the point at which they can still afford the necessary tools, personnel, and practices
to sufficiently protect themselves from cyber threats.
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3.4 Educational Landscape

In the identified list of programs established by the CCB (CCB, 2024) and Agoria (EduTracker, 2024), there are 56 training
programs identified amongst which 22 are master, 19 are bachelor, 3 are specialization in cybersecurity and 12 other
programs offered by public/private institutions requiring a lower level of entry-skills. The current offering covers a wide
range of EQF classification level enabling a broad spectrum of learners.

At the geographical level, there are 10 learning programmes in the Brussels region, 23 in the Flemish region and 23 in the
Walloon region. Learning programs are distributed evenly across all regions and are available in several languages.

In the report of the cybersecurity skills needs for Belgium (CyberHub Belgium, 2024a), the analysis of the programs shows
that the learning programs cover the 12 roles defined in ENISA's ECSF competency framework.

However, the report of the cybersecurity skills needs for Belgium highlights several possible improvements (CyberHub

Belgium, 2024a), namely:

e  Master’s and bachelor’s degrees could welcome more students and should attract more women.
e Each university/higher education could have a cybersecurity major, specialisation, or option.
e All IT-related master's and bachelor's degrees should have courses in Cybersecurity.
e New training programmes for unemployed could be launched (more people interested than places available).
e The reskilling training opportunities should be further explored while workers should be encouraged to reskill
in cybersecurity.
e  Three areas for quality improvement for many programmes were identified:
o better adapt the programmes to the last cybersecurity evolution (train the trainer) and the needed
roles and skills,
work more closely with the field (e.g.: stage, workplace learning/alternance, lecturers, etc.)
teach soft skills (communication, etc.).

3.5 Cybersecurity Skills Gap Assessment

The cybersecurity skills gap assessment on the Belgian market can be estimated thanks to the survey and the expert
panel session executed in the frame of the first deliverable Work Package 2 on Cyber security Skills, intelligence, forecast,
and strategy of the CyberHubs project (CyberHub Belgium, 2024a).

3.5.1 Survey

A survey has been done in the frame the cybersecurity skills need analysis in relation with the activity T2.1 Country-
specific cybersecurity skills mismatches analysis of the Work Package 2 - Cybersecurity skills intelligence, forecast, and
strategy of the CyberHub project (CyberHub Belgium, 2024a).

The survey took place during 2024. For this survey, over 350 organizations were contacted, 60 responses were received.
The organisations which participated to the survey are large organizations (over 250 FTEs) for 65% and medium
organisations (50-250 FTEs) for 30% and 5% of small or micro companies (below 50 FTEs). 92% are private organizations,
amongst which 24% are cyber security providers, while 8% are public organization.

The analysis of the survey shows clearly that 5 most demanded roles in cybersecurity are Cybersecurity Implementer,
Cyber Incident Responder, Chief Information Security Officer, Cybersecurity Architect and Cyber legal, Policy &
Compliance Officer.
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The three most demanded cybersecurity skills are cloud security, access controls/Identity management, information &
network security, and Incident management while, the soft skills are: team collaboration, problem solving, willingness to
learn, ethical behaviour and communication.

3.5.2 Expert panel session

Furthermore, an expert panel has been convened, as part of the Work Package 2 - Cybersecurity skills intelligence,
forecast, and strategy of the CyberHub project (CyberHub Belgium, 2024a).

The expert panel took place on the 24th of September 2024. Eleven participants were selected with different
backgrounds and functions ranging from human resources management to a more business functions. There were two
higher educations in cybersecurity representatives, six representatives of the cyber security Industry and a senior expert
in education and labour market. Two managers of the CyberHub project at Agoria were also present acting as contributor
and moderator.

The outcome of the expert panel session concerning the cybersecurity can be summarized in three sections.

The panel highlighted the differences between large companies and SMEs, with SMEs having distinct needs, budgets,
and expectations, making roles like Cybersecurity Architects or CISOs impractical. Small businesses are expected to
increasingly rely on Managed Security Service Providers (MSSPs) instead of hiring internal cybersecurity experts.

In the short term (2 years), there will be a surge in demand for roles like CISO, Cyber Incident Responder, Cybersecurity
Risk Manager, and Cybersecurity Auditor.

Over the long term (5+ years), the demand for cybersecurity talent will remain high but stabilize due to NIS2
implementation deadlines, with continued demand for roles such as CISO, Cyber Incident Responder, Cybersecurity Risk
Manager, Cybersecurity Auditor, Educator, and Implementer.

The panellists consider that the technical and the soft skills are very important over the next two years. Within the soft
skills, communication and stress resistance were mentioned very often.

Concerning the required technical skills, the panellists pointed out that the skills vary significantly depending on the
domain (network, mobile security, ...) and technical environment (Microsoft, Linux, ...) in which the professionals work.
These elements make It difficult to precisely define the necessary skills for each role.

Over the next five years, the main innovation trend that will impact cybersecurity skills is related to Al, quantum
computing, native cloud, and confidential High-Performance Computing (HPC).

Over the next two years, the expert panel emphasized the need for reskilling workers in specific sectors towards
cybersecurity, with a focus on project-based learning, on-the-spot skills development, and interdisciplinary collaboration.

They also highlighted the importance of developing communication and soft skills in education programs, promoting
lifelong training through certifications, fostering partnerships, and creating real-world environments like hackathons to
attract students. In the long run, soft skills and communication will be crucial as work becomes more virtual through
decentralized organizations and generative Al.
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3.6 Strategic Goals

The CyberHub Belgium vision is to improve national cybersecurity and resilience by creating a fertile ground for cross-
fertilization between industry, academia and government institutions, to create the conditions that will enable skills to
develop in numbers, diversity and quality to meet cybersecurity needs taking into consideration gender diversity.

Obviously, the strategic goals of CyberHub Belgium take into consideration the expectations of the CyberHubs project. In
this section, one will first discover the strategic goals themselves, the enablers for success and the link between the
CyberHub strategic goals with the current CMiB4Talents Work Group objectives.

3.6.1 CyberHub Belgium strategic goals

CyberHub Belgium has three strategic goals that can be summarized in three words as shown in the figure 02 below.

Attract

L |

Enable » Elevate

Figure 2: CyberHub Belgium strategic goals

“The goal is to attract as much as possible potential talents to embrace a career in cyber security.”

As already mentioned in the previous sections of this chapter, one of the challenges, to close the gap between the
demand and the offering, is to attract more future cybersecurity professionals into the profession. This strategic objective
doesn’t only focus on attracting more young students to embrace a career in cybersecurity but also to persuade current
employees and job seekers to become cybersecurity professionals.

To attract individuals to embrace a cybersecurity career, the strategy must emphasize the importance and impact of
cybersecurity in protecting the digital world, offering clear career pathways and growth opportunities. Part of this
strategic goal, special attention must be paid to gender diversity.

The best channels to achieve this strategy includes online platforms such as social media, industry blogs, and educational
websites to raise awareness about cybersecurity careers. Collaborations with schools, universities, and coding boot
camps can help expose students to the field early. Additionally, hosting webinars, workshops, and cybersecurity
competitions can actively engage individuals sparking their interest and providing valuable learning opportunities.
Specific programs should also be tailored for children as from an early age to sensibilize them to cybersecurity matters.

“The goal is to train students to become cybersecurity professionals armed with skills corresponding to the current
and future market needs.”

To enable students to become cybersecurity experts, the strategy must focus on building a strong foundation in computer
science and digital literacy, integrating hands-on experience with real-world cybersecurity challenges. This can be
achieved through engaging curriculums, interactive learning platforms, and mentorship programs that foster critical
thinking, problem-solving, and collaboration in secure online environments. Providing accessible training programs,
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industry certifications, and hands-on experiences will help build confidence and demonstrate the field’s potential for
innovation and job security.

To increase the quality of cybersecurity training programs, it's important to focus on the collaboration with industry
experts, ensuring that training content is up-to-date, relevant, and aligned with current industry standards and emerging
threats. Continuous curriculum updates are essential to ensure the material remains relevant and keeps pace with rapidly
evolving cyber threats. To this end, partnering with leading professionals, such as expert pools, can help provide valuable
insight and ensure the curriculum reflects real-world challenges.

Additionally, incorporating hands-on learning and simulations, such as attack cases, allows participants to apply
theoretical knowledge in practical settings.

In addition to programs dedicated to cybersecurity, it is important to include cybersecurity in educational programs in
the form of a major, specialization or option for tomorrow's engineers and decision-makers. This would include
engineering degrees, business degrees, political science degrees, legal degreses, ...

Finally, integrating expert mentorship programs, via dual programs offers participants the opportunity to receive
guidance from experienced professionals, helping them navigate challenges and gain valuable real-world insight into
cybersecurity practices.

“The goal is to raise professionals and jobseekers to a higher level of expertise so they can apply for jobs in
cybersecurity.”

To raise professionals and job seekers to a higher level of expertise for cybersecurity roles, it is crucial to provide access
to training programs that focus on both technical skills and soft skills.

Offering industry-recognized certifications and mentorship opportunities can further enhance credibility and confidence.
They offer personalized and adaptive learning technologies adapted to individual learning styles and needs, enabling
participants to progress at their own pace while mastering key concepts.

Additionally, fostering a culture of continuous learning, where professionals stay updated on the latest trends and
emerging threats, will ensure they remain competitive in a fast-evolving field.

More specifically for jobseekers, training options adapted to their situation should enable them to make a professional
reorientation towards a cybersecurity profession. To this end, it is essential to bring together all private and public players,
together with industry experts.

Finally, collaboration with cybersecurity companies to offer internships can provide valuable practical experience and
direct pathways to job opportunities. This approach would allow participation in hands-on labs or real cases such as
attacks, and real-world projects. In addition, this approach will help bridge the gap between theory and practice.

3.6.2 Strategy goals enablers

To ensure the sustainability of CyberHub Belgium as well as the relevance of the action plan, there is a need of a trusted
community of cybersecurity stakeholders delivering qualitative outcome. Moreover, an in-depth analysis of the skills
needs in the field of cybersecurity, and the identification of gaps in terms of quantity, quality, and diversity of talent, as
well as in terms of training provision and educational programs is essential.

The next two sections will cover the management of a Belgian cybersecurity ecosystem and the mapping and forecasting
of cybersecurity experts need and the offer of training and education in cybersecurity, respectively called “Manage” and
“Watch” hereunder as displayed in figure 3.
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Figure 3: CyberHub Belgium strategic goals supported by its enablers.

To frame the CyberHub Belgium project, there is a need for an adapted governance to ensure the attractiveness of the
cybersecurity eco-system for its community members coming from the cybersecurity industry, academic institutions, or
governmental organizations.

The role of governance in the management of CyberHub Belgium is to establish clear rules, policies, and structures that
ensure the ecosystem operates effectively, ethically, and sustainably.

Governance provides a framework for decision-making, conflict resolution, and resource allocation, enabling
stakeholders to collaborate towards shared goals while maintaining transparency and accountability. It also ensures that
the ecosystem's values, objectives, and long-term viability are aligned with the needs of all members, whether they are
individuals, organizations, or other entities.

By fostering trust and providing guidance on roles, responsibilities, and operations, governance helps sustain the
community's health and growth, while adapting to emerging challenges and opportunities.

To monitor skills requirements in the cybersecurity field and identify talent gaps and shortages, there is a need to keep a
watch on the market, via an observatory.

The goal of an observatory to watch the cybersecurity job market is to provide near real-time insights into industry trends,
skill demand, and employment gaps. It analyses data on emerging job roles, required certifications, salary trends, career
paths and regional or global workforce shortages to help guide professionals in their career development.

Additionally, such an observatory supports educational institutions and training providers in tailoring curricula to meet
market needs, while also assisting employers in identifying talent and shaping recruitment strategies. These insights are
essential for the fine-tuning the strategic goals identified and have a major influence in decision making process of the
respective action.

By monitoring and forecasting the evolving needs of the cybersecurity industry, the observatory would help align
workforce skills with the dynamic challenges of the digital security landscape.
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3.6.3 CMiB4Talents Work Groups and CyberHubs Work Packages

The CMiB4Talents Focus Group is divided into five different Work Groups, treating different topics (CyberHub Belgium,
2024b). The five work groups are also mapped with CyberHubs Work Packages.

The first Work Group called “Mapping and Forecasting” is working on three main subjects. First, it aims to map the
cybersecurity trainings and education offers. It does not only focus on universities and higher education but also on non-
regular trainings or public trainings.

This first CMiB4Talents Work Group matches with the CyberHubs WP 2 - Cybersecurity skills Intelligence, forecast and
strategy.

The second Work Group called " Create a national cybersecurity ecosystem for talents" aims to create and organise a
national cybersecurity ecosystem for talents and generate visibility. The objective of this Work Group is also to create a
governance allowing all voices to be heard and promote sharing of information and networking between all the
stakeholders.

This second CMiB4Talents Work Group matches with the CyberHubs WP3 - National Cybersecurity Skills hub for
innovation.

The next Work Group focuses on “Improving cybersecurity expertise in companies” To achieve this goal, the action plan
focuses on four main topics. The first concerns the employees and regards the creation of a CMiB Academy which aims
to create training patches for employees according to certain career paths. The next topic focuses on reskilling by setting
up partnerships with the Flemish, Walloon and Brussels regional public employment and vocational training agencies or
other competence centres and cybersecurity key players to create trainings for people who decided to change their
career path and enter the cybersecurity workforce. The third topic is to create a workshop on recruitment which would
be coordinated by the Agoria. Lastly, find partners to organize a cyberagents job fair along with universities and other
Agoria partners to attract new people and younger people to the field.

This third CMiB4Talents Work Group contributes to the CyberHubs WP 4- CyberHub Services objectives.

The Work Group number four aim is to create “More inflow in digital/cybersecurity studies and trainings” The goal is
to promote digital and cybersecurity in different levels of education, organize cyber-awareness actions for younger
people in collaboration with partners, organize school visits with trusted companies to talk about cybersecurity and
organize testimonials.

This forth CMiB4Talents Work Group contributes to the CyberHubs WP 5- Communication, dissemination, visibility and
impact objectives.

Lastly workgroup number five, called “Work with Universities/Higher Education & Training Centres” is focusing on three
main topics: set up pool of experts on diverse security topics in universities, organize a summer academy to “train the
trainer” and give the teachers the chance to meet experts and network. Lastly, develop the concept of “dual learning "
or "Alternance”, like in France, which is a sort of “workplace learning” while studying at school.
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This fifth CMiB4Talents Work Group contributes to the CyberHubs WP 4- CyberHub Services objectives.

Considering the CyberHub Belgium Strategic goals:
- attracting as much as possible potential talents to embrace a career in cyber security
- training students to become cybersecurity professionals armed with skills corresponding to the current and
future market needs.
- raising professionals and jobseekers to a higher level of expertise so they can apply for jobs in cybersecurity.

the enablers

- CyberHub management, and
- the observatory

The CyberHubs Work Packages and the five CMiB4Talents Work Groups as described, hereabove, can easily be matched
to each other as shown in Figure 4:

- "Manage"

o  CyberHubs WP3 - National Cybersecurity Skills hub for innovation

o CMiB4Talents WG2 - Create a Cybersecurity ecosystem for talents.
- "Watch"

o  CyberHubs WP 2 - Cybersecurity skills Intelligence, forecast and strategy

o CMiBA4Talents WG1 - Mapping & forecasting
- "Attract"

o  CyberHubs WP 5- Communication, dissemination, visibility and impact

o CMiB4Talents WG4 - More inflows in digital/cybersecurity studies and training.
- "Enable"

o  CyberHubs WP 4- CyberHub Services

o CMiB4Talents WG5 - Work with universities/higher education and training centres.
- "Elevate"

o  CyberHubs WP 4- CyberHub Services

o CMiB4Talents WG3 - Improve cybersecurity expertise in companies.

Manage
CyberHubs WP3 - National Cybersecurity Skills hub for innowvation
CMiB4Talents WG 2- "Craate a Cybersecurity ecosystem for talents

Watch

CyberHubs WP 2 - Attract

Cybersecurity skills Intelligance, CyberHubs WP 5- Communication,
forecast and strategy dissemination, visibility and impact
CMiB4Talents WG 1 - Mapping & CMiBdTalents WG 4 - Mors inflows in
forecasting digital/cybersecunity studies and training

Enable Elevate
CyberHubs WP 4- CybarHub CyberHubs WP 4- CyberHub
Services Services
CMiB4Talents WG 5 - Work with CMiB4Talents WG 3 — Improve
univarsities higher education cybersecurity axpertisa in

and training centras companies

Figure 4: Matching of CyberHub Belgium strategic goals with the CyberHubs Work Packages
and the CMiB4Talents Work Groups.
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Manage
CyberHubs WP3 - National Cybersecurity Skills hub for innovation
CMiB4Talents WG 2- "Create a Cybersecurity ecosystem for talents

' 4 g

Watch
CyberHubs WP 2 - Attract
Cybersacurity skills Intelligance, CyberHubs WP 5- Communication,
forecast and strategy dissemination, visibility and impact
CMiB4Talents WG 1 - Mapping & CMiB4Talents WG 4 - Mors inflows in
forecasting digital/cybarsecurity studies and training
Enable Elevate
CyberHubs WP 4- CybarHub CybarHubs WP 4- CyberHub
Services Services
CMiBdTalents WG & - Work with CMiB4dTalents WG 3 - Improwve
universitiss higher education cybersacurity axpertisa in
and training centras companies

Figure 5: Interaction between the CyberHubs WP and the CMiB4Talents Work Groups.

In the Figure 5, the arrows are representing the Interaction between the various Work Groups.

e  "Manage" sets the directions and the objectives for the Work Group "Watch" as well for the strategic goals'
Work Groups: "Attract", "Enable" and "Elevate”.

e "Watch" provides insights of the markets supply and demand gaps and mismatches to the "Attract", "Enable"
and "Elevate" Work Groups. The observatory will also provide strategic KPIs and needs forecasts.

o "Attract" will obviously feed "Enable" and " Elevate" with future cybersecurity professional candidates.

At the same time,

e  "Manage" receives information back from the Work Group "Watch" allowing to evaluate the KPIs and the
corrective actions to be taken to adapt the strategy

e  "Manage" receives also information back from the Work Groups "Attract", "Enable" and "Elevate" allowing to
evaluate the KPIs and the corrective actions to be taken to adapt the strategy

e "Watch" receives also information back from the Work Groups "Attract", "Enable" and "Elevate" feeding the
observatory field data.

These flows, as described, hereabove, are fundamentals, to create a "Plan, Do, Act, Check" mechanism which is at the
basis of an improvement process of CyberHub Belgium both for strategic and tactical decisions.

3.6.4 Cybersecurity culture

Through all the Work Groups and Works Packages, which are described in detail in the next chapter, particular attention
must be paid to creating a global culture of cybersecurity, as illustrated in Figure 6.

23



& CyberHubs

Cybersecurity skills strategy Belgium

Cybersecurity

culture

evate
s WP d- CyberHub
Services

CMiB4Talents WG 3 - Improve
I : cybersecurity expertisa in
o tre I o5 companies

Figure 6: The cybersecurity culture.

This means taking every possible opportunity to communicate, train and inform stakeholders, whether they be business
leaders, recruiters, university representatives, trainers, learners, candidates for a career in cybersecurity or the public.

3.7 Conclusions

As probably for most of the CyberHubs, if not all, the shortage of skilled resources is an obstacle to the development of
the cybersecurity industry, but above all represents a challenge for the development of a more resilient Belgium. The
CyberHub Belgium goal, through its strategic objectives, is to develop and promote multiple initiatives which collectively
allow to close the skills gap.

It is very important to combine stakeholders from different backgrounds, whether industry, academia or government.
Overall, the sustainability of CyberHub Belgium will depend on its ability to remain a trusted environment where all
parties can contribute valuable ideas and achieve pragmatic results.
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4 Action Plan

The action plan is defined by the CyberHub Belgium Board along with the CMiB4Talents Board in line with CyberHub
Belgium strategic objectives.

The current action plan and the detailed action items have been defined in March 2024 and are subject to be revised end
of January 2025.

The revised action plan for 2025 and beyond, will obviously consider the strategy defined the CyberHub Belgium Board
and get inspired by the strategy and the deliverables of other CyberHubs or other European initiatives. Particular
attention will also be paid to the importance of leveraging the exchange of experience and learnings from initiatives such
as the skills gap forecasting model, skills mapping systems, career and learning path advice systems, the cybersecurity
hackathon or various communication or promotional initiatives.

4.1 Attract

Strategic goal
The goal is to attract as much as possible potential talents to embrace a career in cyber security
Focus

Efforts will focus on organizing cyber awareness campaigns in collaboration with the CyberHub Belgium community
members. The initiatives can include participation to the Cyber Days in Wallonia, Flanders, and Brussels, which are co-
organized with various CyberHub Belgium community members. Additionally, engaging higher education students (ages
18-25), targeted visits in each region—Brussels, Wallonia, and Flanders—could be organized to deepen their interest in
cybersecurity. Ways to include digital and cybersecurity topics in all educational programs for children should be also
analysed.

4.2 Enable

Strategic goal

The goal is to train students to become cybersecurity professionals armed with skills corresponding to the current and
future market needs.

Focus

Initiatives will involve several actions to enhance cybersecurity education and collaboration between academia and the
industry. A pool of expert bringing together professionals in various fields of cybersecurity should support universities
and training centres by mentoring, coaching, research, and giving lectures. "Train the Trainer" sessions could be organized
to introduce cybersecurity educators to the pool of expert pools and provide lecturers with updates on advanced
technical topics and pedagogical advice. A feasibility analysis should run to check whether Cybersecurity lessons could be
made mandatory in all technical and IT-related curricula, ensuring that students receive a strong foundation in this area.

4.3 Elevate

Strategic goal

The goal is to raise professionals and jobseekers to a higher level of expertise so they can apply for jobs in cybersecurity

25



& CyberHubs

Cybersecurity skills strategy Belgium

Focus

Action points will include the promotion a training paths for employees according to career paths. Set up of partnerships
with VDAB, FOREM, competence centres like IFAPME and SYNTRA should be considered to create, validate, and support
training.

4.4 Watch

Strategic goal

The goal of an observatory to watch the cybersecurity job market is to provide near real-time insights into industry trends,
skill demand, and employment gaps.

Focus

Initiatives will include analysing the Cybersecurity programmes in universities, higher schools, and non-regular/public
institutions to update the Belgian educational landscape. It should also include research to evaluate the market needs
and to analysis the evolution of the skills gaps using the skills and roles from job vacancies, based on 12 ENISA profiles.

4.5 Manage

Strategic goal
The goal is to manage CyberHub Belgium to manage its sustainability and funding.
Focus

The action plan includes initiatives to ensure the sustainability of CyberHub Belgium and keeping a high level of trust
between the contributors of the CMiB4Talent Focus Group. This includes actions to create a feeling a proudness of the
contributors through qualitative achievements and deliverables. Specific initiatives must be taken to promote CyberHub
Belgium amongst all possible stakeholders.
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5 Evaluation and Monitoring

Metrics and monitoring allow to track progress, measure success, and identify areas for improvement. By establishing
clear, quantifiable indicators aligned with the initiative’s goals, stakeholders can gain valuable insights into its
performance and outcomes.

Regular monitoring allows for timely adjustments, ensuring that any deviations from the expected trajectory are
addressed promptly. Additionally, effective metrics help to evaluate the impact of actions taken, guide decision-making,
and demonstrate accountability to all involved parties.

Continuous improvement is an important principle for the success and longevity of any initiative. By fostering a culture
of ongoing evaluation, feedback, and adaptation, the initiative ensures that it remains responsive to evolving needs and
challenges.

5.1 Metrics and Monitoring
At the tactical level, the KPIs are related to:

- The progress and the execution in time and quality of the Work Packages expected deliverables.

- The occurrence of the various planned work sessions, board meetings and plenary sessions.

- The diversity of the board members as well as the participants in all the work group such as defined in the
governance.

The monitoring of the KPIs is taking place during the CyberHub Belgium board meeting, along with the CMiB4Talents
Board at least 4 times a year. The tactical KPIs are presented to the CyberHub Belgium community members 2 times a
year during the plenary session.

At the strategic level, the KPIs will only be defined later in 2026 when the expected deliverables of the CyberHub Belgium
initiative will be more tangible.

5.2 Continuous Improvement

The CyberHub Belgium Board and the CMiB4Talents Board are meeting together 4 times a year to regularly assess
outcomes, identify areas for enhancement, and implement adjustments to optimize performance. Through the active
engagement, the initiative can leverage new insights, emerging trends, and innovative solutions, allowing it to remain
agile and relevant.

By committing to continuous improvement, CyberHub Belgium not only enhances its impact but also ensures its
sustainability, empowering it to achieve long-term success and adaptability in a dynamic environment.
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6 Conclusions

The CyberHub Belgium vision is to improve national cybersecurity and resilience by creating a fertile ground for
collaboration between industry, academia and government institutions, to create the conditions that will enable skills to
develop in numbers, in diversity and quality to meet cybersecurity needs.

The three axes for the translation of CyberHub Belgium’s vision into strategy are:

e To attract as much as possible potential talents to embrace a career in cyber security

e To enable students to become cybersecurity professionals armed with skills corresponding to the current and
future market needs.

e Toelevate professionals and jobseekers to a higher level of expertise so they can apply for jobs in cybersecurity.

To guide and to measure the achievement of the strategic goals, there is a need an observatory:

e  Towatch and monitor skills requirements in the cybersecurity field and identify talent gaps and shortages, there
is a need to keep a watch on the market.

Moreover, to ensure the sustainability and the overall exploitation of CyberHub Belgium, there must be a recognized
authority:

e To manage and frame the CyberHub Belgium initiative with an appropriate governance to ensure the
attractiveness of the cybersecurity eco-system for its members coming from the cybersecurity industry,
academic institutions or governmental organizations.

Based on the three strategic axes being "Attract", "Enable" and "Elevate", the "Watch" observatory and the "Manage"
governance of CyberHub Belgium, five Work Groups have been defined along with their Work Packages within Cyber
Made in Belgium for Talents.

The dynamic process generated by a trusted and diverse community working together for delivering concrete and
actionable deliverables along allows to believe in the success of the Belgian CyberHub.
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8 Annexes

8.1 Annex 1: Cybersecurity learning programs

8.1.1 Regular cybersecurity curricula (CCB, 2024)

Educational Institution Program Language Duration

Bachelier de spécialisation en sécurité
HE2B , R . . 63 French .
des réseaux et systémes informatiques in late school

1yearor 2 years

Bachelier en Informatique — orientation
EPHEC L R 180 French 3years
sécurité des systémes

Bachelier en Informatique Orientation
Haute Ecole en

. réseaux & télécommunications avec 180 French 3years
Hainaut . L,
option sécurité
Haute Ecole Libre Bachelier en informatique orientation
L. . L, 180 French 3years
Mosane (HELMO) sécurité des systémes (cybersécurité)

Bachelier en informatique réseaux et
HE2B L L 180 French 3years
télécommunications

Hénallux Bachelier en Sécurité des systémes 180 French 3years

Bachelier Informatique — Réseaux et
HEPL L L 180 French 3years
Télécommunications

Bachelor Elektronica-ICT — Cloud and
Thomas More . 180 Dutch 3years
Cyber Security

. Bachelor Elektronica-ICT — ICT - Network
Odisee . . 180 Dutch 3years
& Security Engineer

Bachelor Elektronica-ICT —IT & Cyber
AP Hogeschool . 180 Dutch 3years
Security and Cloud

Bachelor In de toegepaste Informatica - Dutch

HOWEST . 180 3years

Security and Development .
English
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Katholieke Hogeschool

Bachelor In de toegepaste Informatica-
Afstudeerrichting applicatie -

N . 180 Dutch 3years
VIVES Specialisatie Cybersecurity &
Infrastructure
Erasmushogeschool Bachelor in toegepaste informatica,
. . 180 Dutch 3years
Brussel specialisatie Network & Security
Bachelor International Business
Thomas More Management — Data Science, Protection 180 English 3years
& Security
. Bachelor Toegepaste Informatica —
Odisee ] o 180 Dutch 3years
Cybersecurity & Network Specialist
Bachelor Toegepaste Informatica —
UCLL Hogeschool ] 180 Dutch 3years
Infrastructure & Cybersecurity
Karel de Grote Bachelor Toegepaste Informatica —
180 Dutch 3years
Hogeschool Systeem- en Netwerkbeheer
Bachelor Toegepaste Informatica —
HOGENT o 180 Dutch 3 years
System & Network Administrator
Bachelor Toegepaste Informatica —
Hogeschool PXL 180 Dutch 3 years
Systemen en netwerkbeheer
. . . 2 full days on
. Executive Master in Cybersecurity .
Solvay Business School 36 English campus every 2
Management
months
, Master en Architecture des systemes
Hénallux / UNamur . . 120 French 2 years
informatiques
Master en Architecture des Systemes .
HEPL / HELMo . 120 English 2 years
Informatiques
Université Catholique
de Louvain, Ecole French
Royale Militaire, Master en cybersécurité 60/120 1vyear or 2 years
Université Libre de English

Bruxelles, Université

de Namur, Haute école
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de Bruxelles, Haute
école libre de Bruxelles

Master en sciences informatiques -

Umons . ) 120 French 2 years
option Networks and security
Master en Sciences Informatiques —
UNamur Spécialisée en Data Science — Option 120 French 2 years
Informatique et Sécurité
Master in Computer Engineering and
UMons Management — Cybersecurity and 120 English 2 years
Forensics for the Internet of Everything
. L, . Master in Computer Science and
Université Catholique . . . . :
. Engineering - Major in security and 120 English 2 years
de Louvain )
networking
Master en Sciences Informatiques —
UNamur Spécialisée en Software Engineering — 120 French 2 years
Option Informatique et Sécurité
Master in Computer Engineering and
UMons Management — Cybersecurity and 120 English 2 years
Forensics for the Internet of Everything
. L, . Master in Computer Science and
Université Catholique . . L . .
. Engineering - Major in security and 120 English 2 years
de Louvain .
networking
Université Catholique Master in Computer Sciences - Major in .
. . . 120 English 2 years
de Louvain security and networking
. L . Master in Data Sciences Engineering -
Université Catholique o . ) .
. Major in cryptography and information 120 English 2 years
de Louvain .
security
Université Catholique Master in Electrical Engineering - Major .
. . . . . 120 English 2 years
de Louvain in cryptography and information security
Master in informatica - Profiel
UHasselt 120 Dutch 2 years

Networking and security
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Antwerp Management Master in IT Risk & Cyber Security .
60 English 1.5 years
School Management
. L, . Master in Mathematical Engineering -
Université Catholique L . . .
. Major in cryptography and information 120 English 2 years
de Louvain )
security
Dutch

Master of Engineering: Computer

KULeuven . . 120 2 years

science - optie secure software .
English

Master of Science in Computer Science
Uliege and Engineering — Computer Systems 120 French 2 years
Security

Master of Science in Computer Science .
UGent ] ] ) . 120 English 2 years
Engineering — Major Cybersecurity

KULeuven Master of Science in Cybersecurity 60 English 1year

Master of Science in Electrical .
KULeuven . . . 120 English 2 years
Engineering — ICT Security and Networks

Erasmushogeschool Micro-credential: Cyber-se-cu-ri-ty &
] . 10 Dutch 4 months
Brussel Eth-i-cal Hacking
EPHEC Spécialisation Cybersécurité 32 French 1year

Spécialisation Sécurité des Réseaux et
Condorcet . . 60 French 1 Year
Systemes Informatiques

Table 1: Regular cybersecurity curricula (CCB, 2024)
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8.1.2 Non-regular cybersecurity curricula (EduTracker, 2024)

Educational Institution

Program

Brussels; Hainaut; Liege; Oost-

BeCode Cybersecurity
Vlaanderen
Cefora Analyste Cybersécurité
] BeCentral Brussels; Oost-Vlaanderen; .
CyberWayFinder Cybersecurity programs

Vlaams-Brabant

Digitalcity / Bruxelles

. Bruxelles Cybersecurity Analyst
Formation Digital
o Brussels; Hainaut; Liege; Namur; .
Digitalcity.brussels Cybersecurity Analyst
Brabant wallon
Hainaut; Liege; Luxembourg; Namur; . L
IFAPME Conseiller en Cybersécurité
Brabant wallon
Interface3 Bruxelles Cybersécurité (spécialisation)
Syntra Midden- . .
Y Campus Gent Cybersecurity Analist (avond)
Vlaanderen

Syntra Midden-
Vlaanderen

Campus Gent

Cybersecurity Engineer (avond)

Technifutur Liege Network Security Officer
VDAB Antwerpen; Brussel Cyber Security
Administration systéeme orienté
Forem

cyber sécurité

Table 2: List of non-regular cybersecurity curricula (EduTracker, 2024)
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8.2 Cyber Made in Belgium for Talents partners

CMiB4 Talents partners (other than academia)
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i Qyberwal

B

INFOPOLE

CLUSTER TIC

Cmam

Your Connection to ICT Research

CyberExcellence
By CyberWal

Hoge R aad
Zélfstandigen
KMO

Conseil Supérieur
Indépendants

ME

*® innoviris
.brussels &»

we fund your future

' | Cyber
Security

y

VLAIO

Table 3: Cyber Made in Belgium for talents partners (other than academia)

CMiBA4Talents academia partners

THOMAS

MORE

hena

HAUTE ECOLE DE
NAMUR-LIEGE-LUXEMBOURG

HAUTE ECOLE

€PHEC

Le chemin ¢ '!"IQUP vers |a réussite

technofuturTIC

centre de compétence

H=H:.

Haute Ecole en Hainaut

campus

LES TALENTS DU FUTUR

TECHNIFUTUR"

CEMTRE DE COMPETENCES

W hogeschool

VIVeS
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AV,
VAV vinci

HAUTE ECOLE LEONARD DE VINCI

e eurometropolitan g7 ‘

c.‘

%éo MOLEN

A [eek

Wiz, UCHsaen,

i~
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INNOVATION CENTRE

hub
brusselsese

»»> | UHASSELT

Brussels School
4 Economics & Management

E UNIVERSITE
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B UCLouvain

Table 4: Cyber Made in Belgium for talents academia partners
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