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1 Executive Summary  

Introduction  

This strategy for CyberHub Spain aims to improve cybersecurity skills of the workforce in the country, to therefore 

support the strengthening of cybersecurity skills in Spain. Through the strategy, the Spanish hub will foster collaboration 

between agencies and sectors in public and private areas, implementing actions that will support the preparation and 

readiness of cybersecurity professionals in Spain. 

Objective 

The objective of the strategy is to strengthen cybersecurity competences and skills for professionals, directly influencing 

the continuous improvement of national capabilities related to digital security, cybersecurity and cyberdefene, 

supporting all sectors involved in Spain. 

Approach 

The strategy takes as a reference the Spanish cybersecurity strategy, and the main initiatives for the evolution of national 

cybersecurity. It incorporates the results of the activities and reports of CyberHubs project, considering the expert panel 

carried out and all the sources developed to align with the needs of the industry and regulations. Collaborative methods 

were used involving government, academia and the private sector. 

Results 

The strategy aims to identify significant skills gaps in the Spanish labour market in cybersecurity, particularly in positions 

such as cybersecurity architects and implementers, as well as incident response specialists and especially in new 

technologies such as AI security. It considers educational needs, such as training in cybersecurity programming skills and 

adaptation to industry demands, while proposing initiatives to overcome these gaps. 

Conclusions 

The strategy establishes the main guidelines for the implementation of CyberHub Spain, helping to strengthen and 

improve the cybersecurity in the country, reinforcing the ties of cooperation between state agencies, the private sector, 

the public sector and academia. 
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2 Introduction 

2.1 Cybersecurity in Spain 

Understanding the cybersecurity situation is crucial for developing effective strategies and policies because it provides a 

clear picture of the current threat landscape, vulnerabilities, and the potential risks that organizations or governments 

may face.  

This fundamental understanding enables the creation of tailored, proactive measures that can prevent, detect, and 

respond to cyber incidents, minimizing damage and ensuring continuity of operations around the country. 

Currently, on a day-to-day basis, cybersecurity is more important than ever, as more aspects of life and business are 

conducted online, leading to an exponential increase in cyber threats such as data breaches, and cyber espionage.  

In Spain, these challenges are particularly relevant, given the growing sophistication of cyberattacks and the country's 

reliance on digital infrastructure across sectors like finance, healthcare, and government services. 

Additionally, Spain is bound by European Union regulations, such as the NIS2 Directive and the General Data Protection 

Regulation (GDPR), which impose stringent cybersecurity and data protection requirements. Understanding the 

cybersecurity landscape is essential for ensuring compliance with these regulations and for mitigating risks to both 

national security and individual privacy.  

As the number and the severity of cyberattacks rise, Spain must continually adapt its cybersecurity strategies to stay 

ahead of emerging threats and safeguard its digital economy and society. 

2.2 Global and regional trends in cybersecurity 

The results of several studies and analysis carried out in the analysis phase showed a significant increase in cyber-attacks, 

but especially phishing, which shows that information is the most important asset today. Therefore, strong protection is 

extremely important for people, institutions and countries. 

The technological convergence and the information age have generated the need to constantly implement more and 

better cybersecurity systems. In addition, the constant evolution of cyber threats and the current push for AI are key to 

global and regional technological evolution. 

Current conflicts have demonstrated the importance of cyberspace in the conduct of war and how it directly influences 

all internal aspects of a country and its society. 

These conclusions allow us to define two key elements: firstly, we are living in a world where information technologies 

are the engine of daily life; secondly, it is extremely important to control the information environment. 

2.3 Vision 

The vision is to significantly strengthen national cybersecurity through constant and strong collaboration between 

different sectors and academia, generating a space that allows innovation and a culture of cybersecurity, managing each 

sector's ability to access the human talent and the knowledge needed to defend, innovate and lead the initiatives against 

digital threats in the field of technology and the information environment.  
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3 Current situation and strategic objectives 

The implementation of CyberHub Spain focuses on closing skills gaps, aligning education with industry needs, and raising 

awareness through partnerships and outreach campaigns. Key initiatives include analysing curricula to improve it, 

industry-academia collaboration, and supporting various sectors to address cybersecurity challenges. The main objective 

is to strengthen all aspects related to the talent and knowledge needed to combat digital threats, foster the innovation 

of new technologies and continuously strengthen digital security at a national level. 

3.1 Key Actors in Cybersecurity Area 

In Spain, cybersecurity is a multi-stakeholder effort involving a range of public, private, and academic entities, each with 

specific roles and responsibilities to ensure the protection of national infrastructure, businesses, and individuals from 

cyber threats. Below, the key actors in the cybersecurity field in Spain are presented.  

The Spanish CyberHub aims to explore potential collaboration lines with all these stakeholders, to enhance the 

cybersecurity ecosystem of the country and meet the defined strategic goals: developing skills to increase the capabilities 

of cybersecurity profiles in Spain; enhancing public-private partnerships among the stakeholders; promoting awareness 

and fostering innovation in the cybersecurity field. 

 

Figure 1. Key actors of CyberHub Spain 
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1. National Institute of Cybersecurity (INCIBE) 

• Role: INCIBE is one of the main governmental agencies responsible for cybersecurity in Spain. It 

operates under the Ministry of Economic Affairs and Digital Transformation (SGAD) and is tasked with 

promoting and strengthening cybersecurity throughout the country. 

• Responsibilities: INCIBE leads national cybersecurity initiatives, offers technical assistance to 

companies and citizens, coordinates efforts between different government agencies, and supports 

research and innovation in the cybersecurity field. It also helps in the identification and response to 

cyber threats, as well as improving awareness through training and outreach programs. 

2. Ministry of Defence (Ministerio de Defensa) 

• Role: the Ministry of Defence plays a key role in the national security of Spain, and cybersecurity is an 

integral part of the protection of the critical defence infrastructures and classified military data. The 

Cybersecurity and Defence Cybersecurity Command (Mando de Ciberdefensa) is part of this ministry. 

• Responsibilities: the Ministry focuses on the protection of defence systems and critical national 

infrastructures from cyberattacks, including those from state-sponsored actors. It is also responsible 

for overseeing cybersecurity measures across government agencies and defence contractors. 

3. Spanish Data Protection Agency (AEPD) 

• Role: AEPD is the national authority responsible for enforcing data protection laws, particularly in 

relation to the General Data Protection Regulation (GDPR). 

• Responsibilities: the agency ensures that organizations comply with data privacy laws, investigates 

data breaches, and promotes best practices for the protection of personal data in Spain. AEPD has the 

power to issue fines and penalties for non-compliance. 

4. Spanish Cybersecurity Companies and Private Sector 

• Role: a significant portion of cybersecurity expertise in Spain is concentrated within the private sector, 

including both large multinational firms and local cybersecurity companies. Prominent players like 

Telefónica Tech, GMV, Grupo EULEN, Hiberus, Indra, and S2 Grupo, among others, contribute 

significantly to national cybersecurity. 

• Responsibilities: these private entities offer cybersecurity solutions, conduct threat intelligence, and 

provide consultancy to various sectors including finance, healthcare, and government. They play an 

essential role in the development of tools for detecting, preventing, and mitigating cyber threats. 

5. Universities and Research Institutions 

• Role: Spain hosts several leading universities and research centres with dedicated cybersecurity 

programs. These institutions and their respective cybersecurity programs have been identified in the 

report “Cybersecurity Skills Needs Analysis Report Spain” (deliverable 2.1). The full list is displayed in 

Annex 8.1. 

• Responsibilities: these institutions conduct fundamental and applied cybersecurity research, educate 

the next generation of cybersecurity professionals, and foster innovation in cybersecurity practices. 

Their role is key to develop advanced cybersecurity technologies and strategies. 

6. Cybersecurity professionals and workforce 

• Role: cybersecurity professionals in Spain include ethical hackers, incident response teams, risk 

managers, and compliance officers. They are the first line of defence against cyber threats and are 
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involved in everything from risk assessment to the actual implementation of cybersecurity measures 

in organizations. 

• Responsibilities: these professionals are responsible for securing networks, systems, and data from 

cyberattacks, as well as ensuring that organizations meet the regulatory requirements for 

cybersecurity and data protection. 

The Spanish Hub can play a transformative role by acting as a central hub of innovation, collaboration, and education in 

the cybersecurity ecosystem. Positioned between public institutions, private sector players, and academic research, 

CyberHub Spain can: 

1. Foster Collaboration: by providing a shared physical and virtual space, CyberHub Spain could bring together a 

diverse set of stakeholders to work on joint cybersecurity initiatives, share threat intelligence, and create new 

solutions. 

2. Support Skills Development: CyberHub Spain can support the delivery of specialized training programs, 

workshops, and certifications for cybersecurity professionals.  

3. Nurture Cybersecurity Startups: CyberHub Spain can help nurture innovation and develop new technologies 

that would improve national cybersecurity resilience. 

4. Facilitate Policy and Strategy Development: with its unique position in the ecosystem, CyberHub Spain can 

facilitate dialogue between stakeholders — particularly between the public and private sectors — to help 

develop policies, frameworks, and national strategies for cybersecurity. 

5. Enable Cybersecurity Research: CyberHub Spain can support the collaboration between academia, 

government, and industry to spur innovation and translate research into practical applications. 

By positioning itself as facilitator of collaboration, training, and innovation, CyberHub Spain can help improving the 

national overall cybersecurity posture and address the growing complexity of cyber threats. 

3.2 ECSF common language for Cybersecurity professional 
workforce development 

The performance of Professional Cybersecurity skills plays a vital role for the European economy and society as a whole. 

In addition, a dedicated European reference framework that can be used by all key stakeholders of the digital professional 

eco-system is essential.  

The European Cybersecurity Skills Framework (ECSF) was published by ENISA in 2022. This framework constitutes the 

result of joint work between ENISA and a dedicated ad hoc Work Group of Cybersecurity Professionals from many 

European countries. It provides the needed common language and reference point for all parties, giving a common basis 

for specific and combined action for professional cybersecurity workforce development at all levels and across Europe in 

the short, medium and long-term. 

The key objectives of the ECSF are: 

• Establishing a common understanding of the most typical cybersecurity professional roles, missions and tasks 

required in the cyber secure organization, together with their competences, skills and knowledge requirements, 

that can be used by and for individuals, organizations, learning providers, policy makers and cyber enthusiasts 

in all EU Member States, to effectively address the cybersecurity skills shortage. 
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• Contributing to further facilitate the recognition of professional cybersecurity skills and competencies, the 

design of market-driven learning programs, the cybersecurity workforce development in the organization, and 

career guidance of individuals. 

The 12 Cybersecurity Professional Role Profiles provided by the ECSF are ensuring the common language for the 

CyberHubs consortium across all work stages, and they are implemented from multiple viewpoints at European and 

national levels in the workplace, in the context of learning, legislative and policy making. The adoption of the ECSF as a 

high-level strategic decision significantly accelerates collaboration processes at national and EU-level, enabling all key 

stakeholders in the cybersecurity eco-system to: 

• Get a common understanding of the necessary professional roles, competences, skills and knowledge,  

• Support cybersecurity workforce roles and skills needs identification, planning and development, 

e.g. to prepare for organizational compliance with the forthcoming NIS2 Directive. 

• Facilitate cybersecurity skills recognition, 

• Support the design of cybersecurity related training programmes, 

• Help shape content of applications for funding programmes on national and European levels. 

In this context, it is crucial to understand the ECSF as a flexible offer and as a tool made available for flexible usage. The 

framework seeks to enable wherever helpful, and never to restrict. This can be easily achieved by selecting the 

components that are most suitable in context, and further customising where needed. 

3.3 EU and national legal regulations 

At both EU and national levels, regulations play a crucial role in shaping cybersecurity. Key regulations include: 

EU Regulations: 

• GDPR: requires strict data protection measures for personal data processing and breach reporting. 

• NIS2 Directive strengthens cybersecurity for essential sectors, mandating risk management, incident reporting, 

and continuity measures. 

• DORA: focuses on the financial sector’s resilience to ICT risks. 

• Cybersecurity Act: promotes EU-wide cybersecurity standards, including certification of ICT products and 

services. 

Spanish Regulations: 

• Cybersecurity Law (Ley 12/2021): enhances national cybersecurity, focusing on public-private collaboration. 

• Data Protection Law (LOPDGDD)*: adapts the GDPR to Spain’s legal framework. 

• National Cybersecurity Strategy: outlines Spain’s goals for protecting critical infrastructure and enhancing cyber 

response capabilities. 

The analysis carried out in the Cybersecurity Skills Needs Analysis (D2.1 report) identified critical needs for cybersecurity 

skills and professional roles in Spain. Apart from these needs, additional gaps related to the normative aspect considered 

secondary were also identified, that could become a threat for the long-run sustainability of the Spanish CyberHub. 

Although they are not a current priority, it is important to have them in the scope. Therefore, it is considered that these 

gaps can be addressed in a second phase of the project. 
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• Implementation Gaps: public administrations, especially smaller ones, struggle with full compliance due to 

limited resources and awareness. 

• Sector-Specific Gaps: regulations like NIS2 and DORA mainly target specific sectors, leaving emerging areas like 

IoT and AI under-regulated. 

• Coordination Issues: an inconsistent coordination between the different stakeholders in the field (private 

sector, public administrations and knowledge and educational centres) threatens the creation of a safe and 

resilient ecosystem. 

• Cybersecurity Skills Gap: a shortage of skilled professionals hampers the effective implementation of 

cybersecurity laws. 

3.4 Industry/Country Needs 

Spain faces a growing range of cybersecurity threats, including ransomware attacks, phishing, advanced persistent 

threats (APTs), data breaches, and vulnerabilities in IoT devices. As digital transformation accelerates, these risks are 

amplified by the increasing use of cloud computing, AI, and 5G technologies. 

The key regulations shaping cybersecurity practices in Spain identified in the previous section 3.3, might not be enough 

to face the identified challenges. In addition, emerging technologies, particularly cloud computing, IoT, and AI, present 

new challenges, requiring heightened focus on security to protect against both exploitation and adversarial attacks. 

As the demand for cybersecurity expertise grows, Spain’s industries need professionals skilled in incident response, 

cybersecurity implementor and architecture, cloud security, IoT protection, AI security, and regulatory compliance. The 

cybersecurity skills gap is expected to widen, driving the need for targeted education and training programs. 

Therefore, addressing Spain’s cybersecurity threats requires both robust regulation and a skilled workforce prepared to 

meet evolving challenges. 

On the other hand, the Cybersecurity skills forecasting model will be used for a yearly update of the Cybersecurity skills 

needs in Spain. This model provides information on which cybersecurity roles and skills are gaining importance and those 

whose needs are declining. This is done by combining quantitative data from job vacancies, refined by other data, with 

qualitative data from experts that analyze and interpret the quantitative data. This yearly update can lead to changes in 

priorities depending on the outcomes 

3.5 Educational Landscape 

The educational system in Spain, through public and private national institutions, offers a wide range of cybersecurity 

programs, from undergraduate university programs such as master's degrees and PhDs, whether official or unofficial. 

Likewise, there are various institutions that offer courses and training specialized in cybersecurity issues. Cybersecurity 

programs can be carried out or applied in different models, whether online, in-person or hybrid. Annex 1 details the 

current training offer in Spain, specifying the specialization area of cybersecurity of each program. 

There are public and private institutions in Spain that issue cybersecurity certifications, such as Ethical Hacking, CISO, 

Incident Responder, etc. This allows professionals who are educated or trained in cybersecurity to have the opportunity 

to become certified in different areas, depending on the cybersecurity specialty. 
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3.6 Cybersecurity Skills Gap Assessment 

Spain is one of the regional leaders in cybersecurity issues and has great strengths at national level. However, significant 

skills gaps have been evidenced, since the demand for qualified professionals exceeds the supply. Roles such as incident 

responders and cybersecurity implementers, architects and those with specific knowledge in hard skills (cybersecurity 

programmers) are required within the current labour demand. In addition, it is also important to look at the current 

situation and near future, where artificial intelligence is impacting the field of cybersecurity. 

A key strength in Spain is the high number of educational entities and institutions focused on improving knowledge in 

cybersecurity. They offer all kind of programs, from basic to high professional standards. However, the hard skills that are 

most in demand (cybersecurity programming and AI) need a boost. 

To address these gaps, the educational system and its institutions in Spain need to update their academic curricula to 

align them with the needs of the industry, but mainly to fill the gaps identified during the analysis phase. Incorporating 

specific training and offering courses on emerging topics such as AI security could contribute to improving the situation. 

On the one hand, strengthening collaboration between academia and industry, and private companies should be a 

priority, to meet the real needs of labour demand. On the other hand, government policies should aim to retain national 

talent, by increasing support for job opportunities and promoting awareness of the cybersecurity situation. 

3.7 Strategic Goals 

The following strategic objectives are fully aligned to cover the mismatches of the skills and capabilities in Spain. To fulfil 

the general objective, it is necessary to consider the actors involved, the processes and procedures to follow during the 

development of the implementation of the Spanish CyberHub, and what are the relevant skills and profiles that must be 

strengthened.   

The creation of a CyberHub in Spain will enhance the training, preparation and development of cybersecurity 

professionals, strengthening Spain's cybersecurity capabilities. It will also foster the collaboration between the public and 

private sectors.    

The strategic objectives for the implementation of the CyberHub in Spain are the following: 

3.7.1 Strategic goal 1: Skill Development educational level 
CyberHub Spain will increase the capabilities of ENISA's cybersecurity profiles in Spain. It will support the strengthening 

of educational programs and the training and coaching at a national level for the development of current and future 

cybersecurity technologies. In addition, it will promote educational alliances and support the improvement of the training 

in hard skills, related to programming languages for cybersecurity. This will allow the increase of the competences of 

professionals in Spain, specifically in implementation, architecture and response to cybersecurity incidents. This will be 

carried out in the medium and long term, once the Spanish CyberHub is established. 

3.7.2 Strategic goal 2: Public-Private Partnerships 
The implementation of CyberHub Spain will enhance national collaboration in cybersecurity by establishing collaboration 

frameworks to create guidelines for the private sector. It will also support the public sector in strengthening cybersecurity 

capabilities with a long-term focus on workforce development and technological improvement. Collaboration between 

the public and private sectors will also be strengthened to address shortcomings in technical, technological and human 

resources, helping to continuously improve the national cybersecurity strategy in the medium and long term. 
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3.7.3 Strategic goal 3: Cybersecurity Awareness and Innovation 
CyberHub Spain will lead and support cybersecurity awareness initiatives to make cybersecurity importance more 

relevant in the country. It will foster innovation through initiatives related to, for example, regulatory and financial 

support, counting with the collaboration from the partnerships. In the medium and long term, a regulatory and 

innovative framework will be implemented. 

3.8 Conclusions 

After the situation assessment, the strategic goals of the Spanish CyberHub have been defined, grouped in two main 

blocks: collaboration in skill-development at the educational level and public-private partnerships.  

Collaboration between industry and academia, and between the various sectors, is extremely important for the success 

and strengthening of cybersecurity and the implementation of CyberHub Spain. Due to this fact, it allows a better 

understanding of the needs, problems, solutions and actions to take. 

Collaboration in educational aspects is highly productive for the fulfilment of the strategy. That is why alliances and 

participation between academia and industry allow the engagement of all actors interested in strengthening 

cybersecurity education. 

At the same time, the public-private collaboration generated in the project framework will create a dialogue environment 

that will facilitate the improvement of the national cybersecurity strategy to better adapt the regulations to the industry 

needs and the changing landscape. 
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4 Action Plan 

The Action Plan is a key instrument for translating Spain's Cybersecurity Skills Strategy into meaningful action. By aligning 

initiatives with the overarching goal of strengthening the nation’s cybersecurity skills, this plan provides a structured 

approach to addressing gaps in education, public-private collaboration, and innovation. These efforts contribute to the 

broader objectives of CyberHub Spain. The specific initiatives for each strategic objective are described below: 

Strategic Objective 1: Skill Development at the Educational Level 

Focus: enhancing the cybersecurity workforce through education and training. 

Initiatives under this objective aim to assess and address skills gaps, develop targeted educational resources, and create 

pathways for continuous learning. These efforts might involve collaboration between educational institutions, 

government bodies, and industry stakeholders to ensure the workforce is equipped with the necessary cybersecurity 

skills. 

Another important point will be the collaboration with the other hubs involved in the project, participating jointly in the 

organization of the European Cybersecurity Hackathon. 

Strategic Objective 2: Public-Private Partnerships 

Focus: strengthening collaboration between public and private sectors to enhance cybersecurity capabilities. 

Efforts could include establishing frameworks for cooperation, encouraging knowledge-sharing between sectors, and 

developing joint initiatives to tackle cybersecurity challenges. This collaboration might also foster the development of 

best practices and policies that benefit both public institutions and private enterprises. 

Strategic Objective 3: Cybersecurity Awareness and Innovation 

Focus: promoting awareness and fostering innovation in the cybersecurity field. 

Initiatives could involve nationwide awareness campaigns to highlight the importance of cybersecurity and the career 

opportunities it offers. Additionally, support for research and innovation could be provided in the long term through 

funding, policy development, and collaboration with research institutions. These actions help to ensure that Spain 

remains at the forefront of cybersecurity advancements. In this regard, CyberHub Spain will organize a national 

Cybersecurity conference to promote the initiative and raise awareness across the Spanish ecosystem. 

By focusing on these strategic objectives, the Spanish CyberHub Action Plan offers a comprehensive framework that 

supports the development of a robust cybersecurity ecosystem in Spain. This approach ensures alignment with the 

broader goals of CyberHub Spain and drives progress in workforce development, collaboration, and innovation. 

4.1 Education and Training 

CyberHub Spain will carry out an analysis of existing capacities in cybersecurity education programs. The purpose is to 

define those programs that can be used to improve and strengthen teaching and education in specific topics that need 

to be strengthened, according to the gaps identified during the analysis phase. These topics include incident response, 

architecture and implementation of cybersecurity and AI technologies, among others.  

Likewise, CyberHub Spain will collaborate with whole European network of CyberHubs. An example of this collaboration 

is the participation in the European Cybersecurity Hackathon, although the full list of activities will be defined by the 

partners once CyberHub Spain is established. 
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4.2 Industry Partnerships 

The action plan for Industry Partnerships will leverage from AMETIC. AMETIC is the association representing the digital 

industry in Spain, backed by more than 50 years in the sector and more than 300 direct members. An active community 

of industrial stakeholders will be established within the AMETIC’s Cybersecurity Commission framework, to obtain 

regular updates on the skills needs coming from the industry. Other national stakeholders (education providers, policy 

makers, students...), some of which are already members of AMETIC, will be invited to complement the community, with 

a quadruple helix approach. To promote the initiative, create a networking space and raise awareness across the Spanish 

cybersecurity ecosystem, CyberHub Spain will organize a national Cybersecurity conference. This framework will foster 

dialogue among the different parties to identify potential solutions to the emerging industry needs. 

The feedback provided by the agents will be a key element for the success of the project, as the collaborative effort 

among them will enable the regular update of the Spanish Cybersecurity skills strategy.  

4.3 Research and Development 

Actions involve a periodic review and update of the action and development plan for the different activities within the 

Spanish CyberHub to keep stakeholders informed about emerging cybersecurity trends and technologies, as well as 

potential threats. Likewise, continually strengthen education and training programs for constant updating.  

4.4 Conclusions 

The activity plan described here is a roadmap that will allow the implementation and operation of CyberHub Spain, 

aligning the strategic goals with the potential actions to achieve them and guarantee the long-run relevance of the Hub. 

This framework involves the different stakeholders from the quadruple helix, taking an ecosystem perspective.  

Despite being a general roadmap, it is important to conclude that many of activities and plans that will be undertaken by 

the Spanish CyberHub will depend on the support and collaboration of the partners and stakeholders, since they are the 

ones who will validate the strategy, being the main support of the hub. 
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5 Evaluation and Monitoring 

The implementation of cybersecurity skills initiatives in the Spanish CyberHub will be overseen by a dedicated team from 

CyberHubs project, working in collaboration with relevant government bodies and industry partners. This team will 

monitor the rollout and effectiveness of educational and training programs, gathering feedback from educational 

institutions, industry, and other stakeholders. The insights gained will help ensure that these initiatives effectively address 

Spain's cybersecurity needs. 

5.1 Metrics and Monitoring 

Once established, the Spanish CyberHub will define the Key Performance Indicators (KPIs) for each initiative, in a joint 

effort of all the stakeholders involved in the skills initiatives. The progress of each KPI will be monitored by the respective 

educational or training organizations within CyberHub Spain. Upon completion of the work, these organizations will 

submit a final report to the hub team for a national-level evaluation. 

Examples of KPIs could be the number of partnerships established to support the project and its skills initiatives, the 

number of programs offered, the number of new enrolments to the hub’s programs, the number of SMEs involved or 

the satisfaction of the end-users of the programs, among others. 

5.2 Continuous Improvement 

To maintain a continuous improvement of the results delivered by the Spanish CyberHub, the following actions can be 

implemented: 

1. Defining the roles of each member of the hub, with the purpose of establishing the processes of each activity 

and in this way, the best action to be carried out in each area.  

2. Carrying out periodic updates every 3 months of the programs that can strengthen the education and training 

of professionals in the required cybersecurity aspects. 

3. Mid-year evaluation and analysis of the results obtained in CyberHub Spain, thus allowing to mitigate the risks 

that arise when implementing any activity or plan. 

4. With the results obtained, carrying out a prospective analysis of risks and threats of the hub, to mitigate them 

and ensure a continuous improvement. 

5.3 Conclusions 

This section defines the follow-up actions that can be deployed to monitor the progress of the project and the 

achievement of the strategic objectives. To do so, guidelines are explained to develop the KPI’s definition, which will be 

the base for evaluation, as well as the framework for a continuous assessment of the results, with periodic short-term 

reviews to enable adjustments in the action plan to the changing cybersecurity landscape. 

Through the results and the constant analysis derived from this framework, the success of CyberHub Spain can be 

evaluated, as well as its progress, growth and importance, and the potential associated risks mitigated. 
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6 Conclusions 

The objectives, guidelines, and activities described in this strategy have been developed for the implementation of 

CyberHub Spain, seeking the participation, collaboration, and commitment of the various sectors involved in ensuring 

and strengthening cybersecurity. 

This strategy establishes the general roadmap to follow in the implementation of the Spanish CyberHub and is the basis 

on the strategic objectives and the action plan. The project vision is also defined, which will guide CyberHub Spain in its 

implementation: to reinforce the national cybersecurity ecosystem through the Spanish CyberHub's skills strategy and 

fostering collaboration among the different national key agents. 

The strategy confirms the current situation of cybersecurity in Spain, taking in account the previous analysis of 

mismatches and identifying the main stakeholders of the ecosystem through a quadruple helix approach. It is important 

to remark the role of the different agents and the European Cybersecurity Skills Framework (ECSF, ENISA 2022), as a 

general and flexible benchmark to help in the definition of CyberHub Spain Skills Strategy. 

The previous phase provided an analysis of the demand (industry and country needs) and supply (educational landscape) 

of cybersecurity skills in Spain, identifying the main skills-gaps in cybersecurity in Spain. Based on the skills-gaps 

identification, three strategic goals of CyberHub Spain have been set: skills development at the educational level, 

fostering public-private partnerships and rising cybersecurity awareness and innovation. Although the plan will be 

updated as the hub is being implemented, some activities that are already set are the participation of CyberHub Spain in 

the European Cybersecurity Hackathon (in collaboration with the other European CyberHubs) and the organisation of a 

national conference on cybersecurity skills gaps. 

The action plan will tackle the strategic objectives and ensure that the Spanish Cybersecurity Skills Strategy of Spain has 

a meaningful impact. Aligned with the strategic goals, the Action Plan is grouped in three major areas: education and 

training, industry partnerships and research and development.  

The evaluation and monitoring plan constitutes a key element for a continuous assessment and improvement of 

CyberHub Spain, and control whether it fulfils the expected outcomes. For this endeavour, the definition of measurable 

and relevant KPIs will be essential. 

In summary, the document sets out the main strategic goals of the hub, the roles of each of the actors involved in the 

hub, and the Action Plan, with the objective of closing the existing gaps identified during the analysis phase. It also 

includes the guidelines for evaluation and monitoring of the project's progress, and the benchmarking of the 

cybersecurity landscape in both Spain and the EU, ranging from national stakeholder's identification to the analysis of the 

regulatory environment. 

 

 

 

 

 



Cybersecurity skills strategy - Spain   

19 
 

7 References 

• CyberHubs. (2024). Cybersecurity Skills Needs Analysis report Spain. https://cyberhubs.eu/wp-

content/uploads/2024/10/Spain_Cybersecurity-Skills-Needs-Analysis-Report.pdf 

• Deloitte. (2024). The state of cybersecurity in Spain. https://www.deloitte.com/es/es/services/risk-

advisory/research/estado-ciberseguridad.html 

• ENISA (2022). European Cybersecurity Skills Framework Role Profiles. ENISA. 

https://www.enisa.europa.eu/publications/european-cybersecurity-skills-framework-role-profiles  

• INCIBE (2022). Analysis and diagnosis of the cybersecurity talent in Spain. 

https://files.incibe.es/incibe/talento/INCIBE_InformeCompleto_DIAG.pdf 

  

https://cyberhubs.eu/wp-content/uploads/2024/10/Spain_Cybersecurity-Skills-Needs-Analysis-Report.pdf
https://cyberhubs.eu/wp-content/uploads/2024/10/Spain_Cybersecurity-Skills-Needs-Analysis-Report.pdf
https://www.deloitte.com/es/es/services/risk-advisory/research/estado-ciberseguridad.html
https://www.deloitte.com/es/es/services/risk-advisory/research/estado-ciberseguridad.html
https://www.enisa.europa.eu/publications/european-cybersecurity-skills-framework-role-profiles
https://files.incibe.es/incibe/talento/INCIBE_InformeCompleto_DIAG.pdf


   

 

   

 

8 Annexes 

8.1 Annex 1: cybersecurity training programs in Spain (desk research – supply) 

Country Title Specialisation Level Provider 
Type of 
institution 

Link 
Recognition 

# learners 
complete 
programme 
(2021-
2022) 

# possible 
learners 
(p. year) 

Other relevant 
information  

Spain  
Máster 
Universitario en 
Ciberseguridad 

Cybersecurity 
defensive 

EQF7 
(master) 

Universidad de 
Alcalá 

Public 
https://www.uah.es/es/e
studios/Ciberseguridad/  

Degree 47 20 
Official 
60 ECTS complete and 30 
ECTS partial 

Spain  

Máster 
Universitario 
Online en 
Ciberseguridad 

Cybersecurity 
management 

EQF7 
(master) 

Universidad 
Alfonso X El 
Sabio 

Private 
https://www.uax.com/tit
ulaciones/master-en-
ciberseguridad-online  

Degree 10 40 
Official  
60 ECTS  
Online 

Spain  
Máster 
Universitario en 
Ciberseguridad 

Cybersecurity, 
information 
security 

EQF7 
(master) 

Universidad de 
Alicante 

Public 

https://web.ua.es/es/mas
teres/ciberseguridad/mas
ter-universitario-en-
ciberseguridad.html  

Degree 147 20 
Official  
60 ECTS  
Hybrid (campus /online) 

Spain  

Máster 
Universitario en 
Seguridad 
Informática 
(Ciberseguridad) 

Information 
security 

EQF7 
(master) 

Universidad de 
Cádiz 

Public 

https://esingenieria.uca.e
s/docencia/masteres/mas
ter-en-ciberseguridad-
datos-informacion/  

Degree 10 30 
Official 
60 ECTS  
Campus 

Spain  
Máster 
Universitario en 
Ciberseguridad 

Cybersecurity 
defensive 

EQF7 
(master) 

Universidad 
Camilo José Cela 

Private 
https://www.ucjc.edu/ma
ster/ciberseguridad/  

Degree 147 50 
Official  
60 ECTS  
Online 

Spain  
Máster 
Universitario en 
Ciberseguridad 

Cybersecurity 
Analyst 

EQF7 
(master) 

Universidad 
Carlos III de 
Madrid 

Public 
https://www.uc3m.es/ma
ster/ciberseguridad  

Degree 96 60 
Official 
60 ECTS  
Campus 

Spain  
Graduado o 
Graduada en 
Ciberseguridad 

Information 
security and 
cybersecurity 

EQF6 
(bachelo
r) 

Universidad 
Euneiz 

Private 

https://www.euneiz.com/
grados-
universitarios/grado-
ciberseguridad/  

Degree 156 40 
Official 
240 ECTS  
Campus 

https://www.uah.es/es/estudios/Ciberseguridad/
https://www.uah.es/es/estudios/Ciberseguridad/
https://www.uax.com/titulaciones/master-en-ciberseguridad-online
https://www.uax.com/titulaciones/master-en-ciberseguridad-online
https://www.uax.com/titulaciones/master-en-ciberseguridad-online
https://web.ua.es/es/masteres/ciberseguridad/master-universitario-en-ciberseguridad.html
https://web.ua.es/es/masteres/ciberseguridad/master-universitario-en-ciberseguridad.html
https://web.ua.es/es/masteres/ciberseguridad/master-universitario-en-ciberseguridad.html
https://web.ua.es/es/masteres/ciberseguridad/master-universitario-en-ciberseguridad.html
https://esingenieria.uca.es/docencia/masteres/master-en-ciberseguridad-datos-informacion/
https://esingenieria.uca.es/docencia/masteres/master-en-ciberseguridad-datos-informacion/
https://esingenieria.uca.es/docencia/masteres/master-en-ciberseguridad-datos-informacion/
https://esingenieria.uca.es/docencia/masteres/master-en-ciberseguridad-datos-informacion/
https://www.ucjc.edu/master/ciberseguridad/
https://www.ucjc.edu/master/ciberseguridad/
https://www.uc3m.es/master/ciberseguridad
https://www.uc3m.es/master/ciberseguridad
https://www.euneiz.com/grados-universitarios/grado-ciberseguridad/
https://www.euneiz.com/grados-universitarios/grado-ciberseguridad/
https://www.euneiz.com/grados-universitarios/grado-ciberseguridad/
https://www.euneiz.com/grados-universitarios/grado-ciberseguridad/
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Country Title Specialisation Level Provider 
Type of 
institution 

Link 
Recognition 

# learners 
complete 
programme 
(2021-
2022) 

# possible 
learners 
(p. year) 

Other relevant 
information  

Spain  

Graduado o 
Graduada en 
Ingeniería de la 
Ciberseguridad 

Information 
security and 
cybersecurity 

EQF6 
(bachelo
r) 

Universidad 
Europea de 
Madrid 

Private 
https://universidadeurop
ea.com/grado-
ciberseguridad-madrid/ 

Degree 18   
Official 
240 ECTS 
Campus 

Spain  

Máster 
Universitario en 
Seguridad de las 
Tecnologías de la 
Información y las 
Comunicaciones 

Cybersecurity 
management 

EQF7 
(master) 

Universidad 
Europea de 
Madrid 

Private 
https://universidadeurop
ea.com/master-
ciberseguridad-madrid/ 

Degree 10 35 
Official  
60 ECTS 
Campus 

Spain  

Graduado o 
Graduada en 
Gestión de la 
Ciberseguridad 

Ethical Haking 
EQF6 
(bachelo
r) 

Universidad 
Francisco de 
Vitoria 

Private 
https://www.ufv.es/estud
iar-grado-gestion-
ciberseguridad-madrid/ 

Degree 6 60 
Official 
240 ECTS  
Campus 

Spain  
Graduado o 
Graduada en 
Ciberseguridad 

Information 
security and 
cybersecurity 

EQF6 
(bachelo
r) 

Internacional de 
La Rioja 

Private 
https://www.unir.net/ing
enieria/grado-
ciberseguridad/  

Degree 99 1200 

Official  
240 ECTS  
Hybrid (campus and 
online) 

Spain  
Máster 
Universitario en 
Ciberseguridad 

Information 
security and 
cybersecurity 

EQF7 
(master) 

Internacional de 
La Rioja 

Private 
https://www.unir.net/ing
enieria/master-
seguridad-informatica/  

Degree 8 750 
Official 
60 ECTS  
Online 

Spain  
Máster 
Universitario en 
Ciberseguridad 

Information 
security 

EQF7 
(master) 

Internacional 
Isabel I de 
Castilla 

Private 
https://www.ui1.es/ofert
a-academica/master-en-
ciberseguridad  

Degree 47   
Official 
60 ECTS  
Online 

Spain  
Máster 
Universitario en 
Ciberseguridad 

Cybersecurity 
management 

EQF7 
(master) 

Universitat 
Internacional 
Valenciana 

Private 
https://www.upv.es/titul
aciones/MUCC/  

Degree 19 30 

Official  
90 ECTS  
Hybrid (campus and 
online) 

Spain  

Máster 
Universitario en 
Seguridad 
Informática 

Information 
security 

EQF7 
(master) 

Universidad de 
Jaén 

Public 

https://www.ujaen.es/est
udios/oferta-
academica/masteres/mas
ter-universitario-en-
seguridad-informatica  

Degree 47 30 

Official  
60 ECTS  
Hybrid (campus and 
online) 

https://universidadeuropea.com/grado-ciberseguridad-madrid/
https://universidadeuropea.com/grado-ciberseguridad-madrid/
https://universidadeuropea.com/grado-ciberseguridad-madrid/
https://universidadeuropea.com/master-ciberseguridad-madrid/
https://universidadeuropea.com/master-ciberseguridad-madrid/
https://universidadeuropea.com/master-ciberseguridad-madrid/
https://www.ufv.es/estudiar-grado-gestion-ciberseguridad-madrid/
https://www.ufv.es/estudiar-grado-gestion-ciberseguridad-madrid/
https://www.ufv.es/estudiar-grado-gestion-ciberseguridad-madrid/
https://www.unir.net/ingenieria/grado-ciberseguridad/
https://www.unir.net/ingenieria/grado-ciberseguridad/
https://www.unir.net/ingenieria/grado-ciberseguridad/
https://www.unir.net/ingenieria/master-seguridad-informatica/
https://www.unir.net/ingenieria/master-seguridad-informatica/
https://www.unir.net/ingenieria/master-seguridad-informatica/
https://www.ui1.es/oferta-academica/master-en-ciberseguridad
https://www.ui1.es/oferta-academica/master-en-ciberseguridad
https://www.ui1.es/oferta-academica/master-en-ciberseguridad
https://www.upv.es/titulaciones/MUCC/
https://www.upv.es/titulaciones/MUCC/
https://www.ujaen.es/estudios/oferta-academica/masteres/master-universitario-en-seguridad-informatica
https://www.ujaen.es/estudios/oferta-academica/masteres/master-universitario-en-seguridad-informatica
https://www.ujaen.es/estudios/oferta-academica/masteres/master-universitario-en-seguridad-informatica
https://www.ujaen.es/estudios/oferta-academica/masteres/master-universitario-en-seguridad-informatica
https://www.ujaen.es/estudios/oferta-academica/masteres/master-universitario-en-seguridad-informatica
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Country Title Specialisation Level Provider 
Type of 
institution 

Link 
Recognition 

# learners 
complete 
programme 
(2021-
2022) 

# possible 
learners 
(p. year) 

Other relevant 
information  

Spain  

Máster 
Universitario en 
Ciberseguridad e 
Inteligencia de 
Datos 

Cybersecurity 
management 

EQF7 
(master) 

Universidad de 
La Laguna 

Public 
https://www.ull.es/maste
res/ciberseguridad-
inteligencia-datos/  

Degree 19 30 
Official  
60 ECTS  
Hybrid (campus/online) 

Spain  

Máster 
Universitario en 
Investigación en 
Ciberseguridad 

Digital 
forensics 

EQF7 
(master) 

Universidad de 
León 

Public 

https://www.unileon.es/e
studiantes/oferta-
academica/masteres/mu-
investigacion-
ciberseguridad-online  

Degree 3 60 
Official 
60 ECTS  
Online 

Spain  

Graduado o 
Graduada en 
Ciberseguridad e 
Inteligencia 
Artificial 

Information 
security and 
cybersecurity 

EQF6 
(bachelo
r) 

Universidad de 
Málaga 

Public 
https://www.uma.es/gra
do-en-ciberseguridad-e-
inteligencia-artificial/  

Degree 21 65 
Official 
240 ECTS  
Campus 

Spain  

Máster de 
formación 
permanente online 
en ciberseguridad 

Information 
security 

EQF7 
(master) 

Mondragón 
Unibertsitatea 

Private 
https://www.mondragon.
edu/cursos/es/master-
ciberseguridad  

Degree 10 50 
Official 
60 ECTS  
Online 

Spain  

Máster 
Universitario en 
Ciberseguridad / 
Master in 
Cybersecurity 

Cyberdefense 
EQF7 
(master) 

Universidad de 
Murcia 

Public 
https://www.um.es/web/
estudios/masteres/cibers
eguridad  

Degree 10 50 
Official 
90 ECTS  
Online 

Spain  
Máster 
Universitario en 
Ciberseguridad 

Ethical Hacking 
EQF7 
(master) 

UNED Public 

https://www.uned.es/uni
versidad/inicio/estudios/
masteres/master-
universitario-en-
ciberseguridad.html  

Degree 47 75 
Official 
60 ECTS  
Hybrid (campus/online) 

Spain  

Máster 
Universitario en 
Ciberseguridad y 
Privacidad / 

Data 
protection 

EQF7 
(master) 

Universitat 
Oberta de 
Catalunya 

Private 

https://www.uoc.edu/es/
estudios/masters/master-
universitario-
ciberseguridad-privacidad  

Degree 83   
Official 
60 ECTS  
Online 

https://www.ull.es/masteres/ciberseguridad-inteligencia-datos/
https://www.ull.es/masteres/ciberseguridad-inteligencia-datos/
https://www.ull.es/masteres/ciberseguridad-inteligencia-datos/
https://www.unileon.es/estudiantes/oferta-academica/masteres/mu-investigacion-ciberseguridad-online
https://www.unileon.es/estudiantes/oferta-academica/masteres/mu-investigacion-ciberseguridad-online
https://www.unileon.es/estudiantes/oferta-academica/masteres/mu-investigacion-ciberseguridad-online
https://www.unileon.es/estudiantes/oferta-academica/masteres/mu-investigacion-ciberseguridad-online
https://www.unileon.es/estudiantes/oferta-academica/masteres/mu-investigacion-ciberseguridad-online
https://www.uma.es/grado-en-ciberseguridad-e-inteligencia-artificial/
https://www.uma.es/grado-en-ciberseguridad-e-inteligencia-artificial/
https://www.uma.es/grado-en-ciberseguridad-e-inteligencia-artificial/
https://www.mondragon.edu/cursos/es/master-ciberseguridad
https://www.mondragon.edu/cursos/es/master-ciberseguridad
https://www.mondragon.edu/cursos/es/master-ciberseguridad
https://www.um.es/web/estudios/masteres/ciberseguridad
https://www.um.es/web/estudios/masteres/ciberseguridad
https://www.um.es/web/estudios/masteres/ciberseguridad
https://www.uned.es/universidad/inicio/estudios/masteres/master-universitario-en-ciberseguridad.html
https://www.uned.es/universidad/inicio/estudios/masteres/master-universitario-en-ciberseguridad.html
https://www.uned.es/universidad/inicio/estudios/masteres/master-universitario-en-ciberseguridad.html
https://www.uned.es/universidad/inicio/estudios/masteres/master-universitario-en-ciberseguridad.html
https://www.uned.es/universidad/inicio/estudios/masteres/master-universitario-en-ciberseguridad.html
https://www.uoc.edu/es/estudios/masters/master-universitario-ciberseguridad-privacidad
https://www.uoc.edu/es/estudios/masters/master-universitario-ciberseguridad-privacidad
https://www.uoc.edu/es/estudios/masters/master-universitario-ciberseguridad-privacidad
https://www.uoc.edu/es/estudios/masters/master-universitario-ciberseguridad-privacidad
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Country Title Specialisation Level Provider 
Type of 
institution 

Link 
Recognition 

# learners 
complete 
programme 
(2021-
2022) 

# possible 
learners 
(p. year) 

Other relevant 
information  

Cybersecurity and 
Privacy 

Spain  

Máster 
Universitario en 
Ciberseguridad / 
Master in 
Cybersecurity 

Information 
security 

EQF7 
(master) 

Universidad 
Politécnica de 
Catalunya 

Public 
https://www.upc.edu/ca/
masters/cybersecurity  

Degree 20 44 
Official 
60 ECTS  
Campus 

Spain  
Máster 
Universitario en 
Ciberseguridad 

Information 
security and 
cybersecurity 

EQF7 
(master) 

Universidad 
Politécnica de 
Madrid 

Public 

https://www.upm.es/Est
udiantes/Estudios_Titulac
iones/Estudios_Master/Pr
ogramas?id=9.19&fmt=de
tail 

Degree 20 25 
Official 
60 ECTS  
Campus 

Spain  

Máster 
Universitario en 
Ciberseguridad y 
Ciberinteligencia 

Cybersecurity 
and 
Cyberinteligenc
e 

EQF7 
(master) 

Universitat 
Politècnica de 
València 

Public 
https://www.upv.es/titul
aciones/MUCC/indexc.ht
ml  

Degree 9 30 
Official 
90 ECTS  
Hybrid (campus/online) 

Spain  

Graduado o 
Graduada en 
Ingeniería de la 
Ciberseguridad 

Cybersecurity, 
information 
security 

EQF6 
(bachelo
r) 

Universidad Rey 
Juan Carlos 

Public 

https://www.urjc.es/univ
ersidad/calidad/3100-
ingenieria-de-la-
ciberseguridad  

Degree 23 60 
Official 
240 ECTS  
Campus 

Spain  

Máster 
Universitario en 
Ingeniería de la 
Seguridad 
Informática e 
Inteligencia 
Artificial 

Cybersecurity, 
information 
security 

EQF7 
(master) 

Universidad 
Rovira i Virgili 

Public 
https://www.iu.org/mast
er/cyber-security/  

Degree 16   
Official 
120 ECTS  
Online 

Spain  

Graduado o 
Graduada en 
Ingeniería de la 
Ciberseguridad 

Cybersecurity, 
information 
security 

EQF6 
(bachelo
r) 

Universidad San 
Jorge 

Private 
https://www.usj.es/estud
ios/grados/ingenieria-
ciberseguridad  

Degree 23 50 
Official 
240 ECTS  
Campus 

https://www.upc.edu/ca/masters/cybersecurity
https://www.upc.edu/ca/masters/cybersecurity
https://www.upm.es/Estudiantes/Estudios_Titulaciones/Estudios_Master/Programas?id=9.19&fmt=detail
https://www.upm.es/Estudiantes/Estudios_Titulaciones/Estudios_Master/Programas?id=9.19&fmt=detail
https://www.upm.es/Estudiantes/Estudios_Titulaciones/Estudios_Master/Programas?id=9.19&fmt=detail
https://www.upm.es/Estudiantes/Estudios_Titulaciones/Estudios_Master/Programas?id=9.19&fmt=detail
https://www.upm.es/Estudiantes/Estudios_Titulaciones/Estudios_Master/Programas?id=9.19&fmt=detail
https://www.upv.es/titulaciones/MUCC/indexc.html
https://www.upv.es/titulaciones/MUCC/indexc.html
https://www.upv.es/titulaciones/MUCC/indexc.html
https://www.urjc.es/universidad/calidad/3100-ingenieria-de-la-ciberseguridad
https://www.urjc.es/universidad/calidad/3100-ingenieria-de-la-ciberseguridad
https://www.urjc.es/universidad/calidad/3100-ingenieria-de-la-ciberseguridad
https://www.urjc.es/universidad/calidad/3100-ingenieria-de-la-ciberseguridad
https://www.iu.org/master/cyber-security/
https://www.iu.org/master/cyber-security/
https://www.usj.es/estudios/grados/ingenieria-ciberseguridad
https://www.usj.es/estudios/grados/ingenieria-ciberseguridad
https://www.usj.es/estudios/grados/ingenieria-ciberseguridad
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Country Title Specialisation Level Provider 
Type of 
institution 

Link 
Recognition 

# learners 
complete 
programme 
(2021-
2022) 

# possible 
learners 
(p. year) 

Other relevant 
information  

Spain  
Máster 
Universitario en 
Ciberseguridad 

Cybersecurity, 
information 
security 

EQF7 
(master) 

Universidad de 
Vigo 

Public 
https://www.uvigo.gal/es
/node/247124  

Degree 89 0 
Official  
90 ECTS  
Campus  

Spain  

Máster en 
Ciberseguridad 
(Presencial con 
Deloitte) 

Ethical Hacking 
EQF7 
(master) 

IMF Smart 
Education 

Private 

https://www.imf-
formacion.com/masters-
profesionales/master-
seguridad-informatica-
presencial  

Degree     
Non-official  
Campus 

Spain  

Máster 
Ciberseguridad en 
Hacking Ethico: 
Redes CCNA + 
CiberOps + 
Fortinet 

Ethical Hacking 
EQF7 
(master) 

Tajamar Private 
https://fpprofessionaledu
cation.tajamar.es/ciberse
guridad-en-redes/  

Degree     
Non-official  
Campus 

Spain  
Certified Ethical 
Hacker 

Ethical Hacking 

EQF5 
(associa
te 
degree) 

It Institute Private 
https://es.it-
institute.org/ceh-
certified-ethical-hacker/  

Certificat
e 

    
Non-official  
Online 

Spain  

Ciberseguridad en 
Redes: CCNA + 
CyberOps + 
Fortinet 

Ethical Hacking 

EQF5 
(associa
te 
degree) 

Tajamar Private 
https://fpprofessionaledu
cation.tajamar.es/ciberse
guridad-en-redes/  

Diploma     
Non-official 
Hybrid (online/campus) 

Spain  

Cybersecurity 
Operations - Cisco 
Certified CyberOps 
Associate 
(CBROPS) 

Cyberdefense 

EQF5 
(associa
te 
degree) 

PUE Private 
https://www.pue.es/curs
os/cisco/200-201-
cyberops-associate 

Certificat
e 

    Non-official 

Spain  

Master Propio En 
Data, Complex 
Networks & 
Cybersecurity 
Sciences 

Cybersecurity 
management 

EQF7 
(master) 

Universidad Rey 
Juan Carlos 

Public 

https://www.urjc.es/com
ponent/k2/4363-data-
complex-networks-
cybersecurity-sciences  

Degree   50 
Non-official 
Hybrid (online/campus) 

https://www.uvigo.gal/es/node/247124
https://www.uvigo.gal/es/node/247124
https://www.imf-formacion.com/masters-profesionales/master-seguridad-informatica-presencial
https://www.imf-formacion.com/masters-profesionales/master-seguridad-informatica-presencial
https://www.imf-formacion.com/masters-profesionales/master-seguridad-informatica-presencial
https://www.imf-formacion.com/masters-profesionales/master-seguridad-informatica-presencial
https://www.imf-formacion.com/masters-profesionales/master-seguridad-informatica-presencial
https://fpprofessionaleducation.tajamar.es/ciberseguridad-en-redes/
https://fpprofessionaleducation.tajamar.es/ciberseguridad-en-redes/
https://fpprofessionaleducation.tajamar.es/ciberseguridad-en-redes/
https://es.it-institute.org/ceh-certified-ethical-hacker/
https://es.it-institute.org/ceh-certified-ethical-hacker/
https://es.it-institute.org/ceh-certified-ethical-hacker/
https://fpprofessionaleducation.tajamar.es/ciberseguridad-en-redes/
https://fpprofessionaleducation.tajamar.es/ciberseguridad-en-redes/
https://fpprofessionaleducation.tajamar.es/ciberseguridad-en-redes/
https://www.pue.es/cursos/cisco/200-201-cyberops-associate
https://www.pue.es/cursos/cisco/200-201-cyberops-associate
https://www.pue.es/cursos/cisco/200-201-cyberops-associate
https://www.urjc.es/component/k2/4363-data-complex-networks-cybersecurity-sciences
https://www.urjc.es/component/k2/4363-data-complex-networks-cybersecurity-sciences
https://www.urjc.es/component/k2/4363-data-complex-networks-cybersecurity-sciences
https://www.urjc.es/component/k2/4363-data-complex-networks-cybersecurity-sciences
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Spain  
Gestión de la 
Ciberseguridad 

Cybersecurity 
management 

EQF5 
(associa
te 
degree) 

Universidad 
Francisco de 
Vitoria 

Private 

https://www.ufv.es/plan-
de-estudios-grado-en-
gestion-de-la-
ciberseguridad/  

Degree     Non-official 

Spain  
Ingeniería de la 
Ciberseguridad 

Cybersecurity, 
information 
security 

EQF6 
(bachelo
r) 

Universidad Rey 
Juan Carlos 

Public 

https://www.urjc.es/univ
ersidad/calidad/3100-
ingenieria-de-la-
ciberseguridad  

Diploma   60 
Non-official  
240 ECTS campus 

Spain  
Bootcamp de 
ciberseguridad 

Ethical Hacking 

EQF5 
(associa
te 
degree) 

Ironhack Private 
https://www.ironhack.co
m/es/ciberseguridad  

Diploma     
Non-official 
Hybrid (online/campus) 

Spain  
Programa experto 
en ciberseguridad 
empresarial 

Cybersecurity 
management 

EQF5 
(associa
te 
degree) 

Schiller 
International 
University 

Private 

https://sibt.schiller.edu/f
ormacion/programa-
experto-en-
ciberseguridad-
empresarial/  

Diploma     
Non-official 
Campus 

Spain  
Master en Redes y 
Ciberseguridad  

Cybersecurity, 
information 
security  

EQF7 
(master) 

CESTE, Escuela 
Internacional de 
Negocios 

Private 
https://www.ceste.es/pro
gramas/mrc-master-en-
redes-y-ciberseguridad/  

Degree     
Non-official 
90 ECTS  
Hybrid (online/campus) 

Spain  
Máster Executive 
en Ciberseguridad 
Manager 

Cybersecurity 
management 

EQF7 
(master) 

Digital Age 
University 

Private 

https://digitalageuniversit
y.com/program/master-
in-cybersecurity-
manager/  

Degree     Non-official 

Spain  

Maestría en 
Ciencias de la 
Computación - 
Ciberseguridad, 
Análisis de Datos e 
IA 

Cybersecurity, 
information 
security 

EQF7 
(master) 

MIA Digital 
University 

Private 

https://miauniversity.co
m/en/master/master-in-
computer-science-
cybersecurity-data-
analytics-and-artificial-
intelligence/  

Degree     
Non-official  
Online 

Spain  
Master en 
Ciberseguridad 

Cybersecurity 
management 

EQF7 
(master) 

Euroinnova 
International 
Online Education 

Private 
https://www.euroinnova.
edu.es/master-
ciberseguridad-online  

Degree     
Non-official  
60 ECTS  
Online 

https://www.ufv.es/plan-de-estudios-grado-en-gestion-de-la-ciberseguridad/
https://www.ufv.es/plan-de-estudios-grado-en-gestion-de-la-ciberseguridad/
https://www.ufv.es/plan-de-estudios-grado-en-gestion-de-la-ciberseguridad/
https://www.ufv.es/plan-de-estudios-grado-en-gestion-de-la-ciberseguridad/
https://www.urjc.es/universidad/calidad/3100-ingenieria-de-la-ciberseguridad
https://www.urjc.es/universidad/calidad/3100-ingenieria-de-la-ciberseguridad
https://www.urjc.es/universidad/calidad/3100-ingenieria-de-la-ciberseguridad
https://www.urjc.es/universidad/calidad/3100-ingenieria-de-la-ciberseguridad
https://www.ironhack.com/es/ciberseguridad
https://www.ironhack.com/es/ciberseguridad
https://sibt.schiller.edu/formacion/programa-experto-en-ciberseguridad-empresarial/
https://sibt.schiller.edu/formacion/programa-experto-en-ciberseguridad-empresarial/
https://sibt.schiller.edu/formacion/programa-experto-en-ciberseguridad-empresarial/
https://sibt.schiller.edu/formacion/programa-experto-en-ciberseguridad-empresarial/
https://sibt.schiller.edu/formacion/programa-experto-en-ciberseguridad-empresarial/
https://www.master-maestrias.com/institutions/ceste/master-en-redes-y-ciberseguridad
https://www.master-maestrias.com/institutions/ceste/master-en-redes-y-ciberseguridad
https://www.master-maestrias.com/institutions/ceste/master-en-redes-y-ciberseguridad
https://www.master-maestrias.com/institutions/ceste/master-en-redes-y-ciberseguridad
https://www.master-maestrias.com/institutions/ceste/master-en-redes-y-ciberseguridad
https://www.ceste.es/programas/mrc-master-en-redes-y-ciberseguridad/
https://www.ceste.es/programas/mrc-master-en-redes-y-ciberseguridad/
https://www.ceste.es/programas/mrc-master-en-redes-y-ciberseguridad/
https://digitalageuniversity.com/program/master-in-cybersecurity-manager/
https://digitalageuniversity.com/program/master-in-cybersecurity-manager/
https://digitalageuniversity.com/program/master-in-cybersecurity-manager/
https://digitalageuniversity.com/program/master-in-cybersecurity-manager/
https://miauniversity.com/en/master/master-in-computer-science-cybersecurity-data-analytics-and-artificial-intelligence/
https://miauniversity.com/en/master/master-in-computer-science-cybersecurity-data-analytics-and-artificial-intelligence/
https://miauniversity.com/en/master/master-in-computer-science-cybersecurity-data-analytics-and-artificial-intelligence/
https://miauniversity.com/en/master/master-in-computer-science-cybersecurity-data-analytics-and-artificial-intelligence/
https://miauniversity.com/en/master/master-in-computer-science-cybersecurity-data-analytics-and-artificial-intelligence/
https://miauniversity.com/en/master/master-in-computer-science-cybersecurity-data-analytics-and-artificial-intelligence/
https://www.euroinnova.edu.es/master-ciberseguridad-online
https://www.euroinnova.edu.es/master-ciberseguridad-online
https://www.euroinnova.edu.es/master-ciberseguridad-online
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